DIN EN ISO 22361:2023-02 (E)

Security and resilience - Crisis management - Guidelines (1ISO 22361:2022)

Contents Page
EUTOP @AM FOT@WOTM ... 4
FOT@WOTM ... 5
IIETO@UICTION ... 6
1 SCOPI@ ... e 8
2 NOTINATIVE FEEEI@IICES ... 8
3 Terms and defiIETIONIS ..............oo e 8
4 Crisis management — Context, core concepts and principles........... 10
4.1 The NAtUTe Of CTISES ...
4.2 Characteristics of a crisis
4.3 Potential Origins Of CIISES ... 12
4.4 Readiness t0 reSPONA And FECOVET ... 14
4.5 Principles for crisis management
.51 GEINETAL oo
4.5.2  PrinCiple A: GOVEITIANCE .....oooooooierioiiroieeisieeeieesieseieesseesessesessss s
4.5.3 Principle B: Strategy ...
4.5.4 Principle C: Risk management..
4.5.5 Principle D: Decision-making....
4.5.6  Principle E: Communication.....
4.5.7 Principle F: Ethics.....ccoee.
4.5.8  PrincCiple G: LEATTINE ..ottt
5 Building a crisis management capability ... 15
51 GEBIIET AL
5.2 Crisis management framework
521  General ..,
5.2.2  L@AARTSIID oo
5023 SEIUCTUI® oo
5.2.4 Culture
5.2.5  COMIPEEEIICE ..o
5.3 CriSiS MANAZEIMEINT PIOCESS ...oooooioeeeeieieeeieeeeseseeee e bt
5.3.1  Anticipation ...
5.3.2  Assessment......
5.3.3 Prevention and mitigation
5.3.4 Preparedness.........
5.3.5 Response
5.3.6 Recovery
5.3.7  Continual IMPTOVEIMIEIIT . ...
6 SIS LEAAETSIUIP ... et
6.1 Core leadership skills and attributes
6.1.1  GENEIAL ..o
6.1.2 Role and responsibility of the crisis leader(s) ... 28
6.2  Well-being and sustainable CriSiS TESPONSE ... 29

6.2.1 Crisis management responders
6.2.2 Wider interested-party impact




7 Strategic crisis decCiSION-MAKIIG ...

7.1 GENETAL..oo e
7.2 Why decision-making can be challenging.......
7.3 Dilemmas, decision delay, decision avoidance..
7.4 Decision-making iSSUES ...
7.5 Effective crisis deciSion-making. ...
8 CriSiS COMMUIECATION........cooo et
8.1 GEIIET AL
8.2 Pre-CriSiS PIr@PAIATION. .. .oooi oo
8.3 Managing relationships and reputation...
8.4 KEY OIS ..o
8.4.1 Communication team...............
8.4.2 Spokespeople.....n
8.4.3 Mediarelations.......cceee
8.5 Crisis COMMUNICATION STEATEZY ...oooccoiiiiiiiiisiieiieie e
8.6  Key principles and activities of crisis communication ... 36
8.7 CONSIStENCY Of MESSAZE ...t
8.8 Barriers to effective communication...........
8.9 Social media — Opportunities and threats...
9 Training, validation and learning from CriSes ...
9.1 GBIIET AL .t
9.2 Developing competence
9.3 TTTAIITIE
9.4 BT CISIIIG .o
9.5 Validation ...,
9.6 Evaluating and learning
BIDLIOGIAPRY ..ot 43



		2024-04-29T12:04:27+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




