ISO/IEC 29341-24-11:2017-09 (E)

Information technology - UPnP Device Architecture - Part 24-11: Internet gateway
device control protocol - Level 2 - Wide area network internet protocol v6 - Firewall

control service

Contents Page
S Yo oY o 1= Y PP 1
2 NOrMAtiVe REfEIENCES . e e e s 1
3 Terms, definitions, symbols and abbreviations................ 2
4 Notations and CONVENTIONS ... .. e 4

AT NO A ON e e 4
A I - = T 17/ 01 S P 4
4.3  Vendor-defined eXteNSIONS. .. ...ttt 4
B SrVICE MO ... e 4
5. S BIVICE T P et 4
5.2 Service ArChiteCIUI. .. e e 5
5.3 State Variables ..o 5
5301 SUMMAIY oottt et ettt 5

5.3.2  FirewallEN@bled ............oouoeiui 5

5.3.3  InboundPinholeAIIOWEd ... 6

5.3.4 A ARG _TYPE OutboundPinholeTimeout ...............ccccoviiiiiiiiiiiiiiiiiiiiaan, 6

53.5 A ARG TYPE IPVBAQUIESS......ccuiiiiiee ettt 6

53.6 A ARG TYPE _POrIt ..ot 6

5.3.7 A ARG _TYPE _ProtoCOl .....ccuonieiiiii et 6

53.8 A ARG _TYPE Lea@SETIME ...c.ounieee e 6

5.3.9 A ARG _TYPE _UniQUEID.........ccouiiuiiiie et 7
5.3.10 A_ARG_TYPE_PinholePacKets ..........couiiiiiiiiiiiiiii e 7

5311 A ARG _TYPE BOOIEAN ..cucaneneeee e 7
5.3.12 Relationships among State Variables.............ccocooiiiiiiiii 7

5.4 Eventing and Moderation ... ... 7
o 2 S 1012 1 0 = 1 S 7

5.4.2 Eventing of FirewallEnabled ...............ccoiiiiiiiiiiii e 7

5.4.3  Eventing of InboundPinhole Allowed ............c..coviiiiiiiiiiiiieiiee e 7

S A O S e e 7
5.5 1 SUMMAIY oottt ettt 7

5.5.2  GetFirewallStatus() .....coun e 8

5.5.3  GetOutboundPinholeTimeOUL() ........ccuieeiiiiii e 8

554 AAPINROIE() c...oneii e 10

5.5.5 UPAatePinNoIE() .......eniei e 12

5.5.6  DeletePinNole() ... ... 13

5.5.7  GetPinRoIEPacCKELS() ...cuneneii e 14

5.5.8°  CheckPinholeWOrKing() ... .o 15

5.5.9 Relationships Between ACtions...........coiiiiiiiiiii i, 17
5.5.10 Error Code SUMMAIY .....uiuiiiiieei e e e e e e e 17

5.6 Service Behavioral Model ... 17
B XML Service DesCriplion . ..o 18
Annex A (informative) Theory of Operation ... ..o 23



A.1 IPv4 NAT and IPv6 firewall control relationship.............coooiiiiiiiiii 23

S 1 - o LU o TSP 23
A.3 Outbound pinhole management....... ...t 24
A.3.1 Outbound pinhole creation.............cooiiiiiii 24

A.3.2 Outbound pinhole refresh ... ... 24

A.3.3 Outbound pinhole lifeCyCle ..o 25

A.4  Inbound Pinhole management...... ..o 25
A.4.1 Inbound pinhole creation ...... ... 25

A.4.2 Checking that an inbound pinhole is working............ccccooiiiiiiiiiiin 26

A.4.3 Inbound pinhole refresh..........ccoiiiii 27

A.4.4 Inbound pinhole state transition diagram.............ccocoiiiiiii 28

Annex B (normative) Security Considerations ..........c.oooiiiiiiiiiiii 29
Bl OV IV IBW et e 29

B.2 Firewall Assets, Risks and Threats.......ccoiiiiiiiiiii e 29

B.3 Firewall Control Policy and Recommendations ............ccoooiiiiiiiiiiiiiicien 29
Annex C (informative) Bibliography ..o 31
Figure A.1 — Outbound pinhole creation ... 24
Figure A.2 — Outbound pinhole refresh....... ..o 25
Figure A.3 — Outbound pinhole state transition diagram.................cooiiii e, 25
Figure A.4 — Inbound pinhole creation....... ... 26
Figure A.5 — Checking that an inbound pinhole is WOrking ...........ccocoviiiiiiiiiiie, 27
Figure A.6 — Inbound pinhole refresh and deletion..............coooiiiiiiiiii 28
Figure A.7 — Inbound pinhole state transition diagram ..., 28
Table 1 — State Variables ... 5
Table 2 — allowedValueRange for A_ ARG_TYPE_OutboundPinholeTimeout ........................ 6
Table 3 — allowedValueRange for A_ ARG _TYPE_LeasSeTime ..........cc.couuiiuiiiiiiiiiiiiniinainenn, 6
Table 4 — Eventing and Moderation ... ... 7
TaDIE 5 —— ACH ONS e e 7
Table 6 — Arguments for GetFirewallStatus() .......co.eeiuiiiii e 8
Table 7 — Error Codes for GetFirewallStatus() ......oc. e 8
Table 8 — Arguments for GetOutboundPinhole Timeout() ..........ccciiiiiiiiiiiiiiiiiee 9
Table 9 — Error Codes for GetOutboundPinhole Timeout() ........ccc.ceuiiiiiiiiiiiiiiiiiiieiieee e, 10
Table 10 — Arguments for AJAPINAOIE() ........c.oniei e 10
Table 11 — Error Codes for AdAPINAOIE() ......c.oouiuie e 11
Table 12 — Arguments for UpdatePinhole() ... 12
Table 13 — Error Codes for UpdatePinhole() .........couueeuiiiiiiiiii e 13
Table 14 — Arguments for DeletePinNoOIE() ...........oueiii e 13
Table 15 — Error Codes for DeletePinNole() ........c.ove i 14
Table 16 — Arguments for GetPinholePacKketS() ..........ooeiiiiiiiii i 14
Table 17 — Error Codes for GetPinholePacketS() ........uuuiiiiiiiei et 15
Table 18 — Arguments for CheckPinholeWorking() ............couie i 16
Table 19 — Error Codes for CheckPinholeWOorKing() .......c.couuieeieiiiiiiiiiiie e 16
Table 20 — Error Code SUMMEAIY ......u et ans 17



		2026-05-20T02:44:55+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




