ISO/IEC 29341-18-13:2011-08 (E)

Information technology - UPnP Device Architecture - Part 18-13: Remote Access
Device Control Protocol - Remote Access Transport Agent Configuration Service

Contents Page

A @ V=Y VAT = VA=V Lo B Yoo T o L= P 4
L L I OAUCT N L e e e 4
2 N[0 - 1 (o o PP 4
1.3  Vendor-defined EXLENSIONS ...t 5
L4 RE OB C S et e e 5
1.4.1 NOrmative REFEIENCES ..o, 5

1.4.2 Informative RefEIrENCES ....c.iviiii i 6

2 Service Modeling DefinitioNS. .. ... 6
2. L S BIVICE T P it ittt ettt e e 6
2.2  Terms and ADDreViations . ... e 7
2.2. 1 ADDIeVIAtiONS ... 7

0 I =T 0 7

2.3 RATACONfIg Service ArChite@CIUIE .......ouie e 8
2.4 StAte Valiables . ..o 8
2.4.1 State Variable OVeIVIEW. ... e 8

2.4.2  SYSEEMINTO tiuitiie i 8

2.4.3 TransportAgentCapabilities .....covi i 9

2.4.4  CredentialDElIVEIY .. 9

2.4.5  CredentialS it . it s 9

2.4.6  PrOfIELIST tuuinitii e 9

2.4.7 A_ARG_TYPE ProfileConfigInfo ....ccoviiiiiiiiii e 10
2.4.8 A ARG _TYPE Profil€lD ..coiuieiiiiiii e ee e 10

2.5 Eventing and MOGEration .......ouiuiiuii e et 10
2.5.1 Relationships Between State Variables .............ccocoiiiiiiiiciee 10

2.8 ACT DN S it s 10
2.6.1 GetTransportAgentCapabilitieS() ..o.vveveueeiin i 11

2.6.2 GetSupportedCredentialDelivery() .. oo ieiieei i a 11

2.6.3  GetCredentialSLiSt() . .ouuu et 12

2.6.4  GEIPIOfIELIST() tvuiniririti i e 13

2.6.5  AdAPIOfIE() cuerueneeitiiiee e 13

2.6.6  EdItPIOfIlE() ovieieiii e 14

2.6.7  DeletePrOfilE() toueeniriii e 15

2.6.8 GetProfileConfiglnfo() .vveeeirii i 16

2.6.9  Error CoOE SUMMAIY ..ouiuiiniiiie et et e e e e e e e e e e e e e eeaaenen 16



2.7  Theory Of OPeratiON ... ... .t 17

2.7.1 The Interaction MOdel ........ocouiiiiiiiii 17

2.7.2 Detecting the RATA ROIE ..o 17

2.7.3 Configuring Remote Access Transport Profile (Server) ......cocoocvevviiiiiiennnn. 17

2.7.4 Configuring Remote Access Transport Profile (Client) ...........c.coooviieeann. 18

2.7.5 Editing @ Profile ... 18

2.7.6 Deleting @ Profile ... 19

3 XML Service DESCIIPLION ...uetiitieit ettt ettt 19
S 1 -1 PP 22
Annex A (normative) RATransportAgent Data StruCIUIeS ......c.vvuiiiiiiii e 23
A1 ProfileList TemMPIate. ... e 23
A.2  ProfileConfig TEMPIAte .....ouiii e 23
A.3 TransportAgentCapabilities TEMPIALE ......ouiiieiii e 24
A.4  CredentialDelivery TemMPIate ... ..c.uiiiiiii e 25
A5  CredentialSLiSt TeMPIA .. cuunie e 26
A.6  TransportAgent Datastructure SChema ........oviviiiiiiii e 27
Annex B (informative) Addressing Considerations .........oc.veiiiiiii i 28
B.1  IPV4 CONSIAEIALIONS ..oeuiieiieiieii e ettt et 28
B.1.1 IPV4 Address AllOCALION .. ...iuiiiiit e 28

B.1.2 Address Space ColliSIONS......ccu i 28

Annex C (normative) Using IPsec as Remote AcCess TranSPoOrt .....ccocvveeeiiiniiniiiiiiieiieieennes 30
C.l 1P SEC TOMP AL S . et et 30
C.1.1 IPsec Options TemMPlate ..o 30

C.1.2 IPsec Configuration Template ........cccoouiiiiiiiiii e 31

C.2  SAMPIE IPSEC FilES . ittt 34
C.2.1 Sample IPSec based on certificates ...........coiiiiiiiiiii 34

C.2.2 Sample IPSec based on shared key null policy........ccoeiiiiiiiiiiiiininn, 37

C.2.3 Sample IPSec based on shared key advanced policy...........ccocoeviiiiiiannn. 39

Annex D (normative) Using OpenVPN as Remote Access TranSport........ccoeevevviniiiiiineeneennes 42
D.1  OPenVPN TemMPIateS ... e e 42
D.1.1 OpenVPN Configuration Template........cccoviiiiiiiiiii e, 42

D.2 Sample OpenVPN CONfIQUIAtION ... ...cuuiitii e 46
D.2.1 Sample configuration for SEIrVer......cccvi it 46

D.2.2 Sample configuration for Client ...........coiiiiiii e 46

Figure 2-1 — The Interaction MOEl. ... 17
Figure 2-2 — Configuring Remote Access Transport Profiles. ..o, 18
Figure 2-3 — Editing Remote Access Transport Profiles.........ooooi 18
Figure 2-4 — Deleting Remote Access Transport Profiles.......c.cocooviiiiiii e 19
Figure B.1 — Address Space Collision Problem. ..., 28



LI o [ R AN o] o] € =LV = 110 ] 4 =T 7

Table 2-2 — State Variables .. ... 8
Table 2-3 — Eventing and MoOderation ..........oouiiiiiiiiiiii e eaes 10
TADIE 2-4 — ACTIONS ot 10
Table 2-5 — Arguments for GetTransportAgentCapabilitieS().....ovvevveriiiiiiiiiiii e, 11
Table 2-6 — Error Codes for GetTransportAgentCapabilitieS().....coeuveriiiiiiiiiiiiieeee, 11
Table 2-7 — Arguments for GetSupportedCredentialDelivery() «.oocoeveeiiiiiiiiiii e, 11
Table 2-8 — Error Codes for GetSupportedCredentialDelivVery() ..o veverieineeeiiiiiiieiieineennes 12
Table 2-9 — Arguments for GetCredentialSLiSt() ..u.ee e e 12
Table 2-10 — Error Codes for GetCredentialSLISt() «.uvee e 13
Table 2-11 — Arguments for GetProfil€LiST() ..c.euiirieiii e 13
Table 2-12 — Error Codes for GetProfil@LiSt() .. ..uuuieiu i 13
Table 2-13 — Arguments for AdAPTOTIE() ..ueu e e 13
Table 2-14 — Error Codes for AddPrOfIlE() .. . e e 14
Table 2-15 — Arguments for EAitProfile() ...ocu i 14
Table 2-16 — Error Codes for EAItProfile() ... 15
Table 2-17 — Arguments for DeleteProfile() ..o 15
Table 2-18 — Error Codes for DeleteProfile() ... . e e 16
Table 2-19 — Arguments for GetProfileConfiginfo()....vveeiiiiiiii s 16
Table 2-20 — Error Codes for GetProfileConfiglnfo()....oceuverveeiiiiii e 16
Table 2-21 — Error Code SUMMIAIY ...ttt ettt eaees 17



		2026-04-30T01:57:39+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




