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Information technology - UPnP Device Architecture - Part 18-1: Remote Access
Device Control Protocol - Remote Access Architecture

Contents

N @ 1= o VT VY= U g Lo 0 Yoo o X S 3
O o1 =11 o o P 3

A =T (= = o= 1= 4
1.2.1  Informative RefEreNCeS ... cuiie e 4

1.3 Terms and ADDreViationS . ... 5
1.3.1  ADDrEVIAtIONS et e 5

I =T o 1 S PP PP PRPPPRN 5
o o 1T} 4 o o [ 7
Operational CONSIAEIAtIONS . ... i e e aeaes 7

3.1 Remote ACCESS ENVIFONMENT . ..iuiiiii e 7

3.2 ACCESS NBIWOIKS ettt et 8
3.2.1 IPv4 Addressing and NAT ISSUEBS ...uiuiiuiiiitiiiet it e e e e e e e 9

3.2.2  IPVE AQOIrESSING ... euititet ettt 10

3.3 Home Network ENVIFONMENT ...t et e e e e 10
3.3.1  IPv4 Support in HOmMe ROULEIS ....cuiiee e 10

3.3.2 IPVv6 Support in HOMeE ROULEIS .. ..cvieiii e 10

3.4 Support Services in the Public Network...........coooiii 10
3.4.1  Server Name ReSOIULION ... 10

3.4.2 Detecting NAT and NAT Type on Server Side.......ccoeveiiiiiiiiiiiniiniieeeeen, 10

4  Remote Access Reference ArChiteCtUIe ..ot 11
4.1 Remote Access Architecture Paradigm ........cooiiiiiiiiiiii e 11

4.2 Remote Access COMPONENTS OVEIVIEW .....uiuinitiiiiii e en 12

4.3 Remote ACCESS Phases OVeIVIEW .. ...uiuiie it e e e 13
4.3.1  SOIUP SBIVICES ittt 13

4.3.2  Operational SEIVICES. . .. e 13

4.3.3  ManNAQemMENT SEIVICE ...ttt 14

4.4 Remote AcCesS FUNCLIONATIES . o..iv i 14
4.4.1 Inbound Connection Configuration .............ooiiiiiiiiiiii e 14

4.4.2 Remote AcCeSS DIiSCOVEIY AQENT......iiuiiiiiiii e 15

4.4.3 Remote AcCess Transport AgeNt ... 17

B INTEraction MO .. e e 17
5.1 UPNP RA SO UP ot ittt 17

5.2 Configure the RAC for Remote Access to Home Network .........c.coeviiiiiiiiiiininnnnn, 18

5.3 Access Home Network Remotely from RAC over the Internet ...........c.cooeoiiiiiinnns 18

5.4 UPNP RA CONNECLION USE .uuiiiiiiiiiiiii et et e e 18

5.5 RADA Synchronization PrOCESS .. ..iuiiiiii e 19

5.6 RADA HEAIMDEAL. ...t 19

5.7 RADA Communication TiMeE-0UL......couiiniiiiii e 20

5.8 RADA Administrative ShUutdOWN ........cooiiiiii e 20
ANNEX A DEPIOYMENT SCENATIOS . vttt 21
A.1 Intended Deployment SCENATIOS ....cuiuiiu it e 21
A.1.1 Remote Access Server in Residential Gateway ...........ccocoviiviiiiiiinineennnnn, 21

A.1.2 Remote Access Server in a 3rd Party DeviCe.......cccooeiiiiiiiiiiiiniiiieee, 21

A.1.3 Remote Access Server Hosted by a 3rd Party in the Internet.................... 21



Figure 2-1 — UPNP REMOIE ACCESS. . ittt eaas 7

Figure 3-1 — Remote ACCESS ENVIrONMENL. ..o 8
FIQUIre 3-2 — ACCESS NETWOTIKS. ..ottt e ettt et e e ea e enaenas 9
Figure 4-1 — Remote Access Architecture Paradigm. .......coooeeiiiiiiiiiini e 11
Figure 4-2 — Remote Access COMPONENTS OVEIVIEW. .....iuiuiiiieiiii i 12
Figure 4-3 — Typical STUN Configuration in Home NetwWorks..........ccooeiiiiiiiiiiiiinineceeeans 15
Figure 4-4 — Discovery Information Aggregation.........coc.viiiiiiiii e 16
Figure 4-5 — Discovery SYNCRIONIZAIION ... ...c.uiunii e 16
Figure 5-1 — ReEMOTE ACCESS SOIUP . .ttt et e e ea e 17
Figure 5-2 — Configure the RAC for Remote Access to Home Network ...........cooevviiiiinnnnns 18
Figure 5-3 — Access Home Network Remotely from RAC over the Internet ...................o... 18
Figure 5-4 — UPNP RA CONNECHION USE.... ittt 18
Figure 5-5 — RADA Synchronization ProCESS .....cuuiiiiiiii i 19
Figure 5-6 — RADA Heartbeat. ..ot e 19
Figure 5-7 — RADA Communication TiMeE-0Ut.........c.iiuiiiiiiii e 20
Figure 5-8 — RADA Administrative ShUutdOWN ..........oooiiiiii e 20
Table 1-1 — ADDIeVIatioNS. ... 5



		2026-06-25T20:38:57+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




