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Basic IT security measures for video conferencing systems; Text in English

Contents

Page
20 g 1) 3
0000 o000 L1 Tt 1) o 4
1 o0 5
2 I\ 00 3 41 Ty =) ) 4 Lol T, 5
3 Terms and defiNItionNS. ... ——————————————————— 5
4 1 T, 7
4.1 SOftWATE PIrOVIAET .covveruisnsrsnssssmssssssmsssnssssssssssssssssssssssssssssssssssssssssssssssssssssesssassesssms s sesssssassesssms e s smssssesnsasnsnsmssnsnses 7
4.1.1 Lack of software management in the production environment...........oo——— 7
4.1.2 Poor design or architecture of the software........c s —————— 7
4.2 Y 74 T 1) Q02 T = 7
4.2.1 Unauthorized access to systems, servers and applications.......c.ummmmsmmmmmsss—m—ms 7
4.2.2 Attacks against INfraStrUCIUTES ... s s s e 7
4.2.3 Unauthorized access to physical facilities.....c.cumrmmm—————————— 8
4.2.4 Unprotected or uncontrolled communication paths .......ccm——————————— 8
4.2.5 Meeting data interception/theft/Spoofing.......i s ———————————— 8
4.2.6 Advanced persistent threat (APT) ... 8
4.3 Account owner - host/co-host — partiCipant ... ———————————————— 8
4.3.1 Insufficient identification of participants/unauthorized access to meetings .........cossmsssmsessssnsesans 8
4.3.2 Misuse of shared Profiles......c s ———————————————————— 8
4.3.3 Unintended disclosure of infOrmation ... ———————————————— 8
S 2 T\ (=T o) 0T en U a0 00 ) o 9
4.3.5 Unchecked recording of video conferencing Calls ... 9
4.3.6 Insufficiently secured data StOrage ... ————————— 9
4.3.7 Spear phishing through INVILeS.......mmm s —————————————————————— 9
5 MINimum SECUTItY CrIteria . 9
Annex A (informative) Test specification......ci s —————————————————— 15
A1l O 4T - |, 15
A2 00 4 1 1€ ] 16
135101 DT ed g ) 1] 1, 25
Tables
Table 1 — Threats and MitiGations ... ——————————— 9
0 L O e 08 1 1= ol b ] 16



		2026-04-29T02:22:42+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




