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Information technology - Security techniques - Evaluation criteria for IT Security -
Part 3: Security assurance requirements (ISO/IEC 15408-3:2005); Text in English

Inhalt Seite

LNV E= Lo 4 B 1 LoT Y e T T o o N 4
Nationaler Anhang NA (informativ) Begriffe.......cccccovcmiiiiicmiinii 5
Nationaler Anhang NB (informativ) Symbole und AbKUrzungen.........ccccccceeereseerrssseeersssseesssssseesssssnsessnas 14
0 e T 11T o) 15
1 15T o o o - 15
2 NOIrMAtiVe FEfEIrENCES .......ceeeeeeeeeeeerrcre e e e s s e e e sm e e e e me e e e s mn e e e s smn e e e smn e e e e mnnes 15
3 Terms and definitions, symbols and abbreviated terms............cccccrreerirnrccce s 15
4 L0 Y = 16
4.1 Organisation of this part of ISO/IEC 15408 .........ccccoiiiicciiceiirr s csssrere s sssse s e e s s s ssmne s e s e nenan 16
5 ISO/IEC 15408 assurance ParadigM..........ccccccercererrriiissssssseseesessssssssssssesessssssssssssssssnsesssssssannnsssnssssss 16
5.1 ISO/IEC 15408 PhilOSOPRY ..ccociiiiiiiiieciiieiiisscccsssser e e s s sss s sssss s e s s s s s s s ssnss s e e s s ea s s s asmne s e e e eesnsssnnnmneessnnnnn 16
5.2 F =TS DT =T T T o o o Y- T o 16
5.3 ISO/IEC 15408 evaluation aSSUrance SCale.......cccccoviecceimeimniinnisscsserrr s s sssne e ss s smnne e e e s s s s sanns 18
6 Security assurance reqUIremMeNnts........coccc i ——— 18
6.1 5] T T T = 18
6.2 L0073 0 T'oToT 0 T=T 01 8 7= b o Lo 1 1 7/ 24
6.3 Protection Profile and Security Target evaluation criteria class structure ..........cccccevriinninnnenn. 25
6.4 Usage of terms in this part of ISO/IEC 15408............cccorooimirrcerrrerccer e e e e e 25
6.5 Assurance categoriSatioN..........ccoiiiiiiiii 27
6.6 Assurance class and family OVErVIEeW ... e 27
7 Protection Profile and Security Target evaluation criteria............ccccoiiiiirinniicncccee e 31
71 L0 Y = 31
7.2 Protection Profile criteria OVerview ... 32
7.3 Security Target Criteria OVEIrVIEW ... s mn e s smn e e s 33
8 Class APE: Protection Profile evaluation............cccuriiiceciiii e emn e 34
8.1 TOE description (APE_DES)........ccccciiiiiiiiiiciieiscseeesssssse e s s ssss e s sssssesssssssssssssssesssssssssssssansessnsnsssnnnns 34
8.2 Security environment (APE_ENV).......iiiiin s sssss s s s ssnans 35
8.3 PP introduction (APE_INT) ...coiiciiiiiiiriirs s s s s s s s ssms s s 36
8.4 Security objectives (APE_OBU)......ccccouciiriinieiriisssiisss s isssss s ssssss s sssssss s sssssss s ssssass s s ssssssssnans 37
8.5 IT security requirements (APE_REQ) .......ccccccmirmminmminiiis i ssss s s s sss s s s ssnn s 38
8.6 Explicitly stated IT security requirements (APE_SRE) .........cccccrireirmrirrssernrscceee e smee s 40
9 Class ASE: Security Target evaluation ............ccccoiiieimerricemer e e s sme e sme e 42
9.1 TOE description (ASE_DES)......cciiiiiiiiieciiiniinsssssssssssss s ssssssssssse s s s s ssssssssssssssssssssssssnsssssssssssssssnssnnses 43
9.2 Security environment (ASE_ENV)........ i sssssere s s ssssne s s s ss s mns s s e s e s sn s s smmnnnees 43
9.3 ST introduction (ASE_INT).....cccociiiiiiiiicccecrie e rssssssssssre s s ssssssssssss s e s s s s s s s s ssnmn e e e e s ss s s s snnnnseneesnssnnnnsnnnnns 44
9.4 Security objectives (ASE_OBU).......cccuceiriiniiriisnss s sssssss s s s s ssss s s s sass s s sssnsssnnns 45
9.5 PP Claims (ASE_PPC).....o it irccitesss s e ssssss e ssssssn e ss s ss e s e s ssne e s s sne s eassmn e nasssmnesesssnnenessnnenssnsnnens 46
9.6 IT security requirements (ASE_REQ) .........cccurumimiiniemmiiir s s s snnns 47
9.7 Explicitly stated IT security requirements (ASE_SRE) .........ccccceiniimmminnimnnness e 50
9.8 TOE summary specification (ASE_TSS) ......cccciiiiimminniii s sssssss s 51
10 Evaluation assurance leVels.............. e 53
10.1 Evaluation assurance level (EAL) OVEIVIEW.........ccucccerrrrscrrresssmeerssssmeesesssmsessssssnesssssssesssssnsesssssnnees 54
10.2 Evaluation assurance level details ... —— 55
10.3  Evaluation assurance level 1 (EAL1) — functionally tested...........ccceoooirrrrecrererccre e 55
10.4 Evaluation assurance level 2 (EAL2) — structurally tested...........ccccooriiiiiiniiinnccr s 56
10.5 Evaluation assurance level 3 (EAL3) — methodically tested and checked ............ccccccciriiinnnnnee 57
10.6  Evaluation assurance level 4 (EAL4) — methodically designed, tested, and reviewed ............... 58
10.7  Evaluation assurance level 5 (EAL5) — semiformally designed and tested...............cccceioerrennn. 59



10.8 Evaluation assurance level 6 (EAL6) — semiformally verified design and tested......................... 60
10.9 Evaluation assurance level 7 (EAL7) — formally verified design and tested..........ccccccvecccerrrnnncen. 61
11 Assurance classes, families, and components..........cccccoi s 63
12 Class ACM: Configuration management.............ccccercecmrireesmrrinsssmeessssme e s ssssmse s ssssmse s sssssneesssssmsessssanes 63
121 CM automation (ACM_AUT) ...cooiiiiiccccrirrs s ssccssscere s s s s s ss s sssms s s e s e s ss s s smme s e e s eeses s s snmn e e e e eesnnsssnnmnnessnnnnn 63
12.2 CM capabilitiesS (ACM_CAP) ... ccccciiir i ssccssere s e e s s s s s sssme e e s s se s s s s ssnms s e e e s essasssanmne s e e e sesasssnnnnenessanen 66
L T 0 1T oo o T X 03 1 T 0 PSR 74
13 Class ADO: Delivery and Operation..........ccccviiicccsscmmmnrinnnsssssssmsress s ssssssssmssss s sssssssssssssssssssssssssssssesees 77
13.1  Delivery (ADO _DEL)......iiiiiiicccetissrcmteessssee s s ssse e s s ssne e s s ssme s sesame e s sesme e e semne e e s snne e s s snneeeesanneesnsnnnen 77
13.2 Installation, generation and start-up (ADO _IGS) ........ccccciivmrmmmmiiiisccsssmsrrre e s sssssssss s s e s ssssssssmsssssnses 79
14 (0 F- TT00 N VA B T3V =Y o o 5 1= | 81
141 Functional specification (ADV_FSP) .....ccccciiiiiiiiniiiiiisis s s s s snsssseas 85
14.2  High-level design (ADV_HLD) ..o s s ssss s ssss s s ssms s s ms s snnn s 89
14.3 Implementation representation (ADV_IMP) .......ccccoiiicecimirnssmerssssressssseessssssse s sssssss s ssssssssssssssesssssnns 96
14.4  TSF internals (ADV_INT) .....cccciiiicererisesrerssssnessssssnesssssmeesssssmeessssmsesssssmsesssssnsesssssnnesssssanessssnesssssnnees 99
14.5 Low-level design (ADV_LLD) ......cccciiiiorciimircsreesssssseessssssesssssssessssssssesssssmsesssssnsesssssnsesssssnsessassnsessssns 104
14.6 Representation correspondence (ADV_RCR) .....ciiiiiiiicccimmmiemninsccsssssees s s sss s ssssses s s s ssssssssssssssssees 109
14.7  Security policy modeling (ADV_SPM)........ooo i coirmiiiiriisscssssmeeensssssssssssssssssssssssssssssssssssssssssnsssssssees 111
15 Class AGD: GUidance dOCUMENLS .........cccoiceciriirrarerrrssrerssssme e e ssssme e e ssssme e e sssssne e s s s me e s sssmeessnsmsensnsas 115
15.1 Administrator guidance (AGD_ADM) ... iisssssssssrressssssssssssssssesssssssssssmssssssssassssssnsens 115
15.2  User guidance (AGD _USR)........coiiiiicimmmririiiiiccssssseres s ssssssssssssssssssssssssssmsssssssssssssssmsssssssssssssssnnsnessnsnss 117
16 Class ALC: Life CYCle SUPPOTIt .......ccoiiiiiiiiir it s s s 118
16.1  Development security (ALC_DVS).....cccciiiiiiimiiiiir s s s sssass s s ssssss s snsns 118
16.2  Flaw remediation (ALC_FLR) .....ccociiiiiiiiiiii s s s s s 120
16.3  Life cycle definition (ALC_LCD)....c.cccccociiiirrtrmisssresisssssesssssssessssssssesssssssesssssnsesssssssessssssnsessassnsssassns 124
16.4 Tools and teChNIQUES (ALC _TAT)...ciicccceerrrrarrrrrssmerssssnresssssnsesssssnsesssssnsessssssnsesssssnsessasansessasssesssnns 128
17 Class ATE: TeSES .....ciiiiiiiiicicectirr i s ss s e e e e e e e s s s smne e e e e ee s e s s s mmsee e e eesa s smneeeeeeseasssssnnnnesasssssnnnnnnnnn 131
171 CoVErage (ATE_COV).....iiiicceieiscsererssssresssssssesssssssessssssssssssssssesssssssesssssnsessassnsessassnnessasssseessssnsessnsan 131
I 0 1Y o ¢ T (N0 I = ] o I 134
17.3  Functional tests (ATE_FUN)......coi i ieiieicccccecrrr e ss s cssssese s s s s s ss s ssssms e e s s s s s s sssmne s e e s sesnsssanmmesnssnnnnn 137
17.4 Independent testing (ATE_IND) ... rccsscrr e e e s s ssssms e e e s e s s s s smme e e e e e s e mmmn e e e ennnan 140
18 Class AVA: Vulnerability assSeSSMeNt...........cccccoimirimiiiiisiissmrrnr s ssssssssssssssssssssssssmssssssssssssssssssnsees 144
18.1 Covert channel analysis (AVA_CCA) .....iiiiiiiicccimmrrrnesisssssssssesessssssssssssmssssssssssssssssmsssssssssssssssnsens 145
18.2  MiSUSE (AVA_IMSU) ...t iccete s rscss e ses s e s s ss e s s s e e s e s s me e e e s n e e e e n s mn e e e e ann e e eesanneeeasnnneenssnnnnensen 149
18.3  Strength of TOE security functions (AVA_SOF) ........ccccciiiiimiinnininsr s s sssssssenns 154
18.4  Vulnerability analysis (AVA_VLA) ...t s sssss s s s s s ssssss s s snans 155
Annex A (informative) Cross reference of assurance component dependencies ..........cccceccerrrerererrnsnns 162
Annex B (informative) Cross reference of EALs and assurance components.........ccccccvveieccsneeeenressssennns 166



		2024-05-18T03:30:30+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




