
 

   - 1 -

DIN ISO/IEC 15408-1:2007-11 (E) 
 
 
Information technology - Security techniques - Evaluation criteria for IT security - 
Part 1: Introduction and general model (ISO/IEC 15408-1:2005); Text in English 
 

Inhalt 

Seite 

Nationales Vorwort .............................................................................................................................................4 
Nationaler Anhang NA (informativ)  Begriffe.....................................................................................................5 
Nationaler Anhang NB (informativ)  Symbole und Abkürzungen................................................................. 14 
Nationaler Anhang NC (informativ)  Literaturhinweise.................................................................................. 15 
Introduction ...................................................................................................................................................... 16 
1 Scope ................................................................................................................................................... 16 
2 Terms and definitions ........................................................................................................................ 17 
3 Symbols and abbreviated terms ....................................................................................................... 23 
4 Overview .............................................................................................................................................. 23 
4.1 Introduction ......................................................................................................................................... 23 
4.1.1 Target audience of ISO/IEC 15408..................................................................................................... 24 
4.2 Evaluation context.............................................................................................................................. 25 
4.3 Organisation of ISO/IEC 15408 .......................................................................................................... 26 
5 General model ..................................................................................................................................... 27 
5.1 Security context .................................................................................................................................. 27 
5.1.1 General security context.................................................................................................................... 27 
5.1.2 Information technology security context ......................................................................................... 29 
5.2 ISO/IEC 15408 approach .................................................................................................................... 30 
5.2.1 Development ....................................................................................................................................... 30 
5.2.2 TOE evaluation.................................................................................................................................... 31 
5.2.3 Operation ............................................................................................................................................. 32 
5.3 Security concepts............................................................................................................................... 32 
5.3.1 Security environment ......................................................................................................................... 34 
5.3.2 Security objectives ............................................................................................................................. 34 
5.3.3 IT security requirements .................................................................................................................... 35 
5.3.4 TOE summary specification .............................................................................................................. 35 
5.3.5 TOE implementation........................................................................................................................... 35 
5.4 ISO/IEC 15408 descriptive material................................................................................................... 36 
5.4.1 Expression of security requirements ............................................................................................... 36 
5.4.2 Types of evaluation ............................................................................................................................ 41 
6 ISO/IEC 15408 requirements and evaluation results....................................................................... 41 
6.1 Introduction ......................................................................................................................................... 41 
6.2 Requirements in PPs and STs........................................................................................................... 42 
6.2.1 PP evaluation results ......................................................................................................................... 43 
6.3 Requirements in TOE ......................................................................................................................... 43 
6.3.1 TOE evaluation results....................................................................................................................... 43 
6.4 Conformance results.......................................................................................................................... 43 
6.5 Use of TOE evaluation results........................................................................................................... 44 
Annex A (normative)  Specification of Protection Profiles........................................................................... 46 
A.1 Overview .............................................................................................................................................. 46 
A.2 Content of Protection Profile............................................................................................................. 46 
A.2.1 Content and presentation .................................................................................................................. 46 
A.2.2 PP introduction ................................................................................................................................... 47 
A.2.3 TOE description .................................................................................................................................. 47 

 



 
 
- 2 - 

Seite 

A.2.4 TOE security environment..................................................................................................................48 
A.2.5 Security objectives..............................................................................................................................48 
A.2.6 IT security requirements.....................................................................................................................49 
A.2.7 Application notes ................................................................................................................................50 
A.2.8 Rationale ..............................................................................................................................................50 
Annex B (normative)  Specification of Security Targets ...............................................................................51 
B.1 Overview...............................................................................................................................................51 
B.2 Content of Security Target .................................................................................................................51 
B.2.1 Content and presentation...................................................................................................................51 
B.2.2 ST introduction ....................................................................................................................................52 
B.2.3 TOE description...................................................................................................................................53 
B.2.4 TOE security environment..................................................................................................................53 
B.2.5 Security objectives..............................................................................................................................53 
B.2.6 IT security requirements.....................................................................................................................54 
B.2.7 TOE summary specification ...............................................................................................................55 
B.2.8 PP claims..............................................................................................................................................56 
B.2.9 Application Notes ................................................................................................................................56 
B.2.10 Rationale ..............................................................................................................................................57 
Annex C (informative)  Bibliography................................................................................................................59 
 


		2026-04-17T18:42:52+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




