ISO/IEC 29128-2:2026-09 (E)

Information security, cybersecurity and privacy protection - Verification of
cryptographic protocols - Part 2: Evaluation methods and activities for cryptographic
protocols

Contents Page
[0 =TV o S iv
0 £ Yo 11T 3 T o P \'
1 S o o o - 1

2 NOIrMAtiVe FEFEIrE@NCES ......oooieeeeiecee e e e e e e e smn e e e s mn e e e e smme e e e e e e n s mmnnnan 1

3 Terms and definitioNS ........ccoooiceciiiiccre e e smr e e s e e nnee 1

4 Security assessment and verification of cryptographic protocols ..........cccccccverriricccciceeenennn, 2

41 L0 oY T 2

4.2 o 1Y =) S 4
421 Prover assurancCe l@VEl ... s e 4
4.2.2 Prover confidence [@VEl ... it e 4
4.3 1T o T LY S 4
4.31 Cryptographic protocol Model ... e 4
4.3.2 Adversarial Model ... s 5
4.3.3 Formal protocol Specification ... e 5
4.3.4 ST T U] Y o (o] = o £ RN 6
5 Method for cryptographic protocol security evaluation ...........ccccccciieimiiinicccccsecere e 6
5.1 L0 oY 1= 6
5.2 Scope of cryptographic evaluation method ..o —— 6
5.3 Cryptographic protocol evaluation method ... 7
5.31 = 4 T o 1PN 7
5.3.2 Prover evaluation method ... 7
5.3.3 Model evaluation method ... 7
6 Activities for cryptographic protocol security evaluation ..........ccccccmmireirrrrcccennncceee e 8
Annex A (informative) List of tools for automated model verification ..........ccoccocirireecirrccccnrcceeeees 10
Annex B (informative) Evaluation of the Prover ... s 1

Annex C (informative) Extension model ... ——— 12

Annex D (informative) Relationship between confidence levels with Implementation Assurance
Levels in ISO/MIEC 29128-3 .......occciiciriiinienisss s sssss s sss s s s ms s ssss s s s s s s sms s ms s sas ssnns 13

7] o1 o =T ] 1 3/ 14



		2026-10-10T11:24:49+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




