ISO/IEC 15408-1:2026-05 (E)

Information security, cybersecurity and privacy protection - Evaluation criteria for IT
security - Part 1: Introduction and general model

Contents Page
Foreword
Introduction
1 Scope
2 Normative references
3 Terms and definitions
4 Abbreviated terms
5 Overview
5.1
5.2 ISO/IEC 15408 series audience........
5.2.1  General ..,
5.2.2 Consumers (Risk owners)
5.2.3  Developers.....
5.2.4 Technical working groups
5.2.5  EWAIUATOTS e
512060 OTNIS e
5.3 Target of evaluation (TOE)
5301 GEIETAL e
5.3.2  TOE DOUNAATIES ..o s s
5.3.3 Different representations of the TOE...
5.3.4 Different configurations of the TOE.....
5.3.5 Operational environment of the TOE ...
5.4  Presentation of material in this dOCUMENT. ...
6 GEMETAL INOMEL..........ccoo e
6.1 Background ...,
6.2  Assets and security controls
6.3 Core constructs of the paradigm of the ISO/IEC 15408 series
6.3.1  GENETAL ..o
6.3.2  Conformance types ...
6.3.3 Communicating security requirements
6.3.4 Meeting the needs of consumers (FiSK OWNEI'S) ...
7 Specifying SeCUritY F@QUITEIMEIIES ...t
7.1 Security problem definition (SPD)
711 General ..,
T0.2  TRI@AES oot
7.1.3  Organizational security policies (OSPS) ... 28
7.1.4  Assumptions
7.2 S CUTTEY ODJECEIVES. ..o
To2 1 GEIIETAL et
7.2.2  Security objectives for the TOE...........ccocsresinesins
7.2.3  Security objectives for the operational environment
7.2.4 Relation between security objectives and the SPD ...
7.2.5 Tracing between security objectives and the SPD ...............
7.2.6  Providing a justification for the tracing..............
7.2.7 0N COUNTEITING TRI@ATS....cocciiis s
7.2.8  Security 0bjectives: CONCIUSTON ...
7.3 Security requirements

205 75 S €< U=) o= oo




10

11

12

7.3.2  Security Functional Requirements (SFRs)

7.3.3  Security assurance requirements (SARS)......

7.3.4  Security requUIirements: CONCIUSION ...
SECUITEY COMMPOIEIIES ..o
8.1 Hierarchical structure of security components...

8.1.1  General...

8.1.2  ClassS .

8.1.3  Family .

8.1.4 Component

8.1.5 Element
8.2 Operations

B.2.1  GEIETAL ...ooooooooe e

822 TEEIATION ootk
8.2.3  Assignment......n
8.2.4 Selection......icn
8.2.5 Refinement.........n
8.3 Dependencies between components
8.4 Extended components.........ccoe.
LS N ) V=) o ) O
8.4.2 Defining extended COMPONENES ...
Packages.......
9.1 General........c.....
9.2 Package types...
O.2. 1T GEIETAL ..o

9.2.2 Assurance packages
9.2.3 Functional packages

9.3 PaCKAZE AEPENAEIICIES ..o

9.4 Evaluation method(S) and aCtiVItIES. ...

Protection Profiles (PPs)

10.1  General.....cee

10.2 PP iNtrOdUCTION ..o

10.3 Conformance claims and conformance statements

10.4 Security assurance requirements (SARS) ...

10.5 Additional requirements common to strict and demonstrable conformance..........cccccouceee 49
10.5.1 Conformance claims and conformance StateMENtS ..., 49
10.5.2 Security problem definition (SPD) ... 49
10.5.3  SECUTTLY ODJECTIVES ..ot 49

10.6  Additional requirements specific to strict CONfOrmManCe ... 49
10.6.1 Requirements for the security problem definition (SPD).......ccoen 49
10.6.2 Requirements for the SECUrity ODJECTIVES. ...,
10.6.3 Requirements for the security requirements

10.7 Additional requirements specific to demonstrable conformance............ .. 50

10.8  Additional requirements specific to exact CONfOrmManCe..........risisesnssisesisssssessssssees
10.8.1  GENETAL ..o
10.8.2 Conformance claims and conformance statements..........

10.9  USINE PPSoo e

10.10 Conformance statements and claims in the case of multiple PPs
10.10.T GENETAL ..o
10.10.2 Where strict or demonstrable conformance is specified............coe
10.10.3 Where exact conformance i SPeCIfied. ...

Modular requirements construction
111 General..ee e
11.2 PP-Modules
L1200 GOIIETAL oo
11.2.2 PP-MOAUIE BASE ..o
11.2.3 Requirements for PP-Modules..
T1.3  PP-COMEIGUIATIONS ..ot
0 TS 200 R €% 1< =Y S
11.3.2 Requirements for PP-Configurations.
11.3.3 Usage of PP-CONfIGUIAtIONS ...

SECUITEY TATZEES ([STIS) ..o
L2001 GOIIETAL




12.2 Conformance claims and conformance StateMENTtS. ...
12.3 Assurance requirements
12.4 Additional requirements in the exact conformance case............c.....
12.4.1 Additional requirements for the conformance claim
12.4.2 Additional requirements for the SPD ...
12.4.3 Additional requirements for the security objectives
12.4.4 Additional requirements for the security requirements

12.5 Additional requirements in the multi-asSUrance Case......... e
13 Evaluation and evaluation FeSULLS ...

000 R 1<) 1<) = 0000000000000
BT DA =Y U210 () 0 N 6L 0) 61 <) o
13.3  Evaluation of PPs and PP-Configurations..
0 DA =Y LU= 10 (0) 0 0} 3 0000000
SIS DA 722N LU= o) o W i N0 R
13.6 Evaluation methods and evaluation activities
13.7 Evaluation results......eeeecec

13.7.1 Results of a PP evaluation...

13.7.2 Results of a PP-Configuration evaluation ...

13.7.3 Results of an ST/TOE evaluation.....................
13.8  Multi-aSSUTranCe @VaAlUAtION. ... eecsoeeseee e sssssssssss s ssssssssseeseeee

14 Composition of assurance
14.1  General.......ns

14.2 Composition models

14.2.1 Layered composition model

14.2.2 Network or bi-directional composition model

14.2.3 Embedded composition MOAel. ...
14.3  Evaluation techniques for providing assurance in composition models..
T3 T GOIIETAL .o
14.3.2 ACO class for cOmMPOSEA TOES ...
14.3.3 Composite evaluation for composite products..........cccccee

14.4 Requirements for evaluations using composition techniques
14.4.1 Re-use of evaluation reSults. ...
14.4.2 Composition evaluation iSSUES ...

14.5 Evaluation by composition and multi-aSSUTaNCE. ...
Annex A (normative) Specification Of PACKAZES............ciiessse s 94
Annex B (normative) Specification of Protection Profiles (PPS)..........oseesnes 98
Annex C (normative) Specification of PP-Modules and PP-Configurations...............cccn. 107
Annex D (normative) Specification of Security Targets (STs) and direct rationale STs ... 121
Annex E (normative) PP/PP-Configuration cOnfOrmance....................eseesssseeseseee 132
BIDIIOGIAPIY ... 137



		2026-06-24T05:21:50+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




