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Information security, cybersecurity and privacy protection - Guidelines on privacy
preservation based on zero-knowledge proofs

Contents Page
203 =300 o 00 \'4
0300 o0 16 L0 U o) o 000000 vi
1
2 VL0340 B L AT A=Y = =) o (o<
3 Terms AN AEFINETIONIS ... seees e sesseeeese e 1
4 PN 0] o) QN4 B UL ) o 1 T 4
5 Introduction to Zero-KNOWIedge PIrOOfS. ...ttt 4
5.1 73 01 ) 4
5.2 Interactive and NON-INTEractiVe ZKP ... 5
5.2.1 General
5.2.2 Interactive zero-knowledge proofs
5.2.3 Non-interactive zero-Knowledge Proofs ... 6
5.3 Components of a ZKP system
5.3.1 General
5.3.2  SETUP MIOAUIE ..ottt
LIRS T0C T 55 0 )1 <) 0 116U Y 11 U (<O
5.3.4 Verifier module
5.4 (03 =N = ol =) 0 1 (ot T o) /1 3 SO
5.5 ZIKP POITOTIIIATICE ...
6 Considerations of implementing ZKPs for attribute verification ..
6.1 AETIDULE PrOVIAET'S oo
6.2 Replay attack detection or protection
6.3 Prevention of COIIUSIONS DETWEEI USEI'S ... esssssssessseeees st sessssssssssseee s
6.4 Use of an authoritative document or of a trusted authority ...,
7 USE CASCS OF ZIKPS ... seeeeeee ettt
7.1 Proving some properties of a hidden attribute...........c......
7.2 Proving the contents in an authoritative document
7.3 Proving the contents across several authoritative doCUMeNts...........cse 14
7.4 Selective diSClOSUIE Of ATEIIDULES. ... esssseses e 14
741  General
7.4.2  Pre-generation of digital credentials ... 14
7.4.3 On-demand generation of digital credentials ... 15
8 Privacy preservation using zero-knowledge proofs
8.1 Privacy principles in the context of ZKP
8.2 Privacy risk assessment..........coen
8.3 Privacy functional requirements fOr ZKP ...
£ 70 700 S 7<) o <) o= Y
8.3.2 Collection limitation
ESTRC TR0 TN D =Y = 18 00100010010 D /4= 1 (o ) o 1500000
8.3.4  OPLiONS ANA CROICE ..ot
8.3.5 Selective diSClOSUIe ...

8.3.6 Purpose legitimacy and specification

8.3.7 Anonymity of the authority that has issued the attestation............. 17
8.3.8 Non-disclosure of the identity of the verifiers to the attribute issuer.................. 17
8.3.9 Use, retention and disclosure limitation

8.3.10 ACCUIACY AN QUALTEY .o
8.3.11 Openness, transparenCy anNd MOTICE ...




8.3.12 Individual participation and ACCESS . ... 17
8.3.13  ACCOUNTADTLIEY oot
8.3.14 Information security
8.3.15  UNIINKADIIIEY 1o
8.4 Security considerations

9 FUNCHIONAL US@ CASES ...t eeeeeeeeeeeeereereereeeee
9.1 Functional use examples
9.2 Selection of ZKP models

10 BUSINESS USE@ @XAIMPIES ...t 20
T0.1 A VETTEICATION oo 20
T0.2  FTAUA PIEVEINTIOT oot 20

10.3  Auction
10.4  Disability proof

10.5 Distributed ledger technologies and blockChains ... 21

10.6  Central bank digital CUTITEINCIES ... 21
Annex A (informative) Factors facilitating or hindering ZKP developments ..., 22
Annex B (informative) SUBJECE BIMAING ... 23
Annex C (informative) Example of a consistency check between two documents................cccccos 24
Annex D (informative) Example of ZKP for selective diSCIOSUTE............oisissssisssins 26
Annex E (informative) Examples of selective disclosure without using ZKPS................c 28
Annex F (informative) Example of secure comparison of two NUMDETS.............c.coosnscsnsssissnins 29
Annex G (informative) Implementing digital credentials with ZKP ..., 31
BIDLEOGIAPIY ...t 36



		2026-04-17T01:58:04+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




