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Information security, cybersecurity and privacy protection - Hardware monitoring
technology for hardware security assessment

Contents Page
FFOT@WOTM.........o et v
DI O@UICTION . ... vi
1 SCOPI@ ...k 1
2 Normative references
3 Terms and definitions
4 Abbreviated terms
5 Relationship to eXisting STANAATTAS . ... 2

5.1 Standards Of SECUTTEY ASSESSIMIEIIE. ... et 2
5.2 Relationship to ISO/IEC 15408-3 ...............
5.3 Relationship to ISO/IEC TS 30104
6 BACKEIOUIIA .........cccccoieeeeeeeess st 3
6.1 COMPIEXILY AN SECUITEY ..ot 3
6.2  Challenges in defining hardware security assessment techniques ... 3
7 Hardware monitoring technologies

7.1 OVEIVICW ..o

7.2 Research in academic areas.........ccccccccouue.
7.3 06 LB ] o g £= Y 2= L] <
7.4 PP OSE e
74.1  Security
TA2 DEDUGZITIG oot

74.3  TUNING PEITOTTIIATIICE ..ot
7.4.4  Fault tolerance and QOS..........cccccorrns
7.4.5 Physical specification measurement...
7.4.6  Application-specific monitoring.....
7.5 (OF: 1 o 0 1<) o 7 T
7.5.1 Middleware

7502 SOFTWAT ..o s
7.5.3  Hardware-asSiSted MOMITOTS ...
7.5.4 Software vs. hardware-assisted solutions.
7.6 Target ENTILY ...
7.6.1 1P COTES .
7.6.2  Processing units...........
7.6.3  MEMOTY ...
7.6.4  PeriPREral dEVICES ..ot e
7.7 O D@ CTIVE PATEEITLS oot
7.71  Information content
7.7.2  PhySiCal SPCI ICATION. ...coccciiiiiiiccite e
7.7.3  BERAVIOUI'S ..o
7.8 Deployment method ..
7.8.1 General........
7.8.2  INETUSIVEIIESS ... s
7.8.3  OFffliNe OF ONIINIE oot
7.8.4  Synchronous or asynchronous
7.8.5  Single or MUltiple MONITOTS ...
7.8.6  SCALADIIILY oo

7.8.7 Resilience and redundancy
7.8.8  COMUPAEIDIIITY oo



7.8.9  IMPACt ON PEITOITIIAIICE ....ooocriee s 20

7.8.10 Lawful and ethical data handling regulations and requirements ... 20

8 Utilizing monitoring technologies for hardware security assessment................n 20
8.1 Existing state-of-the-art security assessment appProaches ... 20

8.2  How hardware monitoring Can Relp ... 21

8.3 CRALIEIIEES ... 22

9 Certification for monitoring hardWare ... 24
BADLEOGIAPIY ... 27



		2026-06-10T03:30:39+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




