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Cybersecurity - loT security and privacy - Device baseline requirements

Contents Page
0T =210 o iv
1o T 0T { Lo o \'
1 S o o o - 1
2 NOIrmMative refEreNCEeS ..o e s e e e e s s s s smn e e e e e e e s e nmnn e e e e eassssnnnnnnnns 1
3 Terms,definitionsandabbreviatedterms ... ———————— 1
31 Terms and defiNitionNS ... e 1
3.2 AbDreviated tErmMsS ... ..o nan 3
4 OVEIVIOW ....cciiiiiieieceeceteeeeeeeeeeeeeeeneeeasesesessssessmeesesmsmsmsssssSSSsSSSRSSSSSRRRSSRRSRRRRSRRSSRRSRRRSRRRSSSERERERRRERRRRRRRRRRRRRS 3
5 =T T LT 4T 4T 4
51 Requirements for loT device policies and documentation ..o 4
51.1 = Q4 =T F= T 1= 1= 4
51.2 INFOrmMation diSCIOSUNE ... e e 5
5.1.3 Vulnerability disclosure and handling processes ... 6
5. Requirements for loT device capabilities and operations ...........cccoovrriiiiniccccser s 6
5.21 (7= 1= - 1 Y 6
5.2.2 Lo 01T 0T = 1 Lo PPN 7
5.2.3 85T 0 14 1 =0 =T =1 7
5.24 L =71 o Fo = T (=Y 4 o )7 1 N 8
5.2.5 Protection of data ... e 8
5.2.6 L =Y g = T == e o= 10
5.2.7 Software and firmware UPdates ... ——————————— 1
5.2.8 User NOLIfICAtiONS ... s 12
Annex A (informative) Risk management guidancCe ...........ccccorireemirircccmr s e 13
7] o1 T o T | o 13/ 15



		2026-06-24T14:16:14+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




