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Privacy technologies - Consent record information structure

Contents Page
[0 =TV o S iv
0 £ Yo 11T T ) o \'
1 S o o o - 1
2 NOIMAtiVe FEFEIrENCES ......oiiieeierieecrr e e e e e s e s e e e e n e e e e me e e e me e e e s mn e e e s neeennsnmnnnan 1
3 BT 4 3= 1 Lo Lo 1= 3 T 4 T Y 1
4 Abbreviated terms ... ——————————— 2
5 Overview of consent records and consent receipts .........ccccccrinnimnini e —— 2
5.1 7= T - PN 2
5.2 L0 4 £ =1 o =Y o o1 (N 2
5.3 00T 4 oY o =Y oY T o1 N 3
6 Elements of a consent record and consent receipt .........ccooocimmiiiiicciirnn e 3
6.1 L0 Y=Y 1| o] oY= o £ 3
6.2 Pll controller reCordkeeping .........ooocccciimmiiiiiiceirr s s 3
6.2.1 (=T 3T 3
6.2.2 Record keeping for cONSENt reCOrdS .........coiiiiiiiiiiiiriiiiscc e ssssr e sansn e e e e s s mnnn e ees 4
6.2.3 Recordkeeping for CONSENt reCEIPLS .....ccevriiiiiiiiiismirri e r s sne e e e s s men e e s 5
6.2.4 Relationship between records and receipts -- control ..o 6
6.3 Record information Structure ... e e 6
6.3.1 (€71 4 =T - TS 6
6.3.2 Structure of the consent record ... 6
6.3.3 Record header section contents ... e 7
6.3.4 Pll processing section contents ...........ccccvviiiminii i —————— 9
6.3.5 L 1T 0 ] 4 B 1T o) o 17
6.3.6 Party identification section contents ..o 19
6.3.7 Event section CONtENLtS ... ————— 21
6.4 Receipt information Structure ... s e 23
6.4.1 1= =T | 23
6.4.2 Structure of the receipt - CONrol .........oo e e 23
6.4.3 Consent management == CONrol ... ———— 23
6.4.4 Pll principal participation == control ... —————— 23
6.4.5 Receipt metadata section contents ... ——————— 24
6.4.6 Receipt content == CONLrol ......... e 24
Annex A (informative) Examples of consent records and receipts .........ccccccvrvecerrrceserrsssseerssssceessssnnes 25
Annex B (informative) Example of consent record life Cycle ........ccoooomiiieeceieccecerrccee e 29
Annex C (informative)Performanceandefficiencyconsiderations ..........cccccorviicccccerinnnccccceceee s 33
Annex D (informative) Consent record encoding structure ..........cccccoecmiiiiicnnncnc e 38
Annex E (informative) Security of consent records and receipts ...........ccccceiriniisniiniis 39

Annex F (informative) Signals as controls communicating PIl principal’s preferences and
L L= o= o o = 4



Annex G (informative) Guidance on the application of consent receipts in the context of privacy
information management systems ... ————————

Annex H (informative) Mapping to ISO/IEC 29184 ..........ccc oo

= T0 o [T - o



		2026-05-11T19:48:48+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




