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in ISO base media file format files

Contents Page
0T =T o v
L Yo 11T o o Vi
1 £ o o o - OSSR 1
2 LV LeT g 0B LY =T =Y =] =Y o Lo =Y NS 1
3 Terms, definitions and abbreviated terms .............. . eeee——————— 2
31 Terms and definitioNs ... s 2
3.2 Abbreviated termsS ... 3
4 Protection SChEMES ... s e 3
4.1 ST 20100 =38 4T/ o L=T=T e 14 1|11 o Y 3
4.2 Common encryption SCheme tYPes ........cccvcccirrirriirerssrr e sse s e e smn e e s 4
5 Overview of encryption metadata ...........ccccceiiiiiiiccccscrrr e 4
6 Encryption parameters shared by groups of samples .........ccccocvcmiiniiinni e 4
7 Common encryption sample auxiliary information ..........ccccoiiiiiiniicc 6
71 D 1= T 11 o S 6
7.2 Sample encryption information box for storage of sample auxiliary information .................. 7
7.21 Sample encryption box -- Definition ..o 7
7.2.2 RS Y1 )RR 8
7.2.3 RS- 3 F= o o Y 8
8 BOX definitioNs .......coiiiiiiie e 9
8.1 Protection system specific header bOX .........cccooriiimiiiiccccscrr e 9
8.1.1 D 7= T 11 4o S 9
8.1.2 L1 D S PSRRR SRR 10
8.1.3 85T 1T 101 oS 10
8.2 Track ENCryption DOX ......cccceiiiiimimiinieii s s s s s s s sns s s s 10
8.21 D 1= T 11 o 10
8.2.2 Y1 1
8.2.3 RS- 3 0 = o SRR 11
8.3 Item eNCryption DOX .......cooiiiiiiiii s s s 1
8.3.1 9 1= 411 11
8.3.2 51 12
8.3.3 RS- 3 0 F= T o 12
8.4 Item auxiliary information boX ... ———— 13
8.4.1 D 1= T 1) 4o 13
8.4.2 L1 D OSSPSR 13
8.4.3 85T 1T 101 o 13
9 Encryption of media data ... ———————— 14
9.1 Field SEMANTICS ... s 14
9.2 Initialization VECLOrS ... ———— 15
9.3 AES-CTR mode counter operation ..........ccoccccccimmiiiiincccsseecrrcss s sssssses e e sesss s ssmsss s e s s s ssssssmnnnsees 16
9.4 Full sample enCryption ...t ssce e s s s e s smn e e e e s s e s nmme e e e e e s s mnnns 16
9.4.1 7= 1= - 1 16



9.4.2 Full sample encryption using AES-CTR MOde .....ccccceiiiiiiiemmiimiiisscccsserees s sss s ssssss s e s e sssssssmnens 16
9.4.3 Full sample encryption using AES-CBC mMode .........ccccciiiimminnimnniinness s s 17
9.5 Subsample eNCryption ... ———————————————— 17
9.5.1 D 1= T 11 4o 17
9.5.2 Subsample encryption of NAL structured video tracks ...........ccooooimiiiiiiiciisncnn e 18
9.6 Pattern eNCryption ... ————— 23
9.6.1 D 1= T 11 o 23
9.6.2 Example of pattern encryption applied to a video NAL unit .........ccccocmmircemmnrceceenssecee e 24
9.7 Whole-block full sample eNCryption ..........cccccoirrimmirsierensscerrss s e sme e smr e s e sme s 24
9.8 Content sensitive @NCryption ... e e e e e e e e e sme e 24
9.8.1 [ 7= 1 411 o 24
9.8.2 Content sensitive encryption applied to a video NAL unit ...........coooeeoiiirceciireceee s 25
10 Protection scheme definitions ... 26
10.1 B oY o Lo N T O I = o] 1T o T 26
10.2 B o3 o e R Y T 0 = T O o] 4 =1 4 o - 26
10.3 ‘cens' AES-CTR subsample pattern encryption scheme .........coccooiiiiceciiincccnn s 27
104 '‘cbcs’ AES-CBC subsample pattern encryption scheme ... 27
10.4.1 D 1= T 11 4o 27
10.4.2 'cbcs’' AES-CBC mode pattern encryption scheme application ... 28
10.5 'sve1’ AES-CTR sensitive encryption SCheme ..........occcciiiicciriiccren e e 29
1 XML representation of Common Encryption parameters .........ccccocvcimrriccemnnscenssssceees e 29
111 L T=Y 5 =T T SR 29
11.2 Definition of the XML cenc:default_KID attribute and cenc:pssh element ....................uecet 29
11.3 Use of the cenc:default_KID attribute and cenc:pssh element in DASH ContentProtection

Descriptor @lemMENtS ... ..o e 30
11.3.1 7= 1T - S 30
11.3.2 Addition of cenc:default_KID attributes in DASH ContentProtection Descriptors .............. 30
11.3.3 Addition of the cenc:pssh element in Protection System Specific UUID

ContentProtection DeSCIIPLOrs ... s e e s 31
11.34 Example of two Content Protection Descriptors in an MPD ............ccocciiiiiniccccceeerinn e 31
Annex A (normative) Content sensitive encryption scheme ............coccooiriiccciiircccrn e 33
LS T1 ¢ [T o - o 1 )/ 42



		2026-05-18T23:51:31+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




