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Security and resilience - Authenticity, integrity and trust for products and documents
- Validation procedures for the application of artefact metrics

Contents Page
0T =Y o v
0 Yo 11T o) o Vi
1 £ o o o - OSSR 1
2 VLo T g B LY =T =Y =] =) o Lo =SS 1
3 TermsanddefinitioNs ... s e anmn e e s 1
4 CoNFOrMItY v —————————— 5
5 Overview of elements of artefact metric Systems .........ccccvcccciirrcccir s 5
51 Conceptual overview of an artefact metric system ..........ccccorrieicinrccccn e 5
5.2 72X o o [ U1 -3 11 oY o T 7
5.3 L0 o 1= 0 7
5.4 Comparison decision fFUNCLION ... e e e snmn e e s e s mnnns 7
5.5 Artefact metric verification ... e 8
5.6 Artefact metric identification ... —————— 8
6 Requirements for planning an evaluation ..........ccccoimiini 9
6.1 (7= 4 =T - TS 9
6.2 Appointment and responsibilities of the deployment team ...........cccoeriiiiiic e, 9
6.3 Test SPeCIfiCation ... e e 9
6.4 Definition of required functionality .........cccccciiiiiiinni i —————— 10
6.5 Selection of appropriate test artefacts ... ———— 1
6.6 Definition of acquisition conditions ........ccccoo i ————— 1
6.7 ApPointment Of tESEErS ... e 12
7 Requirements for testing, data collection, analysis and reporting .......cccccceeeccciimerrinicccccinnes 12
71 7= 1= - | SRR 12
7.2 Acquisition and enrolment teStiNg ......ccccccccccrircsrssc 13
7.3 Comparison decision performance testing ..........cccciriririiiicici e 13
7.31 (7= 4 =T - 1 PSR 13
7.3.2 False NON-MatCh rate ... s e 14
7.3.3 False MatCh rate ... ———— 14
734 Comparison decision recording and reporting ........cccccceereeserrncsserrsssseessssee e ssssme e sssme s snsnnes 14
7.4 Verification teStING ....ccccveiieecee e s 15
741 7= 1= - | R 15
7.4.2 L= 1E= T =Y 1= i - | (- SR 15
743 False accept rate ... e 15
7.4.4 Verification recording and reporting ........c.ccccciiini e ————_—— 16
7.5 Identification testing ... ——————————————— 16
7.51 1.7 4 =T - | 16
7.5.2 False-negative identification rate ..o —— 17
7.5.3 False-positive identification rate ... —— 17
754 Identification recording and reporting ..........ccccveccerireserrs s e s 17
7.6 Throughput rate testing .........cooii e 18
8 Recommendations for phased deployment of artefact metrics ........cccoceecirriceceniccccenncceeenn. 18
8.1 Types of performance evaluation ..o e en e 18



8.1.1 1= 3T | N 18
8.1.2 Acquisition feasibility and comparison decision evaluation ............ccccciiiiiiiiciiccnncccceees 19
8.1.3 Laboratory evaluation ... 19
8.1.4 Operational evaluation ... ———————— 19
8.2 Guidelines for phased introdUCtion ........... e 19
8.21 (€7 4 =T - | 19
8.2.2 Creating the test specification ..........cccccciiiiiinnn s ——— 20
8.2.3 Phase 1: Validation of presence of capturable characteristics ........ccccccciriiiiiicciiinncccccieeens 20
8.2.4 Phase 2: Assessment of comparison decision performance ..........cccccciimriiiciiisenennncccccsneeens 20
8.25 Phase 3: Consideration of influences of data acquisition conditions ...............cccceeiiernnnnnnn. 21
8.2.6 Phase 4: Ensuring reliability in intended operation environment .............ccccoiiiiiiiiiiicciiieens 21
Annex A (informative) Artefact metric application ... 22
Annex B (informative)Applicationofartefactmetricsforself-verification ............ccccrrreeiriiceciincccenees 25
Annex C (informative) Example of data capture conditions and subject artefact conditions .............. 27
=71 oo | o 1)V PR 28



		2026-04-17T16:59:52+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




