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Contents Page
0T =Y o v
0 Yo 11T o) o Vi
1 £ o o o - OSSR 1
2 VLo T g B LY =T =Y =] =) o Lo =SS 1
3 TermsanddefinitioNs ... s e anmn e e s 1
3.1 Terms related to information security risK ..o, 1
3.2 Terms related to information security risk management ............ccccvciiiniinnn, 5
4 Structure of this dOCUMENL ... e e e 7
5 Information security risk management ............oo i 7
5.1 Information security risk management ProCess ..........ccccvceecemrrrcscerrrsssrerssssee e 7
5.2 Information security risk management CycCles ..........ccccririimrrrcceirrscr e 9
6 Context establishment ... ———————————— 9
6.1 Organizational considerations ........cccccciicccciiiriii s nne e e e s e nnan 9
6.2 Identifying basic requirements of interested parties ..........ccccccmriiiiiccinscc s 10
6.3 Applying risk assSeSSMENt ... ——————————— 10
6.4 Establishing and maintaining information security risk criteria ........c..cococconnriicniniicnnincneen, 11
6.4.1 (7= 4 =T o T 1
6.4.2 Risk acceptance Criteria ... e e 1
6.4.3 Criteria for performing information security risk assessments ..........ccccccocriniicinnicnninnnee, 13
6.5 Choosing an appropriate method ... e e 15
7 Information security risk assesSSmMeNnt ProCess .........cccccrirrreerrrrsserrssssmers s sme e s s sme e s s smeesssssnes 16
7.1 L= 3Tt 16
7.2 Identifying information security FSKS ......cccccoiiiccciimiin e 17
7.21 Identifying and describing information security risks .......cccccccimiiiriccccenn e 17
7.2.2 Identifying FiSK OWRNEIS ... e 18
7.3 Analysing information security risks ... 19
7.31 L= =T 19
7.3.2 Assessing potential CONSEQUENCES ........cccciiiiiiiiiniiri e 19
7.3.3 Assessing lIKelihood ... —————— 20
7.3.4 Determining the levels of FiSK ... ———— 22
7.4 Evaluating the information security riSks ..........cccooiiiini e ———— 22
7.41 Comparing the results of risk analysis with the risk criteria ...........ccocceiriiinniniiiniene, 22
7.4.2 Prioritizing the analysed risks for risk treatment ... 23
8 Information security risk treatment Process ..o 23
8.1 L= =T 23
8.2 Selecting appropriate information security risk treatment options ........cccccceeiiicccieneeeennne. 23
8.3 Determining all controls that are necessary to implement the information security risk
treatment OPtIONS ... ————————————— 24
8.4 Comparing the controls determined with those in ISO/IEC 27001:2022, Annex A .........ccccc.. 27
8.5 Producing a Statement of Applicability ........ccccocommiiiiii e ——————— 27
8.6 Information security risk treatment plan ..o ———— 28
8.6.1 Formulation of the risk treatment plan ... 28



8.6.2 APProval by FiSK OWRNEIS ... ssssrs s s e s sss s sssss s e e e s s s s s s s sn e e e e e sas s s smnnnesnssnnssnnnmnnes 29
8.6.3 Acceptance of the residual information security risks .........cccoccminnininciccc 30
9 (07T - 1o o 31
9.1 Performing information security risk assessment process ...........ccoooommiiiiniccissmreneesscssees 31
9.2 Performing information security risk treatment process ..........ccccorivninniscn 31
10 Leveraging related ISMS ProCeSSES ........cceccerrirrrmrrisssmerissssesssssmeesssssmsesssssmsesssssmsesssssnsesssssnnens 32
10.1 Context of the organization ... s e 32
10.2 Leadership and commitment ........... i —— 32
10.3 Communication and coNSUItAtIoN ..........cccceiiieecriiicccrr e 33
10.4 Documented information ... e 35
10.4.1 L= =T - | SR 35
10.4.2 Documented information about Processes ... 35
10.4.3 Documented information about results ...........ccccccciiiiiicccccs e ——— 35
10.5 Monitoring and reVIEW ... 36
10.5.1 7= 1T - 36
10.5.2 Monitoring and reviewing factors influencing risks ........ccccoiiiciiiniicncicc 37
10.6 ManagemeNt FEVIEW ........ciiciiiiiiiie i s s e 38
10.7 L0 oY =Y o2 £ V= T o 38
10.8 Continual iIMProvemMEeNt ......... .. e s s mmn e e e e e nnan 39
Annex A (informative) Examples of techniques in support of the risk assessment process .............. 41
L= T] o1 To T | o 13/ 62



		2026-05-11T13:05:45+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




