ISO/IEC 15408-5:2022-08 (E)

Information security, cybersecurity and privacy protection - Evaluation criteria for IT
security - Part 5: Pre-defined packages of security requirements

Contents Page
0 T o o \'
L 0T LU T o) o vii

1 8T o o1 1

2 Normative referenCes ... 1

3 Terms and definitioNs ... s 2
4 Evaluation assurance levels ............ i 2
4.1 Family NAME ... s e 2
4.2 Evaluation assurance level OVEIrVIEW ..........cccccimiieninsniiisissssss s sssss s ssnenns 2
4.21 (=T 3T 2
4.2.2 Relationship between assurances and assurance levels ..........cccccceceimiiiincccccsecereee e 2
4.3 Evaluation assurance level obJectives ... —— 4
44 Evaluation assurance lIeVelSs ... s mne e s e 5
441 (€71 4 =T - TS 5
44.2 Evaluation assurance level 1 (EAL1) -- Functionally tested ........c.ccccocomnniimninniicnnsneieeeen 5
443 Evaluation assurance level 2 (EAL2) -- Structurally tested .........ccccocvvmminninnnin e, 6
444 Evaluation assurance level 3 (EAL3) -- Methodically tested and checked .............cccccvrnnnneennn. 7
4.4.5 Evaluation assurance level 4 (EAL4) -- Methodically designed, tested and reviewed ............ 9
44.6 Evaluation assurance level 5 (EALS5) -- Semi-formally verified designed and tested ........... 10
4.4.7 Evaluation assurance level 6 (EAL6) -- Semi-formally verified design and tested ............... 1

448 Evaluation assurance level 7 (EAL7) -- Formally verified design and tested ........................ 13
5 Composed assurance packages (CAPS) ... s s sssnnes 14
5.1 Family NAME ....cooieii i n e 14
5.2 Composed assurance package (CAP) OVEIVIEW ........ccccciiiiiiniinimnninnssns s sssssss s sssanes 15
5.21 L7 4 =T - | 15
5.2.2 Relationship between assurances and assurance packages ...........cccoivmmnnisnernenn. 15
5.3 Composed assurance package (CAP) objectives .........cccocvvmmiiniicmnnnnnesn e 16
5.4 Packages in the CAP family ... e e e 18
5.4.1 Composition assurance package A -- Structurally composed ..........cccccvreecerrrceserrrsssneesssennes 18
5.4.2 Composition assurance package B -- Methodically composed ..........ccccoeeecerirceserrnccseenneenes 19
5.4.3 Composition assurance package C -- Methodically composed, tested and reviewed ......... 20
6 (02670 1T oTo X3 T3 o] foTe [FTex o - ed ¢ Vo 1= PP 21

6.1 e T3 = Vo T = T 21

6.2 L T3 = Vo T8 T = 21

6.3 103 = o L= = T 21

6.4 ODBJECHIVES ..oiiiieiieiiiieir i 22
6.5 Security assurance COMPONENES ........covcieiriiiiiirrr 22
7 Protection profile @SSUranCes ...........ccccccciimiiiiiiccisscrrer s sssmere s e s s sms e e e e s e s s s anmne e e e e eesnssnnnns 22
71 Family NAME ... s e 22
7.2 PPA family OVEIVIEW ......cooieceirii i ccsssnr s s sssse e e s e s s s ssmn s e e e e s s s s smn e e e e e e s a s anmme e e e nnnnnnsnnnns 22
7.3 L o N = T 01 Vo] 3 1= 2 €Y= 23
7.4 o N o = Lo 1 Vo = PP 23
7.41 Protection profile assurance package -- Direct rationale PP .........ccccconiiimiiccicnnnccnnnicceenn, 23
7.4.2 Protection profile assurance package -- Standard ...........cccccvriiciiiniic 24



8.1
8.2
8.3
8.4
8.41
8.4.2

Security target @SSUraNCes ... 24

Family NAME ....oooiiiiicir s e 24
STA family OVEIVIEW ......occceiiiiiiiriiirs s s s e 25
LS IR = 1 411 Ve o T o2 €Y= 25
RS I N = Lo 1 T = 25
Security target assurance package -- Direct rationale ...........ccccoooiinccccccr 25
Security target assurance package -- Standard ... 26



		2026-06-27T22:19:21+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




