ISO/IEC 30118-2:2021-10 (E)

Information technology - Open Connectivity Foundation (OCF) Specification - Part 2:
Security specification

Contents Page
o =T o N ix
R o o LT T X o X
1 8T o o o - 1
2  Normative ReferenCes .....ccuoiiuiiiiiii ittt r e s e n e e 1
3 Terms, definitions and abbreviated termMS........ccoiiii i v 3
31 Terms and definitioNs ... 3
3.2 Symbols and abbreviated terms..........cooo i 5

4 Document conventions and organization ..o 7
4.1 (0§ =Y o 1o o 7
4.2 N\ o - 1 ' 1 T 7
4.3 LI = 1 T T o XY 8
4.4 DocUMENt STIUCTUIE ... e s s s s e s e s s s rmsmn s nnsea s e enn s 8

LI T =Y e 0T 3 4V Y= 1T - PN 8
5.1 Preamble ... s n et n e ranrnaas 8
5.2 N o o2 = oo 3 1 o 10
5.2.1 Access control general.... ... e 10
5.2.2 ACL arChiteCtUre......cce i s e s e e e 11

5.3 ONboarding OVEIVIEW.. ..o s e s e s s s s rerrrra s s s s smsrenrnnrnnsnnnenns 12
5.3.1 Onboarding general... ... e e e 12
5.3.2 ONboarding StEPS .cuiiiiiiiiiiic e ean 14
5.3.3 Establishing @ DeViCe OWNEeY ... er s s s s s e s e s s s s sn s e e e 15
5.3.4 Provisioning for Normal Operation.......cc.cciviieiieiiiiiiiicirrr e s s e e s e s e e e 16
5.3.5 OCF Compliance Management System .........ccooieiiiiiiiiniiiin e 16

5.4 PrOVISIONING ..cuieiii it e e et e e e s rnr e s e e ean 16
5.4.1 Provisioning general ... e e 16
5.4.2 Access control ProviSioNiNg ... 17
5.4.3 Credential ProviSioNiNg .....ccocuiieiiiiiiiiiiiirr s s s r s e n e e rr e ean 17
5.4.4 RoOle ProViSioNiNg ...t s e e e e 17

5.5 Secure Resource Manager (SRM) ... rerrcrr s s s re e s s s re s e e e s e eans 17
5.6 Credential OVEIVIEW ..... e e s r e s n s e s e e na e nas 18
5.7 EVent 10gging ..cciieiieiiiiiir i e 18
5.71 Event 10gging general ........cooiiiiiiiiiiiiiic s s s 18

6  Security for the diSCOVErYy ProCeSS.....cciiiuiiiiiiiiiiiiirir e e 19
6.1 Preamble ... e e 19
6.2 Security considerations for diSCOVery.......ccviiiiiiiii s 19

AR~ T =Y e U1 3 4V o1 o 4 -3 e o 1 e P 21
71 DeVice Identity ... e e e e e 21
7.1.1 General Device identity .....ccocuiieiiiiiiiii e 21
7.1.2 Device identity for devices with UAID [Deprecated] ........ccoouiimiimiiiiiiiiiiiiiiicieeenes 21

7.2 L LAY o 3T =T = £ T o 21
7.3 Device Ownership Transfer Methods ... e e 22
7.3.1 OTM implementation requirements......c..ccoviieiii i e 22
7.3.2 SharedKey credential calculation ...........coveiiei i 23
7.3.3 Certificate credential generation .......c..ccovieiiiiii 24

7.3.4 JUST-WOTKS OT M L.uiiiiiiiiiiiiiii i rere s s sa s ra e e s sasasaras s s sararararassnsnsarararnnnnsnsnrns 24



7.3.5 RanNdom PIN based OT M. ....ccciiiiiiiiiiiiiiiiir s rerss s s s rare s s sa e saraansnsasarasasansnsnsnrarnns 25

7.3.6 Manufacturer Certificate Based OTM..........oo e 28
7.3.7 Vendor SPecCific OTIMS .....ocuiieiiiiiiiiiiiirr e s e s e s s e re s e s s s s s rmnsnnsnnrnnsnnnnnns 30
7.3.8 Establishing Owner Credentials ... e 31
7.3.9 Security profile assignment ....... ..o 34
7.4 PrOVISIONING ..ot rn e e r e eanraneen 35
7.4.1 Provisioning flOWS.... ... e e e e 35
8 Device Onboarding state definitionNs .........cooeiiiiiiiii i 36
8.1 Device Onboarding general....c...cocuiieiieiiiiiiiiiir s e s e e e 36
8.2 Device Onboarding-Reset state definition.......c..ccooveiiiiiiiiiini 37
8.3 Device Ready-for-OTM State definition........cc.ccovieiiiiiiiiniin 38
8.4 Device Ready-for-Provisioning State Definition..........ccocooiiiiiiiii e 39
8.5 Device Ready-for-Normal-Operation state definition ..........ccocoiieiiiiiiiiinis 39
8.6 Device Soft Reset State definition ... 40
9  Security Credential management..... ... e e e 41
9.1 Preamble ... e e 41
9.2 Credential lifecycCle ..o 41
9.2.1 Credential lifecycle general .......cceieiiiiiiiiiiic s s e s s e e e e e e 41
9.2.2 L0 == T o T o N 41
9.2.3 D L= =Y T TP 41
9.2.4 =Y == o 41
9.2.5 ReVOCAtION ... e e e e e 42
9.3 (0 =Y =Y 4} 4 T I 74« Y- P 42
9.3.1 Preamble ... s e e an 42
9.3.2 Pair-wise symmetric key credentials..........ccccooiiiiiiiiiiiciic e 42
9.3.3 Group symmetric key credentials ......cc.cooeiiniieiieiiiiiier e 42
9.3.4 Asymmetric authentication key credentials .........ccoceovieiiiiiiiiiii 43
9.3.5 Asymmetric Key Encryption Key credentials........ccccovoiiiiiiiiiiiiiiiiicceiec s seneaeeas 43
9.3.6 Certificate credentials ..o 44
9.3.7 Password credentials ........cccoieiiiiiiiiiiiii 44
9.4 Certificate based key management ..o 44
9.4.1 L0 2= Y N 44
9.4.2 X.509 digital certificate Profiles .....ccccooiiiiiiii i 45
9.4.3 Certificate Revocation List (CRL) Profile [deprecated]..........ccoomimiiiiiiiiiiiinennn. 54
9.4.4 ResSoUrce Model........ovuieieiiiiii e 54
9.4.5 Certificate provisioning.......ccooeuoiiiiiiiiii s 54
9.4.6 CRL provisioning [deprecated].........ccooiiiiiiii e 55
10 Device authentication..........ociiiiiiii 55
10.1 Device authentication general...........coiiiiiii i 55
10.2 Device authentication with symmetric key credentials...........ccoooviiiiiiiiiiiiiininnen, 56
10.3 Device authentication with raw asymmetric key credentials...........ccccevirniiiniiiniinnnnnn, 56
10.4 Device authentication with certificates.........c..ccoorriiiiiiii 56
10.4.1 Device authentication with certificates general..........ccooeoiieiiiniiiiiiiie 56
10.4.2 Role assertion with certificates ..........ccooreiieiiii i 57
10.4.3 L0 T 0 i S QI 2 oY X 58
10.4.4 e N I T T3 0 o1 N 58

10.4.5 Path Validation and extension proCessSing.......cccoiviiiiiiriiiirainc s easeas 59



11 Message integrity and confidentiality.......c..cooiiiiiiii i 59

111 Preamble .o s raa 59
11.2 Session protection with DTLS ... ... e e e 59
11.21 DTLS protection general .........ocuieiiiiiiiiiiircrc s e r s s rere s e s e e 59
11.2.2 Unicast session SemantiCs .......cocuiiiiiiiiiiiiiiii 59
TR T 03 1 5 1= = T = N 59
11.3.1 Cipher suites general ........c.oieieiiiiii e ean 59
11.3.2 Cipher suites for Device Ownership Transfer ........ccoooiiiiiiii e, 60
11.3.3 Cipher Suites for symmetric KeysS.....ccooiiiiiieiiiiiicirrrr s e 60
11.3.4 Cipher auites for asymmetric credentials .........cc.coviiiiiiiiiiii e, 61
12 ACCESS CONTIOl. e et r e s s s s sn s e s s s sm s smnsnasna s e sansnnnnnss 62
12.1 ACL generation and management ........ccoceoiieiiiiiiiiniinn s 62
12.2 ACL evaluation and enforcement .........ccooeiiiiiiiiiiiiii 62
12.2.1 ACL evaluation and enforcement general .........ccocoviiiiiiii e 62
12.2.2 Host reference matching .........cooveiiiiiiiiiii s 62
12.2.3 Resource wildcard matChing........cccoieiiiiiiiiiiiir s s 62
12.2.4 Multiple criteria matching .......ccocoiiiiiiiii s 63
12.2.5 Subject matching using wildcards........c..coovuiieiiiiii i 63
12.2.6 Subject matching USING roles .......ccoviiiiiiiiiii 64
12.2.7 N 0 = ¥ - 1 o N 64
13 SeECUNItY RESOUICES ..ccuiiieiiiiiiii ittt et e e e s s s s s s s s rm s em s am s s ma s em s ema e na s snasnnssnns 66
13.1  Security ReSources general ..o s s s s s s s e s s s s s rmrnrereaneanen 66
13.2 Device Owner Transfer RESOUICEe...... .o s s e s e e e 68
13.2.1 Device Owner Transfer Resource General ... 68
13.2.2 OCF defined OTIMS ....ccuiiiiiiiiiiiii e e s e s s s s s e s e s e m s em s em s ema s ennenas 71
13.3  Credential RESOUICE .....cuin it r s s s e s e s s s s s e sna s e s e enn e 71
13.31 Credential Resource general.......cccoiiiiiiiiiiii e ssssnss s s s s r s s s rmsn s e s e eas 71
13.3.2 Properties of the Credential ReSOUICe .........oouieiiiiiiii e 76
13.3.3 Key formatting ......cceieiiiiiiiii s ea e 78
13.3.4 Credential Refresh Method details [deprecated].......cc.coovuiiuiieiiiiiiiiiiecc e, 79
13.4 Certificate Revocation List ... e 79
13.4.1 CRL Resource definition [deprecated] .......cccvieiiiiiiiiiiiiiiicc e e 79

I T N 0 I == o T ] o N 79
13.5.1 ACL ReSOUICES gENETAl...cciiuieiiiiiiiiiiiiiei e s ss s s s s s saresrssa s s s sanrnsrnnsnnsensennen 79
13.5.2 OCF Access Control List (ACL) BNF defines ACL structures. ....c..cc.ccevvvvuennennen. 79
13.5.3 N 0 I o =Y o 1 o o =N 80
13.6 Access Manager ACL Resource [deprecated] .......cooiiiiiiiiiiiiiiieiierscsrsss s e eeee e e 85
13.7 Signed ACL Resource [deprecated] .......ccooiiiiniiiiiiiiiii s e e 85
13.8 Provisioning StatuUs ReSOUICe.......cciciiiiiiiiiiiii s s s s s s e re s e s eanen 85
13.9 Certificate Signing Request ReSOUICe........coiiiiiiiiiiiiiiinii e 91
13.10 ROIES RESOUICE ...t r e e e s s s s s s s sea s et s s smnsmnsmnsansnnsannennsn 91
13.11 Auditable Events List RE@SOUICe ..ot e e 93
13.11.1  Auditable Events List Resource general ........cccociiiiiiiiiiiiiiiiiiss e 93
13.12 Security Virtual Resources (SVRs) and Access POliCy ..ccoovviiiieiieiiiiiiiiicceee e 96
13.13 SVRSs, discoverability and OCF Endpoints ..o 97
13.14 Additional privacy consideration for Core Resources.........cccevruireiieiiiiiniissennenneesennes 97

13.15 Easy Setup Resource Device state ........ccociiuiieiieiiiiiiiciirr s e e e e e 98



13.16 List of Auditable EVENtS .....cciiiiiiiiiiii i r v s s s s s e e s ra s a s e s rararmnnen 100

13.17 Security Domain Information ReSoUrCe........c.oieie e 102
14 Security hardening guidelines/ execution environment security.........ccooccevieiiiiiiiiiiiiineennns 103
141 Preamble ..o e rna 103
14.2 Execution environment elements.........ccooiiiiiiiiiiii 103
14.2.1 Execution environment elements general ..........ccoooeiiiiiiiiiin e 103
14.2.2 ST Yo UL I e - ' =P 103
14.2.3 Secure execution ENGINE .....cciceiiiiiiiiiiiii 106
14.2.4 Trusted input/output Paths ... 106
14.2.5 SECUIE CIOCK ..t s e s n e e 106
14.2.6 Approved algorithms ... .o e 107
14.2.7 Hardware tamper protection ..o 107
0 T =Y o W] = = o o ) N 107
14.3.1 Concept of software module authentication ........c..ccoeoviiiiii e, 107
14.3.2 Secure BOOt ProCess ... e e 109
14.3.3 Robustness requiremMents ... ... e 109
14.4 Attestation ... e 110
14.5 Software Update... ... e e e 110
14.5.1 L0 Y= o 110
14.5.2 Recognition of current differences.........ccooeviiiiiiiiiiiiin i 110
14.5.3 Software Version Validation........cc.ccviiiiiiiiiiiiir s 111
14.5.4 Software UPdate ..o e e eaean 111
14.5.5 Recommended USAQe ......cciiiuiiiiiiiiiii s s s s s s 112
14.6 Non-OCF Endpoint interoperability......cccccocoiiuiieiiiiiiiiir e e e 112
14.7  SecCUrity 1@VelS .o e 112
14.8  SeCUNity Profiles ... e s e s e s s s s s nn e e s e s e enn s 113
14.8.1 Security Profiles general.........coooeiiiiiiiiiiiiii 113
14.8.2 Identification of Security Profiles (Normative)........cooceoviiiiiiiiiiiiiinini e, 114
14.8.3 SeCUNitY Profiles ... e e ean 115

15 Device Type specific requUIiremMents ... e e e 120
15.1  Bridging S@CUIILY ...ceeiiiiiii et r e s n s e s e s s s mn s e s e s e e 120
15.1.1 Universal requirements for Bridging to another Ecosystem..............ccconinnenee. 120
15.1.2 Additional security requirements specific to bridged protocols........................ 121
Annex A (informative) Access control examples ... 123
A1 Example OCF ACL RESOUICE .....iiiuiieiieiiiiiieisrsas s seesessas s sasanseseassassansansnnsnnrnnsennnnn 123
Annex B (informative) Execution environment security profiles......c..ccooovviiiiiiiiiiiiiinnnnnan, 124
Annex C (normative) Resource Type definitions.......coouiiniiii s 125
Cc.1 List of Resource Type definitions ....c..ccoeiiiieiiei i e e 125
C.2 Access Control List-2 ...t e 125
Cc.21 INtrOdUCHION ..o e e e 125
C.2.2 Well-known URI.... ..t e e e e 125
Cc.2.3 oYY o 0T o= Y4 o X P 125
C.24 OPeNnAPI 2.0 definition........c.oeeiei i e e 125
C.2.5 Property definition........cooceiieiiiii s 133
C.2.6 CRUDN behavioUr ..ot rr s r s r e s s e e e s e s enn s 133

C.3 L0 =Y e = 43 - 134
C.3.1 INtrOdUCHION ..o e e e 134
C.3.2 Well-kNOWN URIL....... s s s s s s s m s e s n s n e e rn s n e e e e e e enanenas 134

Vi © ISO/IEC 2021 - All rights reserved



ISO/IEC 30118-2:2021(E)

C.3.3 oYY o T UE o= Y4 o X P 134
c.34 OPeNnAPI 2.0 definition. ... 134
C.3.5 Property definition........coooiiiii i e 143
C.3.6 CRUDN bBeRaVIOUT ...t s s e s e s s s s e s e s e e 143
c.4 Certificate Signing ReqUEST........c.ooe i s e s e e n e e 143
C.41 08 o o LT o3 o o 143
C.4.2 Well-knoWn URL........oe et rrr s s s s e s e s e s e s em s em s en s e n e ennenas 143
C.4.3 oYY o T UE o= Y4 o X P 143
c4.4 OPeNnAPI 2.0 definition. ... 144
C.4.5 Property definition........coooiiiii i e 145
C.4.6 CRUDN bBeRaVIioUr ...t s e e e r s s s e s e e e 145
C.5 Device Owner Transfer Method ... s 146
C.5.1 INtrOdUCTHION ... e e e e e e e 146
C.5.2 Well-known URI ...t e e e e e 146
C.5.3 oYY o T UE o= Y4 o X P 146
C.54 OPenAPI 2.0 definition. ... 146
C.5.5 Property definition........ccooiiiii i e 149
C.5.6 CRUDN bBehaviouUr......cciiiiiiiiiiiiicir s r e s r s r s s e s nannen 150
C.6 Device provisioning status.........ccooveiiiiiiiiiiii s 151
C.6.1 INtrOdUCTHION ... e e e e e e e e 151
C.6.2 Well-known URI ... e s s e e e e 151
C.6.3 oYY o UE o= Y4 o X P 151
Cc.6.4 OPeNnAPI 2.0 definition. ... 151
C.6.5 Property definition.......cooceoiieiiiiiii 154
C.6.6 CRUDN bBehavioUr......cciieiiiiiiiiiicii s s s s r e s r s e s e s e e nannen 158
C.7 =T o =Y I o] = 158
C.71 INtrOdUCTHION ... e s e e e e e e 158
C.7.2 Well-known URI ... et e e e e e 158
C.7.3 oYY o T UE o= Y4 o X P 158
C.7.4 OPeNnAPI 2.0 definition.......c.oeeieie s 158
C.7.5 Property definition......ccooceoiiiiiiiiii 166
C.7.6 CRUDN bBehavioUr......cciieiiiiiiciicii s s e s r s e s e s e e nannen 167
C.8 Security Profile ... 167
C.8.1 INtrOdUCTHION ... e e e e e e e e 167
C.8.2 Well-known URL........oe s n e 167
C.8.3 RESOUICE tYPe .ceuieiiiiiiii i e e e e e e e e e arran 167
Cc.8.4 OPeNnAPI 2.0 definition.......c.oeeiie i e 167
C.8.5 Property definition......ccooceoiieiiieiiii 169
C.8.6 CRUDN bBehavioUr.......coiieiiiiiiiiciicirc s s r e s r s e s e s e s nannen 170
C.9 Auditable Event List ... e 170
C.91 INtrodUCHION ... s e e e e 170
C.9.2 Well-known URL........oe s n e 170
C.9.3 RESOUICE tYPe .cuuieiiiiiiiiii i e e e e e e e e e ran s 170
Cc9.4 OPeNnAPI 2.0 definition.......c.oeeieieie e 170
C.9.5 Property definition......ccooceoiieiiiiii 174
C.9.6 CRUDN bBehavioUr.......coiieiiiiiiiiciicirc s s r e s r s e s e s e s nannen 177
C.10 OCF Security Domain information ... e e 177

c.10.1 A e X o LT 4 1o Y 177



C.10.2  Well-known URl.....cceuuiiiii e e 177

C.10.3 RESOUICE tYPe . i s 177
C.10.4 OPenAPI 2.0 definition.......c.cuieeiiei e e e 177
C.10.5 Property definition........cooceiieiiini s 179
C.10.6 CRUDN behavioUr.......c.ccuiiiiiiii s s s s s s s s e s s em e e e 180
Annex D (informative) OID definitions .......ccoceoiiiiiiiiiiiiii s 181
Annex E (informative) Security considerations specific to Bridged Protocols ............cc.ee.eet 183
E.1 Security considerations specific to the AllJoyn Protocol ........cccceoieiiiiiiiiiiiiiicieceenns 183
E.2 Security considerations specific to the Bluetooth LE Protocol .........cc.ccovviniininnnenns 183
E.3 Security considerations specific to the oneM2M Protocol ...........ccooiiiiiiiiiiiiinnenns 184
E.4 Security considerations specific to the U+ Protocol........ccocovvviieiiiiiiiiiiniicceeeeeeas 184
E.5 Security considerations specific to the Z-Wave Protocol...........coooiiiiiiiiiiiiiiiiinnenns 184
E.6 Security considerations specific to the Zigbee Protocol.........ccoeeiiiiiiiiiiiiiiiiicieceenns 186
E.7 Security considerations specific to the the EnOcean Radio Protocol ...................... 186



	Foreword
	Introduction
	1 Scope
	2 Normative References
	3 Terms, definitions and abbreviated terms
	3.1 Terms and definitions
	3.2 Symbols and abbreviated terms

	4 Document conventions and organization
	4.1 Conventions
	4.2 Notation
	4.3 Data types
	4.4 Document structure

	5 Security overview
	5.1 Preamble
	5.2 Access control
	5.2.1 Access control general
	5.2.2 ACL architecture

	5.3 Onboarding overview
	5.3.1 Onboarding general
	5.3.2 Onboarding steps
	5.3.3 Establishing a Device Owner
	5.3.4 Provisioning for Normal Operation
	5.3.5 OCF Compliance Management System

	5.4 Provisioning
	5.4.1 Provisioning general
	5.4.2 Access control provisioning
	5.4.3 Credential provisioning
	5.4.4 Role provisioning

	5.5 Secure Resource Manager (SRM)
	5.6 Credential overview
	5.7 Event logging
	5.7.1 Event logging general


	6 Security for the discovery process
	6.1 Preamble
	6.2 Security considerations for discovery

	7 Security provisioning
	7.1 Device identity
	7.1.1 General Device identity
	7.1.2 Device identity for devices with UAID [Deprecated]

	7.2 Device ownership
	7.3 Device Ownership Transfer Methods
	7.3.1 OTM implementation requirements
	7.3.2 SharedKey credential calculation
	7.3.3 Certificate credential generation
	7.3.4 Just-Works OTM
	7.3.4.1 Just-Works OTM general
	7.3.4.2 Security considerations

	7.3.5 Random PIN based OTM
	7.3.5.1 Random PIN based OTM general
	7.3.5.2 Random PIN based Owner Transfer sequence
	7.3.5.3 Security considerations

	7.3.6 Manufacturer Certificate Based OTM
	7.3.6.1 Manufacturer Certificate Based OTM general
	7.3.6.2 Certificate Profiles
	7.3.6.3 Certificate Owner Transfer sequence security considerations
	7.3.6.4 Manufacturer Certificate Based OTM sequence
	7.3.6.5 Security considerations

	7.3.7 Vendor specific OTMs
	7.3.7.1 Vendor specific OTM general
	7.3.7.2 Vendor-specific Owner Transfer Sequence Example
	7.3.7.3 Security considerations

	7.3.8 Establishing Owner Credentials
	7.3.9 Security profile assignment

	7.4 Provisioning
	7.4.1 Provisioning flows
	7.4.1.1 Provisioning flows general
	7.4.1.2 Client-directed provisioning
	7.4.1.3 Server-directed provisioning [DEPRECATED]
	7.4.1.4 Server-directed provisioning involving multiple support services [DEPRECATED]



	8 Device Onboarding state definitions
	8.1 Device Onboarding general
	8.2 Device Onboarding-Reset state definition
	8.3 Device Ready-for-OTM State definition
	8.4 Device Ready-for-Provisioning State Definition
	8.5 Device Ready-for-Normal-Operation state definition
	8.6 Device Soft Reset State definition

	9 Security Credential management
	9.1 Preamble
	9.2 Credential lifecycle
	9.2.1 Credential lifecycle general
	9.2.2 Creation
	9.2.3 Deletion
	9.2.4 Refresh
	9.2.5 Revocation

	9.3 Credential types
	9.3.1 Preamble
	9.3.2 Pair-wise symmetric key credentials
	9.3.3 Group symmetric key credentials
	9.3.4 Asymmetric authentication key credentials
	9.3.4.1 Asymmetric authentication key credentials general
	9.3.4.2 External creation of asymmetric authentication key credentials

	9.3.5 Asymmetric Key Encryption Key credentials
	9.3.6 Certificate credentials
	9.3.7 Password credentials

	9.4 Certificate based key management
	9.4.1 Overview
	9.4.2 X.509 digital certificate profiles
	9.4.2.1 Digital certificate profile general
	9.4.2.2 Certificate profile and fields
	9.4.2.2.1 Root CA certificate profile
	9.4.2.2.2 Intermediate CA certificate profile
	9.4.2.2.3 End-Entity Black certificate profile
	9.4.2.2.4 OCF Compliance X.509v3 Extension
	9.4.2.2.5 Manufacturer Usage Description (MUD) X.509v3 Extension
	9.4.2.2.6 OCF Security Claims X.509v3 Extension
	9.4.2.2.7 OCF Certified Product List Attributes X.509v3 Extension

	9.4.2.3 Supported certificate extensions
	9.4.2.4 Cipher suite for authentication, confidentiality and integrity
	9.4.2.5 Encoding of certificate

	9.4.3 Certificate Revocation List (CRL) Profile [deprecated]
	9.4.4 Resource model
	9.4.5 Certificate provisioning
	9.4.6 CRL provisioning [deprecated]


	10 Device authentication
	10.1 Device authentication general
	10.2 Device authentication with symmetric key credentials
	10.3 Device authentication with raw asymmetric key credentials
	10.4 Device authentication with certificates
	10.4.1 Device authentication with certificates general
	10.4.2 Role assertion with certificates
	10.4.3 OCF PKI Roots
	10.4.4 PKI Trust Store
	10.4.5 Path Validation and extension processing


	11 Message integrity and confidentiality
	11.1 Preamble
	11.2 Session protection with DTLS
	11.2.1 DTLS protection general
	11.2.2 Unicast session semantics

	11.3 Cipher suites
	11.3.1 Cipher suites general
	11.3.2 Cipher suites for Device Ownership Transfer
	11.3.2.1 Just Works Method cipher suites
	11.3.2.2 Random PIN Method cipher suites
	11.3.2.3 Certificate Method cipher suites

	11.3.3 Cipher Suites for symmetric keys
	11.3.4 Cipher auites for asymmetric credentials


	12 Access control
	12.1 ACL generation and management
	12.2 ACL evaluation and enforcement
	12.2.1 ACL evaluation and enforcement general
	12.2.2 Host reference matching
	12.2.3 Resource wildcard matching
	12.2.4 Multiple criteria matching
	12.2.5 Subject matching using wildcards
	12.2.6 Subject matching using roles
	12.2.7 ACL evaluation
	12.2.7.1 ACE2 matching algorithm
	12.2.7.2 ACL considerations for batch request to the Atomic Measurement Resource Type
	12.2.7.3 ACL considerations for a batch OCF Interface request to a Collection
	12.2.7.4 ACL Considerations on creation of a new Resource



	13 Security Resources
	13.1 Security Resources general
	13.2 Device Owner Transfer Resource
	13.2.1 Device Owner Transfer Resource General
	13.2.2 OCF defined OTMs

	13.3 Credential Resource
	13.3.1 Credential Resource general
	13.3.2 Properties of the Credential Resource
	13.3.2.1 Credential ID
	13.3.2.2 Subject UUID
	13.3.2.3 Role ID
	13.3.2.4 Credential type
	13.3.2.5 Public data
	13.3.2.6 Private data
	13.3.2.7 Optional data
	13.3.2.8 Period
	13.3.2.9 Credential Refresh Method type definition [deprecated]
	13.3.2.10 Credential usage
	13.3.2.11 Resource Owner

	13.3.3 Key formatting
	13.3.3.1 Symmetric key formatting
	13.3.3.2 Asymmetric keys
	13.3.3.3 Asymmetric keys with certificate
	13.3.3.4 Passwords

	13.3.4 Credential Refresh Method details [deprecated]

	13.4 Certificate Revocation List
	13.4.1 CRL Resource definition [deprecated]

	13.5 ACL Resources
	13.5.1 ACL Resources general
	13.5.2 OCF Access Control List (ACL) BNF defines ACL structures.
	13.5.3 ACL Resource

	13.6 Access Manager ACL Resource [deprecated]
	13.7 Signed ACL Resource [deprecated]
	13.8 Provisioning Status Resource
	13.9 Certificate Signing Request Resource
	13.10 Roles Resource
	13.11 Auditable Events List Resource
	13.11.1 Auditable Events List Resource general

	13.12 Security Virtual Resources (SVRs) and Access Policy
	13.13 SVRs, discoverability and OCF Endpoints
	13.14 Additional privacy consideration for Core Resources
	13.15 Easy Setup Resource Device state
	13.16 List of Auditable Events
	13.17 Security Domain Information Resource

	14 Security hardening guidelines/ execution environment security
	14.1 Preamble
	14.2 Execution environment elements
	14.2.1 Execution environment elements general
	14.2.2 Secure storage
	14.2.2.1 Secure storage general
	14.2.2.2 Hardware secure storage
	14.2.2.3 Software storage
	14.2.2.4 Additional security guidelines and best practices

	14.2.3 Secure execution engine
	14.2.4 Trusted input/output paths
	14.2.5 Secure clock
	14.2.6 Approved algorithms
	14.2.7 Hardware tamper protection

	14.3 Secure Boot
	14.3.1 Concept of software module authentication
	14.3.2 Secure Boot process
	14.3.3 Robustness requirements
	14.3.3.1 Robustness general
	14.3.3.2 Next steps


	14.4 Attestation
	14.5 Software Update
	14.5.1 Overview
	14.5.2 Recognition of current differences
	14.5.2.1 Checking availability of new software

	14.5.3 Software Version Validation
	14.5.4 Software Update
	14.5.4.1 State of Device after software update

	14.5.5 Recommended usage

	14.6 Non-OCF Endpoint interoperability
	14.7 Security levels
	14.8 Security Profiles
	14.8.1 Security Profiles general
	14.8.2 Identification of Security Profiles (Normative)
	14.8.2.1 Security Profiles in prior documents
	14.8.2.2 Security Profile Resource definition
	Table 59 defines the Properties of "/oic/sec/sp" Resource.
	The following OIDs are defined to uniquely identify Security Profiles. Future Security Profiles or changes to existing Security Profiles may result in a new ocfSecurityProfileOID.

	14.8.3 Security Profiles
	14.8.3.1 Security Profiles general
	14.8.3.2 Security Profile Unspecified (sp-unspecified-v0)
	14.8.3.3 Security Profile Baseline v0 (sp-baseline-v0)
	14.8.3.4 Security Profile Black (sp-black-v0)
	14.8.3.4.1 Black Profile general
	14.8.3.4.2 Devices Targeted for Security Profile Black v0
	14.8.3.4.3 Requirements for Certification at Security Profile Black (normative)

	14.8.3.5 Security Profile Blue v0 (sp-blue-v0)
	14.8.3.5.1 Blue Profile General
	14.8.3.5.2 Platforms and Devices for Security Profile Blue v0
	14.8.3.5.3 Requirements for Certification at Security Profile Blue v0

	14.8.3.6 Security Profile Purple v0 (sp-purple-v0)



	15 Device Type specific requirements
	15.1 Bridging security
	15.1.1 Universal requirements for Bridging to another Ecosystem
	15.1.2 Additional security requirements specific to bridged protocols
	15.1.2.1 Additional security requirements specific to the AllJoyn protocol
	15.1.2.2 Additional security requirements specific to the Bluetooth LE protocol
	15.1.2.3 Additional security requirements specific to the oneM2M protocols
	15.1.2.4 Additional security requirements specific to the U+ protocol
	15.1.2.5 Additional security requirements specific to the Z-Wave protocol
	15.1.2.6 Additional security requirements specific to the Zigbee protocol
	15.1.2.7 Additional security requirements specific to the EnOcean Radio protocol
	Annex A  (informative)  Access control examples



	A.1 Example OCF ACL Resource
	Annex B  (informative)  Execution environment security profiles
	Annex C  (normative)  Resource Type definitions

	C.1 List of Resource Type definitions
	C.2 Access Control List-2
	C.2.1 Introduction
	C.2.2 Well-known URI
	C.2.3 Resource type
	C.2.4 OpenAPI 2.0 definition
	C.2.5 Property definition
	C.2.6 CRUDN behaviour

	C.3 Credential
	C.3.1 Introduction
	C.3.2 Well-known URI
	C.3.3 Resource type
	C.3.4 OpenAPI 2.0 definition
	C.3.5 Property definition
	C.3.6 CRUDN behaviour

	C.4 Certificate Signing Request
	C.4.1 Introduction
	C.4.2 Well-known URI
	C.4.3 Resource type
	C.4.4 OpenAPI 2.0 definition
	C.4.5 Property definition
	C.4.6 CRUDN behaviour

	C.5 Device Owner Transfer Method
	C.5.1 Introduction
	C.5.2 Well-known URI
	C.5.3 Resource type
	C.5.4 OpenAPI 2.0 definition
	C.5.5 Property definition
	C.5.6 CRUDN behaviour

	C.6 Device provisioning status
	C.6.1 Introduction
	C.6.2 Well-known URI
	C.6.3 Resource type
	C.6.4 OpenAPI 2.0 definition
	C.6.5 Property definition
	C.6.6 CRUDN behaviour

	C.7 Asserted roles
	C.7.1 Introduction
	C.7.2 Well-known URI
	C.7.3 Resource type
	C.7.4 OpenAPI 2.0 definition
	C.7.5 Property definition
	C.7.6 CRUDN behaviour

	C.8 Security Profile
	C.8.1 Introduction
	C.8.2 Well-known URI
	C.8.3 Resource type
	C.8.4 OpenAPI 2.0 definition
	C.8.5 Property definition
	C.8.6 CRUDN behaviour

	C.9 Auditable Event List
	C.9.1 Introduction
	C.9.2 Well-known URI
	C.9.3 Resource type
	C.9.4 OpenAPI 2.0 definition
	C.9.5 Property definition
	C.9.6 CRUDN behaviour

	C.10 OCF Security Domain information
	C.10.1 Introduction
	C.10.2 Well-known URI
	C.10.3 Resource type
	C.10.4 OpenAPI 2.0 definition
	C.10.5 Property definition
	C.10.6 CRUDN behaviour
	Annex D  (informative)  OID definitions
	Annex E  (informative)  Security considerations specific to Bridged Protocols


	E.1 Security considerations specific to the AllJoyn Protocol
	E.2 Security considerations specific to the Bluetooth LE Protocol
	E.3 Security considerations specific to the oneM2M Protocol
	E.4 Security considerations specific to the U+ Protocol
	E.5 Security considerations specific to the Z-Wave Protocol
	E.6 Security considerations specific to the Zigbee Protocol
	E.7 Security considerations specific to the the EnOcean Radio Protocol


		2026-07-12T06:31:26+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




