
 
 - 1 - 

ISO/IEC TS 27110:2021-02 (E) 
 
 
Information technology, cybersecurity and privacy protection - Cybersecurity 
framework development guidelines 
 
 
Contents            Page 
 

Foreword ........................................................................................................................................................................................................................................iv
Introduction ..................................................................................................................................................................................................................................v
1 Scope ................................................................................................................................................................................................................................. 1
2 Normative references ...................................................................................................................................................................................... 1
3	 Terms	and	definitions ..................................................................................................................................................................................... 1
4 Overview ....................................................................................................................................................................................................................... 1
5 Concepts ........................................................................................................................................................................................................................ 3

5.1 General ........................................................................................................................................................................................................... 3
5.2 Identify ........................................................................................................................................................................................................... 3
5.3 Protect ............................................................................................................................................................................................................ 3
5.4 Detect .............................................................................................................................................................................................................. 4
5.5 Respond......................................................................................................................................................................................................... 4
5.6 Recover .......................................................................................................................................................................................................... 5

6 Creating a cybersecurity framework ............................................................................................................................................... 5
Annex A (informative) Considerations in the creation of a cybersecurity framework .................................... 6
Annex B (informative) Considerations in the integration of a cybersecurity framework .........................23
Bibliography .............................................................................................................................................................................................................................24


		2026-06-27T16:21:00+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




