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Information technology - Open systems interconnection - Part 8: The Directory:
Public-key and attribute certificate frameworks

Contents Page
SECTION 1 — GENEIAL....c.eiviitiieiicteieeiete ettt et b ettt b ettt b e ek e bt et e e bt et e e b e ne et e abe st ebeabe e ebeabeneetea 1
1 0T o2 1
2 NOFMALIVE FETEIENCES. ...ttt ettt bbbt h et e b e bt s b e e bt e Rt e b e et et e nb e ebenbesneer e e e et ee 1
2.1  ldentical Recommendations | International Standards ............ccooeieiiiiiieiininee e 1
2.2  Paired Recommendations | International Standards equivalent in technical content..............c.ccccce.. 2
2.3 RECOMMENUAIIONS ....eveieieie sttt ettt bbbt bt bt e e b b e be e bt b e e Rt e s bese e b e sbesbeebeeneeneeneen 2
A O 1 1< g =) (=] 1] (011 PSR TTTURURURPRURRTRN 2
3 D) T o111 LSO UROR R 3
3.1  OSI Reference Model security architecture definitions...........ccooveiereiei s 3
3.2 Baseline identity management terms and definitionS ...........ccocviveiierini i s 3
3.3 Directory model definitioNns ........ccccveieiiiiiie e 3
3.4 Access control framework definitioNS..........coovciiiiiiiiiic e 3
3.5  Public-key and attribute certificate definitioNS........c.coveiiiiiiiieiiicie e 3
ADDIEVIALIONS ..ottt e b e et b e et b e et b e e Rt bt Rt b e b e b et be e re b neerea 7
(01010177101 1T0] LSOO RO SRTRP 8
Frameworks OVEIVIBW ........cccoiiiiiiiiiiic bbb 8
6.1 DIQITAl SIGNATUIES ....eveitiitiiciiiteee bbbttt bbbtk b et b et b et 9
6.2  Public-key cryptography and cryptographic algorithms............cccoiiiiiiiiniiie e 10
6.3  Distinguished encoding of basic encoding FUIES ...........cccoiiiiiiiiiii e 12
6.4  Applying distinguished eNCOTING .........coiriiiiii e 12
6.5 USING FEPOSTIOTIES. ...ttt sttt bbbttt bbbtk b et b et b et 13
SECTION 2 — PUBLIC-KEY CERTIFICATE FRAMEWORK .......coiitiiiiiiiisirieise s 14
7 Public keys and public-KeY CEITITICALES ........ccuiiieiiee e sres 14
% S 1 oo [0 o4 o] AT P ST PR U URTUPPRTUPRPIN 14
A Vo] [ To o o] ) oF: L PSS 14
7.3 Public-Key CertifiCate EXENSIONS........cccuiiieeieeite ettt e te et e st e et e e e sraesraesreesreeeeaneeanes 17
7.4 Types of pUDIIC-KEY CErtIfICAES .....oiveiie i sre e anes 18
S T I 11 8 g ot 0o PSPPSR 18
7.6 ENLLY FelatiONSNID ..ot e 19
7.7 CertifiCation PALN........ciiiciiee e 19
7.8 Generation OF KEY PAITS ......c.uiiiiiiiiieiitiit ettt bbbt bbbt bbb b et bt 21
7.9  Public-Key CertifiCate CrEAtION.........ccueiiiiee e 21
7.10  Certificate reVOCALION TSt .......ciiiiiiieieiie sttt sttt et st sneere e eneeneens 22
7.1 UNIQUENESS OF NAMES. ...ttt bbbt bbbt et b et b et b et 25
87 1 o 11 (=Tl O OSSPSR 25
7.13  Repudiation of @ digital SIGNING ......coeiiiiii e 26
8 LI 005 8 70T TSP S 27
8.1  Three-cornered trUSt MOUEL ..........ooiiiiiiiee ettt 27
8.2 FOUr cOrnered truSt MOEH .........coiiiiiiiie bbbt 27
9 Public-key certificate and CRL XtENSIONS............ccoiiiiiiiiiiiiiii s 28
LS8 R = o] 1o VA o =V o | oS SPOSR 29
9.2 Key and policy information eXtENSIONS ...........couiiriiiiirieiie sttt 31
9.3 Subject and issuer infOrmation EXIENSIONS ........c.ccveieiiieiiie it sre e sreesreesreenne e 38
9.4 Certification path CONSraiNt EXIENSIONS ........cviiiiiiiiiieice e e e 41
LS T = ] (o 01 = =4 = 5] o TSRS 45

-1-



9.6  CRL distribution points and delta CRL eXIENSIONS ........coiiiiriiiirieieiseseese e 52

9.7  Authorization and validation liSt @XTENSIONS .........ccuereiiiirieiieieeee e 57
9.8  Alternative cryptographic algorithms and digital signature eXtenSions...........ccocererenerienieieerenennens 58
10 Delta CRL relationShip t0 DASE........ciiiieieie et sttt st re e n e ee st es 59
11 Authorization and Validation TISS..........cceiiiiiiiisiii ettt sr e nee e 60
11.1  Authorization and validation liSt CONCEPL.........cccviiiiiiiii e 60
11,2 TRE AUENOTIZEL .ottt bbbt b bbbt be e enes 60
11.3 Authorization and validation TSt SYNTAX.........ccerereriririieiieeieeiere s 61
11.4 Multiple cryptographic algorithms for authorization and validation list.............c.ccocveviiiieieicneneenn, 62
12 Certification path ProCeSSING PrOCEAUIE ........ccveieiirieieeieres ettt se ettt re e e b e besrestesneeneeseeeeseeneens 63
12,1 Path ProCeSSING INPULS ....ecuiieireieieese st e et eeet e e ste e resse e e e s esteseestestesteeseeseesaeseesaesaeaseeneeneeeeneeneenes 63
12.2  Path ProCeSSING OULPULS .....eiueieeerieieiesiesies e st eeese e e ste s e re s e e e estesaestestesteeseensesaeseestesteeraeneeneeeeseeneenes 63
12.3  Path processing VariablS ...........couiiiiiiiieii ettt re e e nne e e 64
124 INITIAIIZATION SEEP ..eneite ittt et h et b e bt bbbt e st et e e b e ebesbe et e e neene e tenae e e 64
12.5 Public-key CertifiCate PrOCESSING.......coeiiieiieiiieie sttt b bbb ee b b e 65
13 o N T =Tot o] Vol o =T o T OO P URURUR PP 67
13.1 PKIl directory object classes and Name FOrMS..........cocoiiiiiiiiiiiie e e e 67
13.2  PKIAIreCLOrY @tIFDULES ... .cveieiieieeee ettt e et bttt ne e b e 68
13.3  PKI directory MatChing FUIES .......coiiiiiiiiiii b 72
13.4  PKI directory syntaxX definitions...........ccoiriiiiiiiiie s 77
SECTION 3 — ATTRIBUTE CERTIFICATE FRAMEWORK ......ccoiiiiiiiieice ettt 80
14 AUFIDULE COMITICAIES .. viviitiiicti ittt sttt b et et b e bbb e st e s et rens 80
R 1= o T-] - | OO 80
14.2  Aribute CErtifiCate SYNTAX ....ccviiieiiiie et e et r et b e e re e e e e e eesee e e 81
14.3 Multiple cryptographic algorithms for attribute certificates..........ccccovvvivviiiiicisi e 83
I 1= T ] T 0 L1 3PS 83
14.5 Attribute certificate reVOCatioN TISIS .......cooviiiiiiiie e 84
15 Attribute authority, source of authority and certification authority relationship ..o, 86
15.1 Privilege in attribute CErtifiCAtES. .......oiiiiieiieee e 87
15.2  Privilege in public-KeY CertifiCateS.........oiiiiiiiiiie et 87
16 Y 0T o USSR 87
16.1  GENEIAl MOUEL ... .. ettt et e bt te et e s e et e see s e e stesneebeeneeneetennenee e 87
16.2  CONLIOL MO b bbbttt b e bbbt e e e nn e b 89
T B =] =T T L o o 0o ] SRS 90
16.4  Group assignmENt MOUEL.........cooiieiiece ettt et e e st e s teesteesteenaenneas 90
16.5  ROIES MOTEL....c..iiiiiie bbbt b e bbbt bt e e e b 91
16.6  Recognition of AUNOFItY IMOEN ...........ooiiiie et 93
16.7 XML privilege information attribULE...........cccoieeie i 96
16.8 Permission attribute and MatChing FUIE ...........oovv e s 97
17 Attribute certificate and attribute certificate revocation list XtENSIONS ..........ccocerirerieienineneeeeeee e 97
17.1 Basic privilege management EXIENSIONS. .........cuiiiirirtirietirteeeieri ettt 98
17.2  Privilege revoCation EXIENSIONS. ........coiiiiriiiitiiteetist ettt bbbttt 101
17.3  Source Of QUENOKILY EXEENSIONS .....c.viviiieiiiiitiieie ittt 107
I L | Lo 1=T TS T3S 109
17.5  Delegation EXIENSIONS .......ccvieitirieiiitirieeete ettt ettt ettt bbb bbb bbbt b bbb b e b e enes 110
17.6  Recognition of QULNOIItY EXIENSIONS ........ciiiiiiirieieire et 114
17.7 Use of alternative digital signature algorithm and digital signature extensions ...........c.ccccooereevrernne 117
18 Delegation path ProCeSSiNG PrOCEAUIE...........couiiiiriiiiti ettt ettt bbbt b e eenes 118
18.1 BaSiC ProCESSING PrOCEUUIE .....cuvevieieetiesieesiee e e ste et e st e s e e teeteesaestae s e e sseesbeebeesbeasbessaesteesteeseenaennees 118
18.2  ROIE ProCeSSING PrOCEAUIE ....ccvievieeieeetesiesee e e ste et e st e st e te et e e ae s e e s e e ssaeabeebeenbeesbesseesteesteeseenaennnes 119
18.3 Delegation proCessing PrOCEAUIE ..........cciueieeieeiieeie et st e steesteeste e e s e aesteesteesseessesssesseesteesaeesseeneannes 119
19 PMIIreCtory SChBME. ......ccocuiiiiii i s 121
19.1  PMI direCtOry ODJECL CIASSES ....vvevieiiiciieiie ettt sb e et e et et e st e teesteesbeennesneas 121
19.2  PMI direCtory attriDULES .......ccueeiiiiieiesiee ettt b e bbb e 123
19.3  PMI general directory MatChing FUIES ............oiiiiiiiiiit e e 125
Annex A — Public-key and attribute certificate frameWOrks..........cccooiiiiiiiiii e 127
Annex B — Reference definition of cryptographic algorithms ..o 155

Annex C Certificate eXtension attribDULE TYPES ..ot 162



C.1  Certificate extension attribute CONCEPL .......cecviieiiiiie e 162

C.2  Formal specification for certificate extension attribute types.........coovvriiirieinsinee s 162
ANNex D — EXternal ASN.L MOUUIES .........ccvriiiieirsce et 171
Annex E — CRL generation and ProCesSiNg FUIES .........civiiiieiieie et e et te e enenne e e 180

O 1 o1 oo 0 £ T o ISR 180

E.2  Determing parameters fOr CRLS.........ccoiiiiriiiiiiiieiitist ettt 181

E.3  Determing CRLS FEQUITEM .......ciiieiieiiieiietiiteieiist ettt b bbbt 182

E.d OBLAIN CRLS....eiuiietiie ettt bbb bbb £ bRtk bbbt bbb b et ne b s 183

ELD  PIOCESS CRLS ...ttt ettt h e bbbt s bt b e h e bt e bt et e e mb e eh b e ebeeebeenbeebeenneannas 183
Annex F — Examples of delta CRL ISSUANCE..........ciuiiiiriiieirieieist ettt sb e 187
Annex G — Privilege policy and privilege attribute definition eXamples..........cccooiiiiiiinenie e 189

L0 A 101 oo (VT {To] PSPPSR PSSP 189

G2 SAMPIE SYNLAXES ...cuvieuvietieeieesiee s et e st te st e st e ste et e et e e s e st e s teesteesbeeeeesteaseeaseeste e teesteeseeeneeaneenreenreenreenes 189

G.3  Privilege attribute eXamPIe..........coeiie i 193
Annex H — An introduction to public Key Cryptography? ..........cccceeieriennieesessesessssessese s ssssesenns 194
Annex | — Examples of use of certification path CONSIIAINTS .........cccoiiiiiiii e 196

.1 Example 1: Use 0f DASIC CONSLIAINTS.........ciiiiiiiiieiicisie et 196

.2 Example 2: Use of policy mapping and policy CONSLraintS ..........ccoevvrerninennieneneiesesee e 196

[.3  Use of Name CONSIaints XIENSION ........coviiiiiriiiiie ettt 196
Annex J — Guidance on determining for which policies a certification path is valid............cccooeriininiiiniiien 205

J.1  Certification path valid for a user-specified policy reqUIred..........cccoereiiiineineneiee e 205

J.2  Certification path valid for any poliCy reqUIred ...........ccoceoiiiriiiineiiee e 206

J.3  Certification path valid regardless 0f POLICY ......cccooeiiiiiiiiii e 206

J.4  Certification path valid for a user-specific policy desired, but not required ...........cccccvevvevviieiiennns 206
Annex K — Key usage Certificate XIENSION ISSUBS ........ecviiieiieiieeieeiteeitesteseesteesteesteetesaesaessaesseesteesseensesssesseesseens 207
ANNEX L — DEPreCated EXIENSIONS ........oiuiiti ittt sttt sttt bbb bt s e e e e e b e st e besbeeae e s e e b e e besbeebeabeeneene b e b nee 208

I R O o § ol o =D (=] ] o USSR 208
ANNEX IM — DIFECIOIY CONCEPLS .. .cuvieieeie it eie et sttt te et e e s e s e e s e e te et e aaeesasests e be e beasteassesseesseesseesaeenseansennsenseenseens 211

Y RS Tol TP TP PSR PP PP 211

M.2  The directory attribDUte CONCEPL.......cviiiiiiitiriei ettt bbb 211

M.3  BaSiC AIFECIONY CONCEPLS. ....veveieiteietiite ettt ettt sttt eb ettt a ekttt ekt bbb e et bt ebenre e 211

I S TH o) =TSSR 212

M.5  Directory diStiNQUISNEO NAMES .........ciiiiiiiiiiiie ettt bbb sre e 212

M.B  DIFECLOIY SCNEMA ...veitiiiiiiti ettt b bbbt b et b e et b e sb et ekt sb et et e bt ebenre e 213
Annex N — Considerations on Strong aUtNENTICATION ...........oviiiriiineee e 214

N0 A 1 o1 o To [0 £ oo OO O USSP ST 214

N.2  ONe-Way QULNENTICALION. ... ... ittt b et e e bbbt e e e nae b e 215

N.3  TWO-WaY QULNENTICALION .......eitiiiiiiiie ettt sb ettt e e e sae e e 215

N.4  Three-way aUtNeNTICALION .........cuiiii ettt b e e sae b e 216

N.5  Five-way authentication (iNitiated DY A .......ooiiiieieie e e 217

N.6  Five-way authentication (iNitiated DY B) ........couiiiiiiiiiiiiieeee e e 218
Annex O — Alphabetical list of information item definitions ..o 220
Annex P — Amendments and COMTIGENTA ..........ccoiiiriiiiiieiie e 223
2T o] T 0T S 224



		2026-04-30T19:22:06+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




