ISO/IEC 7816-4:2020-05 (E)

Identification cards - Integrated circuit cards - Part 4:

commands for interchange

Organization, security and

Contents Page
o= o vii
L Yo 11T T o viii
1 £ T o o1 1
2 Normative referenCes ... s 1
3 Terms and definitioNs ... s 1
4 Symbols and abbreviated terms ... 7
5 ComMMANA-TESPONSE PAIIS ...ccccevmerrrerriiiiissssnsrrrrrresssssssmsreerrssasssssssnseesessasssssssseseessssssssnnsseessssssssnnns 8
5.1 Conditions Of OPEration .........ccccccciiiiiiiicccccrrr e e s ssmn e e e e e e s s ann e e e e e s nnnnnnnnn 8
5.2 053 .11 SRR 9
5.3 Chaining ProCedures ... 10
5.3.1 171 4 =T - TS 10
5.3.2 Payload fragmentation ... ———— 10
5.3.3 Command ChaiNING ..o —————— 10
5.3.4 Response ChaINING ... 1
5.4 L0 F- L= o - 12
5.4.1 0o Yo 11 ' R 12
5.4.2 Logical ChANNEIS ... s e 13
5.5 INSTrUCHION DY@ ...t e n e e e s s smn e e e e e e e s e smnmn e e e e e e s e nnnnne 14
5.6 85 1o o)1 =TSSR 17
6 Data ObJECES ......ciiiiiiiiii i ——————— 19
6.1 7= T - 19
6.2 SIMPLE-TLV data oObjJEcCtSs .........ccciiiiimiiiiii i s s s sans 19
6.3 BER-TLV data objJects .......cccccimiiiiiiiiniir s s 20
6.4 Constructed DOs versus primitive DOS ... 20
7 Structures for applications and data ............ccccciiiiiicccesr e ——————— 20
71 Available StrUCLUIES ... m s nnnn 20
7.2 Validity @rea .......ccceiiiiiiiirir s e 22
7.21 Definitions and attributes ... ———————— 22
7.2.2 Basic rules for VA handling and USEe ........ccouiiiiiiccccceiini s csccers s sns s sssssese e ss s ssssse s s s s ssssnssnsnes 22
7.3 SEructure SEIECLION ... 23
7.31 Structure selection Methods ... 23
7.3.2 File reference data element and DO ...........coo oo 24
7.3.3 General reference data element and DO ... 25
7.3.4 Data referencing methods in elementary files ........coccoiiiiiiinriiccc 25
74 File and data control information ... ———— 26
741 File control information retrieval ... s 26
7.4.2 Data control information retrieval ... 26
7.4.3 (007 011 oY I 0= 1= 1 4 11 = OSSR 27
7.4.4 Short EF identifier ... 28
7.4.5 File deSCriptor BYLe ... ssmr e s s e e e s s smn e e e e e s s smmme e e e e ee s s nnnns 28
7.4.6 Profile iNdiCator ... s 29
7.4.7 Data descriptor BYte ... ————— 30
7.4.8 DF and EF list data elements ... s e e 30



7.4.9

7.4.10
7.411
7.4.12

8.1

8.1.1
8.1.2
8.1.3
8.2

8.21
8.2.2
8.2.3
8.24
8.3

8.3.1
8.3.2
8.3.3
8.34
8.3.5
8.3.6
8.3.7
8.4

8.41
8.4.2
8.4.3
8.44
8.4.5
8.4.6
8.4.7
8.4.8
8.4.9

9.1
9.2
9.3
9.3.1
9.3.2
9.3.3
9.34
9.3.5
9.3.6
9.3.7
9.3.8
9.4

10
10.1
10.2
10.2.1
10.2.2
10.2.3
10.3
10.3.1
10.3.2
10.3.3
10.4
10.4.1
10.4.2

Instance number data element ........... .. i ————— 30
Life cycle status ..o —————— 30
Indirect referencing by short EF identifier using DO'A2' ..o 31
Interface and life cycle status dependent security attribute template .........ccccoceiiiiiiiiceecs 31
Specific use of DOs and related CONCEPLS ......cceeriiriicciicmiiiiiir s 33
ber-tlv payloads and padding ... - 33
1= 3T | 33
= o [ [T T o oY 0 Lo [ e 1= 33
Padding ProCedure ... e 33
Template referenced by curConstructedDO and data object generations ............ccccccueennne.. 34
Template referenced by curConstructedDO and DO referenced by curDO ............cccceeennnn. 34
Template eXteNSION ... e nnnnsnsnsnsssnsnsnsnsnsssnsnsnsnsnsnsssnsnsnsssnsnsmnmnmnmnnnnnnnnnn 34
Data object pruned-tree ... 35
Data object life CYCIe ... e 35
Identification of data elements and data objects ........c.cocooiriiiiiiiccc 35
4 13T o = 35
Tag interpretation in command and response data fields or payloads ..........cccccccceiimenennn. 35
Tag AlloCAtioN ......ceiiiii i ——————————— 36
Standard tag allocation scheme ... ————— 36
Compatible tag allocation SCheme .........ccco i s e e 36
Coexistent tag allocation SCheme ... 37
Avoidance of independent tag allocation schemes ... 37
Referencing and retrieval of DOs and data elements ...........ccocoomiirceiinccccenncccee e 37
(7= 1= - | 37
Element ISt ......coeiiiiieiiire it 38
LI T L 38
L= T =Y 1= S 38
Extended header and extended header list ...........oocooiiiiceiincce e 38
Resolving an extended header ... —————— 39
Resolving an extended header list ... ————— 40
T4 = T o - 40
LI T [ =0 IRV = T o T 41
Security arChiteCture ... e e e mn e e e e s ann e e e e e e nan 41
L= =T - | SR 41
Cryptographic mechanism identifier template ...........cccooiiieooim e 43
Security attributes ... 43
(€71 4 =T - T S 43
Security attributes targets ...........ooo e ———————— 43
L0070 4T F= Lo ] 4 4 1 -1 44
Expanded fOrmat ...... ... e e nmnnes 48
ACCESS rUle refEreNCEeS ... e e nmnnes 52
Security attributes for data objects ... ———————— 53
Security parameters template ..........cccceeecciiiicecir e 54
Security attributes for logical channels ... —— 59
Security support data elements ... ——————————— 60
ST Y0 T 0 T=E T3 T |3 61
7= 1T o S 61
SM fields aNd SIM DOS ......ccccoeicirirrrrrsirisssre s e sssmsesseesssnsess s e sssmsess s e sssmseassnesssnssssssesssnssssnsessnsesas 61
SM protection of command payloads ... 61
SM protection of chained commands and reSPONSES .........cooiccciiririrrirricscsrr e 61
RS T T 62
=T Lo 1 I 0 1 T 63
SM DOs for encapsulating plain Values ..........ccccvveeciirircieiinceresssssere s e s s e s s ssee s sssssssnnes 63
SM DOs for confidentiality ...........cccouiiminiiniinini i —————— 63
SM DOs for authentication ............ccccciiiiiii e —————— 64
AUXIHIArY SM DOS ....cooiiiiiccceciiire i irs s rssseee s rs s s s ssms e e e e e e s e s s s s smn s e e e e e s s e s s smnnne e e eesasasssnnnnesnesanssnnnnnnn 66
L T=Y =T | 66
Control reference templates ... 67



10.4.3
10.4.4
10.4.5
10.5

11
1.1
11.2
11.2.1
11.2.2
11.2.3
11.3
11.3.1
11.3.2
11.3.3
11.3.4
11.3.5
11.3.6
11.3.7
11.3.8
11.4
11.4.1
11.4.2
11.4.3
11.4.4
11.4.5
11.4.6
11.4.7
11.4.8
11.4.9
11.4.10
11.4.11
11.5
11.5.1
11.5.2
11.5.3
11.5.4
11.5.5
11.5.6
11.5.7
11.5.8
11.5.9
11.6
11.6.1
11.6.2
11.6.3
11.6.4
11.6.5
11.6.6
11.6.7
11.6.8
11.6.9
11.6.10
11.6.11
11.7
11.7.1
11.7.2
11.8
11.8.1
11.8.2

12

Control reference DOs in control reference templates ..........cccoceciiiniiciinicsn s 67
Security eNVIFONMENTS .......coiiiiiiiiiiir i ————— 69
Response descriptor template ... s 71
SM impact on command-reSPONSE PAIIS ......cceeriiiiiiiriiasmmrrrrr i ssmnsr e e s mmsneeeesaas 7
Commands for iNterchange ... e 73
=Y =T | 73
85 T=Y =Y o2 oY o 73
=Y =T - | 73
E=T=Y L= o oo 125 F= o T 73
manage channel command ... ———————— 76
Data unit handling ... —————————— 77
[ T 1 T T T 77
=TT - 77
read binary COMMAN ........oocciiiiiiir i ——————— 78
write binary CoOmMmand ... ———— 78
update binary COMmMaNd ... ———— 79
search binary command ... ————_—_— 79
erase binary COMMANM ... e e sssms e e s s s sm s e e e e e s s s ssmne e e e eesansamnne e e nennnnnn 80
(2] 437 oY= 1 =30 oY1 F= TV {114 o3 4T o R S 80
[23=T oo o [ 4 T U |13V RSP 80
=Y o7 o o L= 80
7= T - PP 81
read record (S) COMMANG .......ccoiiiiiiiiiiiirr s r s an e s an e 82
Write record COMMANM ... e smmm s e e s e mmnn e e e e e a s nmmn e e e e s 84
update record COMMANG ... n e mn e e e s e s 85
F=T'o Y o=T To I =TeToT o e 14 To 0 F= 1 Lo 87
search record COMMANM ... s n e 88
erase record (S) COMMANG ........ccooiceecieriiieerrresrrrrrssr e e e sssre s e sssne e ssssne e ssssaneesessameensssmeenasannensnsans 92
activate record (S) COMMANG ........ccccciiiiiierrircrr e s s e e s ne e s s sne e s e mr e e me e e s mnennnnns 93
deactivate record (S) COMMANG .........ccccciicmiiiriircc e sser e e s s ssse e e e e e e s s s s s smnen e e eesnnsnnnns 94
(2] 1] oY= 1 =30 =Y e o1 o I8 {11 4 e i o o SR 95
Data object handling ... —————————————— 95
7= T - 95
select data COMMANG ... e e e nanan 96
get data/get next data commands -- even INS codes ... 100
get data/get next data commands -- odd INS codes ..........cooiiciiiriiiii e 102
General properties of put data/put next data/update data commands ...........ccccceevreeeenceceeeee 103
01U e F= 1 2= T oo T3 1 1 1 =1 0 e RS 104
o101 3 T=3 ¢ Ao =1 2= T o o .4 15 T T T RPN 104
update data commMaNd ... ———————— 105
compare data fUNCLION ..........co i s mn e e e e nnmnn e e e s 106
Basic security handling .......cccccciiiiiiiicccceccrii s cesrr e e e smn e e e s s nmne e e e n e nnnne 106
7= =T - | N 106
internal authenticate command ... ———— 107
get challenge command ... ——————————— 108
external authenticate command ... ——— 108
general authenticate command ... ————— 109
Verify COMMANG ... ————————— 111
change reference data command ..o ———————— 112
enable verification requirement command ... ———— 112
disable verification requirement command ... ——— 112
reset retry counter Command ............iiiiiiiicccsererr e nnne 113
manage security environment command .............cccccimiiriiiiinnnseerrr e ——————————— 114
LT eT=1 | F= T T oL U 115
(2T 04T o =T =8 oo 1 313 0 7= o ' 115
get attribute command ... ———————————— 117
Transmission handling ... ——————— 118
get reSponse COMMANG .......ciiiieiriiiiiiri i anr s 118
L= 0 AV (e 0T 0] 1 T 1 F- 14 Ve 118
Application-independent card SErviCes ........ccrrirircrrrirrnsssr s 119



12.1 LCT= 0 1= - | 119

12.2 Card identification ... 119
12.2.1 L= T o 119
12.2.2 Historical BYteS ....ccccciiiiiiiiiir i ———— 120
12.2.3 Initial data String reCOVErY ... 124
12.2.4 Waiting time management ... 124
12.3 Application identification and selection ... ———— 126
12.3.1 € LT T | 126
12.3.2 T 0 126
12.3.3 L I ] O 127
12.3.4 Application identifier ..........ccooiincc e ————————— 127
12.3.5 Application template and related data elements ...........cccciiiiiiiiiii e —— 129
12.3.6 Application SEIeCtiON ... e 129
124 Selection by path ... ———————————— 130
12.5 Data retrieVal ... e s nmn e e e s 131
12.6 Card-originated byte String ........cccccciiiieeiiirrcrr e 131
12.6.1 L= =T - T 131
12.6.2 Triggering by the Card ... ———— 131
12.6.3 L@ LT =Y =T Ty Lo I =Y o 1= 132
12.6.4 o 3 1= 132
12.7 General feature ManNagemMeENt ..........cooo i cscr s nn e e e s e e anen e e e e e e nan 132
12.71 7= 0T o P 132
12.7.2 ON-CArd SEIVICES ...coiicceciiiiriiisisssnerr e s e s sssss s smsn e e e s s ss s s s nr e e e e s sa s s mmn e e e e e s sa s nmnnreeeaasssnnnnnnnnsns 132
12.7.3 L =Y = Ve =TT YooY 133
12.7.4 Profile SEIVICES ...t nmn e e e s 133
12.7.5 Provision of additional information ... s 133
12.8 N o Ly =T = e 1= 4T L 134
12.8.1 Extended length infOrmation ... 134
12.8.2 List of SUuppOrted INS COUES ... e s s smn e e e s s e smme e e e e s e nnn 134
Annex A (informative) Examples of object identifiers and tag allocation schemes .............ccccceeennnnn. 135
Annex B (informative) Examples of secure messaging .........ccccouvveiriinnsisminnsisninsss s 138
Annex C (informative) Examples of authenticate functions by general authenticate commands ..... 146
Annex D (informative) Application identifiers using issuer identification numbers .............ccccueeenn. 155
Annex E (informative) BER encoding rules .........ccccoiiieecimiircierrssererssssresssssse s s s e s s e sss e s snssnsenenas 156
Annex F (informative) ber-tlv data object handling .........ccccocoimiireciiencc e 158
Annex G (informative) Template extension by tagged Wrapper .......cccoccccvcmmmrrirssccssseeeres s ss s ssssseeeees 166
Annex H (informative) Parsing an extended header against its target DO ..........cccccviiiiiiiiiiniiiciennna, 170

Annex | (informative) Use case of WTX (waiting time extension) procedure and application waiting
LT L= 0T o o= LT - 172

BibliOgrapRhy ..coocceeiiiiieii it 176



		2026-04-17T12:11:47+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




