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29147:2018)

Contents Page
EUTOP@AN FOT@WOTM ...kt 5
R0 QLS4 o)
Introduction
1 Scope
2 Normative references
3 Terms and definitions
4 Abbreviated terms
5 COMCEPIES ..o
5.1 General ...
5.2 Structure of this document
5.3 Relationships to other International Standards..........n: 11

531 ISO/IEC30111
5.3.2 ISO/IEC 27002
5.3.3 ISO/IEC 27034 series

5314 ISO/IEC 2703673 .ot

5.3.5 ISO/IEC 27017 ..o

5.3.6  ISO/IEC 27035 series

5.3.7  Security evaluation, testing and specification ... 13
5.4 Systems, components, and services

541  SyStems ...

5.4.2 Components

LTG5 o Yo 10 Ut -
5.4.4 Y 004 (ol
5.4.5 Vulnerability ...
5.4.6  Product interdependency...
5.5 Stakeholderroles....cccicicc
5.5.1 General..
552 User....
5.5.3 Vendor..........
5.54 Reporter...

5.5.5  Coordinator
5.6  Vulnerability handling process summary

5.6.1  General ...

5.6.2  Preparation

5.6.3  Receipt.....

5.6.4  Verification.........ccene

5.6.5 Remediation develOPIMENT ...

50,6 RELEASE. ...t

5.6.7 Post-release.....

5.6.8  Embargo period
5.7 Information exchange during vulnerability diSClOSUI€.............iiiii, 19
5.8  Confidentiality of exchanged information

581  General....n

5.8.2  Secure communications
5.9 VUINerability @dVISOTIES ...t s
5.10  Vulnerability @XPloTtation . ... e
5.11  Vulnerabilities @and FISK ...



Receiving vuInerability FE@POTTS ... 21

6.1
6.2

6.3
6.4
6.5
6.6
6.7

Publishing vulnerability advisories

T3 1<) - | OO 21
VUINETADIIIEY TEPOTES ..o 21
6.2.1  General
6.2.2  Capability to receive reports
6.2.3  MOTUEOTIIIG oo
6.2.4  Report tracking................
6.2.5  Reportacknowledgement..
TNEEEAL @SSESSIIIEIIT ..o
FUIther INVESTIZATION ..o
On-going communication
Coordinator involvement
OPEIAtIONAL SECUTTEY ..ot

7.1 General ...,
7.2 AdVISOTY ...oooic e
7.3 Advisory publication tIMIIG . ...
T4 AQVISOTY ELEIMEINIES ......oooioii et
741  General
7.4.2  ldentifiers
7.4.3  Date and time
744  Title
7.4.5  Overview
74.6  AffECEA PIOAUCES ..o
747  INteNded QUAIENICE ...
7.4.8  Localization
T4 DESCIIPTION i
T4 L0 TIMPACT ookt
7.4.11  Severity ...
7.4.12 Remediation.............
7.4.13 References...........
7414 Credit ..
7.4.15 Contact information
7416 REVISION MISTOTY oo
T4 LT TEIINS OF TS oot
7.5 Advisory communication
7.6 Advisory format ...
7.7  Advisory authenticity...................
7.8 Remediations.........cccin
7.8.1  General....
7.8.2  Remediation aUthentiCity . ... 28
7.8.3  Remediation dePlOYIMENT . ... 28
COOTAINMATION ... 28
8.1 GEBIIETAL . 28
8.2 Vendors playing MUltiple FOLES ... 29
82,1 GEIIETAL e 29
8.2.2  Vulnerability reporting among VENAOTS ............o.ccirreiseeseessesiessesseesneseeeen 29
8.2.3  Reporting vulnerability information to other vendors.........ccic 29
Vulnerability diSClOSUIE POLICY ...t
9.1 LT3 1) - S
9.2 ReqQUITEd POLICY ELEIMEIES ..ottt
9.2.1  General....e

9.2.2 Preferred contact mechanism



9.3 Recommended POliCY @lEIMEIITS. ...

.30 1 GINETAL e
9.3.2  Vulnerability rePOrt CONMEENTS. ...
9.3.3  Secure communication options
9.3.4  Setting communication €XPeCtations ... 31
0.3.5  SCOPIE e
9.3.6  Publication....
9.3.7  Recognition

9.4 OPtioNal POLICY EIEIMEIITS ...
0.4, 1  GEIETAL e

9.4.2  Legal considerations..
9.4.3 Disclosure timeline

Annex A (informative) Example vulnerability disclosure policies................cn 32
Annex B (informative) Information to request in @ Fe€POTt. ... 33
Annex C (informative) EXample @dVISOTIES..............oiieoeoeseesee s 34
Annex D (informative) Summary of normative €lements ... 37
BIDLIOGTAPIY ... 39



		2026-04-29T00:44:07+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




