DIN EN ISO/IEC 27011:2021-10 (E)

Information technology - Security techniques - Code of practice for Information
security controls based on ISO/IEC 27002 for telecommunications organizations

(ISO/IEC 27011:2016)
Contents Page
DT Ce) 01T 1 (0 o)« O RS TUUTRSS 4
FOTWOI ...ttt ettt h e bt e h e bt et e st s bt s bt e s bt e bt et eat e e s bt ebeesb e e bt e beenbeenaesnees 5
L BT (e 1o b (o1 o) s OO SUUUSSRRR 6
1 1o oSO P PP 7
2 INOTIMALIVE TETETEIICES. ... eveeteiietiterte sttt ettt sh bt ettt b e bbbt e et e st b e s bt ebeeaeententenaenes 7
3 Definitions and abDIEVIATIONS .........eitiiierieieeieee ettt ettt ettt et et et es e eate e e sbeenbe e bt eneeeneeeneesseenaeans 7
TN N B 1S3 0111310 3T 7
K TN N 1o (4 11 o) 4 USRS 8
4 O VETVIEW ..ttt ettt ettt et ettt e a e e et e et e et e ea et ea e e es e e eb e e eb e e et e et emt e ee e e ea e e s e e bt em s e em b e emeeeseeabee st enaeeneeeneeeneeeneenneans 8
4.1  Structure of this Recommendation | International Standard.............ccoceeiiiiiniiiiinineee e 8
4.2  Information security management systems in telecommunications organizations..............cceceeeveeucee 9
INfOrmMation SECUTILY POLICIES ...eevieuiireieeiiestieiieteeteeteste st e et esteete et e esaessaeseesseessesssessaessaeseerseanseessenssensaenseens 11
6 Organization Of iNfOIrMAtION SECUITLY.......ccieruieriieteeieiiereertesteeteereeseesteesteeseessessesssessaesseesseanseessesssensaenseens 11
6.1  INternal OTZANIZATION ....c.evuveeeieiiieriieieeteeteettesteeteeteessesesesstesseesseesseesseessesseeseenseensesnsesssesssesseesseensennes 11
6.2  Mobile devices and teleWOTKING...........c.eecviriirieriieiieieete et steete et e e e eaesee e beebeessessaessaesseesseenseenns 12
7 HUMAN TESOUICE SECUITLY ....vvivvieerieeiieeieetiestteteeteetesttesttesseesseesseessessseessesseesseessesssesssesssesseesssesseenseessesssenssessenns 12
% S o 1) (oI 01 o) (o). 741411 | PSS 12
A D111 1 T3 v0] 0] (0} 7 0 1<) o L PSSP 13
7.3 Termination or change of eMPlOYMENT .......c.eoiieiiiiiiiiieiei et 13
8 ASSEE NANAGEINICIIE .....ceutiieiiiietie ettt ettt ettt ettt ettt e sb et e eate ettt e ebteesbteesateesateesabeesateesabeesabeeeabeesabeeeabeesabeesareesares 13
8.1 ReSPONSIDILILY FOI @SSEES....ueiitieitieiieie ettt ettt ettt e st et e e e eneeeneesmeesneenneeneeenes 13
8.2  Information ClasSIfICAtION. .......ciuiiiuieiie ettt ettt ettt e et eneesneesneesneenneeeeenes 14
8.3 Media handlINg.......ccoviiiiiiiciieieeee ettt st be bt b e e taeeta e reenbeenbeenbeeneas 14
9 AACCESS COMEION .ttt ettt h et e et bbbt e bt e st es e b e b e e bt eb e eatenten b e st e b e sbeebeesteneentenaenes 14
9.1  Business requirement for aCCESS CONIOL .......eivuiiriieiiieiirieiie ettt steebe b ebesaesaesreesseenseenns 14
0.2 USET ACCESS MANAZEIMNENL......vieureeiurieriieeriteerteesiteerteersteeseeessseessseessseessseessseessseessseenssesssseessseesnseessseesns 15
0.3 USET TESPONSIDIIILIES ..eeeueiiiiiieiie ettt ettt ettt et et e st e saae e sebeesaaeestbeesaseessseensseesaseesnseesnseesnseenes 15
9.4  System and application aCCESS COMLIOL ........ccuirieriieiiieiiiieiie ittt ettt eteesteebe e b e esbeesaeseaesreesseesseenns 15
10 CIYPLOZIAPNY ...ttt ettt ettt e b e et eeteesteeste e beesbeesseesseessaesaessaesseessesssesssessaesseesseasseessenssensaesseens 15
11 Physical and environmental SECUTIILY ........c.eerieiuirrieeieiiesiere ettt ete st ettt e e ete s e sseesseesaeeneeeneeeneesseenneens 15
D11 SECUIE ATEAS...ceuueeeuiiieiieiiiteniie ettt ettt et sat e st esab e e bt e sab et e bt e eab e e s bt e sabeeebbeeabeeebteeabeeeabbeenbaeenneesnbeean 15
L1.2 EQUEPITICIIE ...ttt ettt et ettt et e et e et e st e e st e et e st eneeeneeeseesseanseenseenseemsesneesmeesseanseenseenseeneeeseanseans 16
12 OPETALIONS SECUITEY ..euvteutienteeteeteeeiesteesttesteeteenteeseesseesseesseeseaseenseeaeeeseaseenseenseensesnsesnsesneesseeseenseenseensenseenseens 18
12.1 Operational procedures and reSPONSIDIIITICS........ccuiervieriieiieiieierieeieete e eaeeee e e sreeaeebeesseseeeeseeeeens 18
12.2 Protection from MAIWATE ........cc.oiiiiiiiieieee ettt ettt es et e et et b st ee st ene et eneeaesaeas 19
12,3 BACKUD tottteiiieiit ettt ettt ettt e et e st e st e et e e eabeeeabeeeabeeeabeeanbeeeabaeetbeeata e e taeentaeenbeetaeenaeennnen 19
12.4  Logging and MONILOTING ... ....ccueeveerreereereererteseesteesseesseesseesseessesseesseessesssesssesseesseesseesseessesssesssessessseens 19
12.5 Control of 0perational SOfIWAIE........cc.veviiiiiieiieiiee ettt eae e e reesbeesbeesseessesseeseens 19
12.6  Technical vulnerability MaNaAGEMENT .........ccccuieeriieriiieeiieeiieerieeeieeeieeeteeesteeetreeseaeeeaeessseensaeesssessneas 20
12.7 Information systems audit CONSIAETALIONS ........eevuieeiiieeriieriieeiieetieeieeeieeeteeeteeeseeeeeeeesereensaeeseseeeneas 20
13 COMMUNICATIONS SECUTTLY ...veeuvreeerieeieeetieeiteeeteeateesseeaseeaseessseesseessseesssesasseesssessssseessesssssesnsseesssessssessssesnsaees 20
13.1 Network SeCUrity MANAZEMENL ........eecuiereereeierierteerteesteeteeeeseeesseeseenseesesnsesssesseesseesseensesnsesssesseesseens 20
13.2  InfOrmation trANSTEL........c.eoiiieieeiietieie ettt ettt et et e et e ssaesseesseesseenseenseenseenneeseesaens 21

-1-



14 System acquisition, development and MAINTENANCE .........ccceveveeerieeriiieeiieeiieeieeeieeesieeereeesreesteeesseeesseeesseesnes
14.1 Security requirements of iNfOrmMation SYSTEIMS ......ccveerieerireriierieerieesteerreesreesreesereessreeesreesseessseens

14.2  Security in development and support processes
143 Test data

15 SUPPIET TRIALIONSIIPS ..eeivieiiieeiieciie ettt et e st e et eesbeeebeesebaeesbeeesbeeenseesnseeanseesnseeenseesnsaeenseennes
15.1 Information security in supplier relationships
15.2  Supplier service delivery management

16 Information security incident MANAZEIMENT ........cccueervieriieriierieeeieeeieeeteesteesteesreeeseesseessseesseessseessseesnses
16.1 Management of information security incidents and improvements

17 Information security aspects of business continuity management
17.1 Information security continuity
17.2 Redundancies

18 Compliance

Annex A — Telecommunications extended control set

Annex B — Additional guidance for NEtWOTK SECUTILY ......ccceoveviiriniriiiiieieiene ettt
B.1  Security measures against NEtWOTK attaCKS ........ccceeoeeiiriiriinininenieieteteestese ettt
B.2  Network security measures for network congestion

Bibliography

22
22
22
22

22
22
23
23
23
25
25
26
26
27
35
35
36

37



		2026-06-27T14:12:05+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




