ISO/IEC 30118-2:2018-11 (E)

Information technology - Open Connectivity Foundation (OCF) Specification - Part 2:
Security specification

Contents Page
1 ST o] o PP PR P 13
2 NOIMALIVE RO EIENCES ... ettt e ens 13
3 Terms, Definitions, Symbols and Abbreviations ... 14
3.1 Terms and definitioNS ... 14
3.2 Symbols and AbBreviations ..o 16
3.3 (0701 1Y 7= o1 To] ¢ 1S PP 17
4 Document Conventions and Organization ..........cooviieiiiii e e 18
4.1 [N To] = LA o] o TP 18
4.2 DAL By P S ittt 18
4.3 DOCUMENT STFUCTUIE ...ttt ettt ee e 19
5 SECUNLY OVEIVIBW ..ottt ettt ettt et e et ettt et n e e e et e e e e eaas 20
5.1 ACCESS CONTIOl ..t et e e 22
5.1.1 ACL ArCRITECIUIE ..ottt e e e 23
5.1.2 Access Control Scoping LevVels ... 26
5.2 (@ ol oTo = 1o FTaTe T @ AVZ=T VAT 27
5.2.1 (@01 = To T 1o [T o Yo TS (=Y o 1 29
5.2.2 EstablisShing @ DeVICE OWNEI . ...t e 30
5.2.3 Provisioning for Normal Operation...........ccooviiiiiiiiiii e 31
5.3 L € A2 =] T o ¥ Vo N 32
5.3.1 Provisioning a bootsStrap SErviCe ........c.viiuiiiiiii e 32
5.3.2 Provisioning Other SErviCeS ......c..iiiiiiiii e 32
5.3.3 Credential ProViSiONING .. .c.. i e 33
5.3.4 Role assignment and ProViSiONING .......veueeiiiire e e ees 33
5.3.5 ACL PrOVISIONING . evneiieeiee ettt et et e s 33
5.4 Secure Resource Manager-(SRM) ....couii i 34
5.5 Credential OVEIVIEW ... ... et et e e ea e 34
6  SeCUrity fOr the DiSCOVEIY PrOCESS .iuiiii ittt e e 36
6.1 Security Considerations fOr DISCOVEIY ......iiuiiiiiiieiiee et 36
7 Y= Tod U [ Y2 = e A VZ =] T ] 1o Vo TR 39
7.1 [TV ToT o 1= 1SN 39
7.1.1 Device Identity for Devices With UAID .......ccoiiiiiiii e 39
7.2 DEVICE OWN ISP ittt et 41
7.3 Device Ownership Transfer Methods ..o 41
7.3.1 OTM implementation reqUIrEMENTS .......c..vieiiiiiiiiee e 41
7.3.2 SharedKey Credential Calculation ............ccoviiiiiiiiii e 42
7.3.3 Certificate Credential Generation ...........c.ccoiiiiiiiiiiii e 43
7.3.4 Just-Works Owner Transfer Method ..o 43
7.3.5 Random PIN Based Owner Transfer Method ..o, 45
7.3.6 Manufacturer Certificate Based Owner Transfer Method.............c.cocceieiiannen. 47
7.3.7 Vendor Specific Owner Transfer Methods..........ccocoiiiiiiici e, 51

7.3.8 Establishing Owner CredentialS...........ooviiiiiiiii e 52



7.3.9 Security considerations regarding selecting an Ownership Transfer Method.. 63

7.4 L o A V2 =] T o ¥ Vo N 63
7.4.1 Provisioning FIOWS ... 63

7.5 BOOTSIrap EXAmMPIE ..o e 69

8 Device Onboarding State DefinitioNs ...........oiiuiiiii e 70
8.1 Device Onboarding-Reset State Definition..........coooiiiiiiii i, 71
8.2 Device Ready-for-OTM State Definition ........ccocviiiiiiiii e 72
8.3 Device Ready-for-Provisioning State Definition..........ccccooviiiiiiiiiic e, 72
8.4 Device Ready-for-Normal-Operation State Definition ...........ccocooiiiiiiiiiiiiinn, 73
8.5 Device Soft Reset State Definition ... ..o 73

9  Security Credential ManagemMent. .. .....iie i e e aas 76
9.1 Credential LifECYCIE ... 76
9.1.1 (61 1=T- 1 ([0 o IR PPN 76
9.1.2 DBIBTION et 76
9.1.3 R TSN 76
9.1.4 REVOCALION ..o et 77

9.2 Credential TYPES .. e 77
9.2.1 Pair-wise Symmetric Key CredentialS .........ccooviiiiiiiiiiiii e, 77
9.2.2 Group Symmetric Key CredentialS.........ccocovviiiiiiiii e 77
9.2.3 Asymmetric Authentication Key CredentialS...........ccooviviiiiiiiiici i 78
9.2.4 Asymmetric Key Encryption Key Credentials ...........occoveiiiiiiiiiiiiiineen, 78
9.2.5 Certificate CredentialS. ... ..o 79
9.2.6 Password CredentialS. . ... 79

9.3 Certificate Based Key Management .. ....c..oiiuiiiiiiiieiiee et 79
9.3.1 L@ 17T TS 79
9.3.2 Certificate FOIrMAL ..o 80
9.3.3 CRL FOIMAL. ..t et aeaas 85
9.3.4 RESOUICE MOEI ..o e 86
9.3.5 Certificate ProViSIONING ......couuiiiiiiiiii e 86
9.3.6 (01 = 4 I o o AT To] 11 0T 87

10 DevVice AULNENTICATION ...t et e e e e e e e 90
10.1 Device Authentication with Symmetric Key CredentialS...........c.coooviiiiiiiiiniinnnnn, 90
10.2 Device Authentication with Raw Asymmetric Key Credentials .............ccooceiveineenn. 90
10.3 Device Authentication with Certificates ..o, 90
10.3.1 Role Assertion with CertifiCates.... ..o 91

11 Message Integrity and Confidentiality .........cocoooiiiiiiii 93
11.1  Session Protection With DTS ... e 93
11.1.1 Unicast SESSION SEMANTICS ...vuiiiiiii e 93
11,2 CIPREE SUITES .ottt 93
11.2.1 Cipher Suites for Device Ownership Transfer ........coocoooiiiiiiiiiiicie 93
11.2.2 Cipher Suites for SYmMmetriC KeYS ..o 94
11.2.3 Cipher Suites for Asymmetric CredentialS............ccocoiviiiiiiiniiiee, 94

12 ACCESS COMIIOl . et ettt et ans 95

12.1 ACL Generation and Management .........ocuuuiiiiiiieiiee e 95



12.2 ACL Evaluation and ENfOrCEMENT ........oviviiiii et as 95

12.2.1 Host Reference MatChing ......coouiiiiiiiii e 95
12.2.2 Resource TYpe MatChing .....c.ooiuiiie e 95
12.2.3 INterface MatChiNg......oouii i e 95
12.2.4 Multiple Criteria MatChing .......ccuiiiiii e 95
12.2.5 Resource Wildcard MatChing ........ooueiiiiei e e 96
12.2.6 Subject Matching using WildCards ...........coooiiiiiiiiiii e 97
12.2.7 Subject Matching USIiNg ROIES .....coviiiiii e 97
12.2.8 ACL EVAIUALION ..ot et 97
G T ST = Tt U 1 Y =TT 0 UL o = 98
13.1 Device OWNner TransSfer RESOUICE .......iiuu it 99
R T O =T 1T o) = L = =TT o 11 o = T 104
13.2.1 Properties of the Credential RESOUICE .......c..ovvviiiiiiiiiici e 110
13.2.2 (=Y o 4= £ o Vo 113
13.2.3 Credential Refresh Method Details .........cooiiiiiiiii e 113
13.3  Certificate ReVOCAtiON LiSt. . ..o e 115
13.3.1 CRL Resource Definition ... 115
L1314 ACL RESOUICES ooiuiiitit ittt ettt et ettt e e et e et et et e et e e et et ene e e 115
13.4.1 OCF Access Control List (ACL) BNF defines ACL structures. ..............c.o.u... 115
13.4.2 ACL RESOUICE .. ettt et e ene 116
13.5 Access Manager ACL RESOUICE ...ttt 126
13.6  SIigNEd ACL RESOUITE .uvuiiitiiieiie ettt e e et et et eaae e 126
13.7  Provisioning StatUS RESOUICE ....uuiiii it eiee et e e e e e e e eaeen 126
13.8 Certificate Signing REQUESt RESOUICE ......iuniiiiii it e e eaees 135
13.9  ROIES FBSOUICE ..ttt ettt et e e e e e e e 136
13.10 Security Virtual Resources (SVRs) and Access Policy ......ccoovveviiiiiiiiiiiieeen, 137
13.11 SVRs, Discoverability and EnNdpoints ........ccuoiiiiiiiii e 137
13.12 Privacy Consideration for Core and SVRS.......cooiiiiiiiiiiic e 138
14 Core Interaction Patterns SECUITY ........iiie i 140
I R O 1 ¢ 1Y =] V=] S 140
14.2  Subscription/NoOtifiCation ... ..o 140
I S € {0 11 o PP 140
14.4 Publish-subscribe Patterns and Notification ...........ccoociviiiiiiiiin e, 140
15 Security Hardening Guidelines/ Execution Environment Security...........cc.covveivvviineennns 141
15.1 EXecution environmMeNt €lEMENTS ... i s 141
15.1.1 YT U €I (o] 1= U [P PRPRRN 141
15.1.2 SECUIe EXECULION ENQINE iouii et e e e e e aans 143
15.1.3 Trusted iNPU/OULPUL PAtNS .. .. i 143
15.1.4 SECUNE CIOCK .. 144
15.1.5 Approved algorithms ... 144
15.1.6 Hardware tamper ProteCtion ......cc.eiiiiii e 144
S T2 S = o 1 | = = e 10 ) 145
15.2.1 Concept of software module authentication ................cooiiiiiiici i 145

15.2.2 SECUIE BOOT PrOCESS ittt ittt e e e e e 146



15.2.3 RODUSINESS rEQUINEMENTS ...t 146
15,3 AT S AIION L.t 147
15.4 SOftWAre UPate .. oo et e e e e e e e 147

15.4.1 (O] V1= PPN 147

15.4.2 Recognition of Current DIfferenCes.......ccoiviiiii i, 147

15.4.3 Software Version Validation ..o 147

15.4.4 SOftWAre UPAAte ..o 147

15.4.5 RecomMmMeNnded USBQE .....oouuiiiiiii et 148
15.5 Non-OCF Endpoint interoperability ..o 148
T A ST = Yo U1 1V IS Y £ 148

16 Appendix A: Access CoNntrol EXamPIes . ...t 149
16.1 EXample OCF ACL RESOUICE ......iiuiiiiiieiiieii ettt et 149
16.2 EXxample ACCESS MANAGETN SEIVICE ...c.uiiiiiiii ittt et 149

17 Appendix B: Execution Environment Security Profiles ..........coooiiiiiiiiiiin 150

18 Appendix C: RAML Definition ......coouiiiiiii e 151
Al OICSECUNEYACIRESOUICE ...ttt ettt et 151

Al1l [N o To 1T Tox AT o I PPN 151

A.l.2 EXAMPIE URI oo e 151

A.1.3 RS OUICE T Y P ettt 151

A.l4 RAML DefiNitiON ..ounie e 151

A.1.5 Property Definition ... 155

A.1.6 CRUDN DENAVION ...t e 155
A.2 OICSECUNEYACIZRESOUICE ...ttt e e e e e e e 155

A.2.1 INTFOTUCTION .ottt e e e e e 155

A.2.2 EXAMPIE URI oo e 155

A.2.3 RS OUICE Ty PO et 156

A.2.4 RAML DefiNitiON .oueiee e 156

A.2.5 Property Definition ... 160

A.2.6 CRUDN BERAVIO .. e e 160

A.2.7 Referenced JSON SCheMaS.......oiiiiiiie e 160

A.2.8 Lo To Y= Yol e [0 | 4 o 1= F-To 1 o N 160

A.2.9 Property Definition ... 160

A.2.10 Schema Definition ... 160

A.2.11 OIC.SEC.ACEZ.JSONM L.iriiit ettt ettt et et e ettt e e e 160

A.2.12 Property Definition ... 160

A.2.13 Schema Definition ... 161

A.2.14 (o Tl Yol Fo =1 5/ o LT £=To 1 IR 163

A.2.15 Property Definition ... 163

A.2.16 Schema Definition ... 163

A.2.17 0iC.SEC.LIME-PAEIN.JSON .ouiit e e e e 163

A.2.18 Property Definition ..o 163

A.2.19 Schema Definition . ... 163

A.2.20 OIC.SEC.CIUANTYPE.JSON 1.ttt ettt et et e 164

A.2.21 Property Definition ... 164



A.2.22 Schema Definition ......coui e 164
A.3 OICSECUNtYAMACIRESOUICE ...ttt ii et ettt et e e e e e e e e e e e e aeanas 165
A.3.1 INTFOTUCTION . ee e et e e 165
A.3.2 EXaMPIE URI o 165
A.3.3 RS OUICE T Y P ittt e e e aa e 165
A.3.4 RAML DefiNitiON ..ouueeee e 165
A.3.5 Property Definition ......ooeiii e 168
A.3.6 CRUDN BENAVION ...ttt e 168
A.4 OICSecUritySIgNEdACIRESOUICE. ... .vii i eaas 168
A.4.1 IO AUCTION .o 168
A.4.2 0 L4 1 L= 1 168
A.4.3 RESOUICE TY PO et 168
A.4.4 RN I 7= i o) 4o o PP 168
A.4.5 Property Definition ... 174
A.4.6 CRUDN DENAVION ...t 174
A.4.7 Referenced JSON SCheMAS.......iuiiiiiii e 174
A.4.8 Lo Tol YTl (o) Y/ o L= TN 1T | H PPN 174
A.4.9 Property Definition ... 174
A.4.10 Schema Definition ......oou i 174
A.5 OICSECUNItYDOXMRESOUITE ...ttt ettt et e e neees 175
A5.1 1) o To 1UTox A Te ] o I PPN 175
A.5.2 EXAMPIE URI coeiiiii e e e e 175
A.5.3 RS OUICE T Y P ittt as 175
A.5.4 [N I 7= T ) o T 175
A.5.5 Property Definition ... 179
A.5.6 CRUDN DENAVION ...t e 180
A.5.7 Referenced JSON SCheMaS.......oiiiiii e 180
A.5.8 0IC.SEC.AOXMEYPE.JSON 1.ttt et et 180
A.5.9 Property Definition ... 180
A.5.10 Schema Definition . ... 180
A.5.11 Lo TR Yol od €Yo 1Y/ o LT 1Yo [ PR 180
A.5.12 Property Definition ... 180
A.5.13 Schema Definition ... 180
A.6 OICSECUNtYPSIAtRESOUICE . ouiiiicit e e e e e 181
A.6.1 INTFOTUCTION .ottt e e e e e 181
A.6.2 EXAMPIE URI oo e 181
A.6.3 RS OUICE Ty PO ittt 181
A.6.4 [N I 7= T ) o T 181
A.6.5 Property Definition ... 185
A.6.6 CRUDN BERAVIO ... e e e 186
A.6.7 Referenced JSON SCheMaS.......oiiiiiiie e 186
A.6.8 0IC.SEC.AOSTYPE.JSON L.ttt ettt ettt ettt et e 186
A.6.9 Property Definition ... e 186
A.6.10 Schema Definition . ... 186



A.6.11 0IC.SEC. APMEY PO SOM ettt e e e e e 187
A.6.12 Property Definition ..o 187
A.6.13 Schema Definition ......cou i 187
A.6.14 Lo {ol Y Tol o To] 01 1Y/ L= 1T ] £ IO 187
A.6.15 Property Definition ... 187
A.6.16 Schema Definition ... 188
A.6.17 188

A7 OICSecurityCredentialRESOUICE .......couuiiiieei e 188
A.7.1 INTFOAUCTION . e ettt e e e e e e e 188
A.7.2 EXAMPIE URI e 188
A.7.3 RS OUICE Ty PO ettt 188
A.7.4 [N 7= T ) o 188
A.7.5 Property Definition ... 192
A.7.6 CRUDN DENAVION ...t 192
A.7.7 Referenced JSON SCheMAS......c.uiiiiiiii e 192
A.7.8 (o (oY= Yol fo] (=1 4 o 1= T F=To 1 o FO PP 192
A.7.9 Property Definition ... e 192
A.7.10 Schema Definition ... 193
A.7.11 Lo TRy Yol o £ Yo 1Y/ o L= 110 IR 193
A.7.12 Property Definition ... 193
A.7.13 Schema Definition . ... 193
A.7.14 0iC.SEC.PUDAtAtYPE.JSON . ee it 194
A.7.15 Property Definition ... 194
A.7.16 Schema Definition . ... 194
A.7.17 0IC.SEC.PrIVAALALYPE.JSOM cotuiii ettt et 194
A.7.18 Property Definition ... 194
A.7.19 Schema Definition . ..o 195
A.7.20 0IC.SEC.OPIAALALYPE . JSON .oeviiii et 195
A.7.21 Property Definition ... 195
A.7.22 Schema Definition . ... 196
A.7.23 Lo TRy -Yoaod ¢ 10147 0118 1101 o U PR 196
A.7.24 Property Definition ... 196
A.7.25 Schema Definition ... 196

A.8 Ol C SECUNEYCSIRESOUICE ... ittt ettt e et e e et e e e e e et e e e e et e e enaeanas 197
A.8.1 INTFOTUCTION .ottt e e e e e 197
A.8.2 EXAMPIE URI oo e 197
A.8.3 RS OUICE Ty PO ittt 197
A.8.4 [N I 7= T ) o T 197
A.8.5 Property Definition ... 198
A.8.6 (032 0 1] VN o 7= o = 1/ o 198

A.9 OICSECUNItYROIESRESOUICE ....iiiiiiiieit et 198
A9.1 [N oo [T Yo Te] o PR PTTPRN 198
A.9.2 EXAMPIE URI e 199
A.9.3 RS OUICE Ty PO it e 199



A9.4 RAML DefiNitiON ..oune e 199
A.9.5 Property Definition ..o 202
A.9.6 CRUDN DENAVION ...t 202
A.LO  OlCSECUNTY C IR ESOUICE . ittt ittt et et e et e e e aetn e e e aneans 202
A.10.1 INTFOTUCTION .ottt e e e e e 202
A.10.2 EXAMPIE URI oo e e e 202
A.10.3 RESOUICE TYPC e e 202
A.10.4 [N, I 7= T ) o 202
A.10.5 Property Definition ... 205
A.10.6 CRUDN BERAVIO ... e 206



Figures

FIgure 1 — OCF INTEIACTION .uuiiit ittt et et e e e 17
Lo T @ T - = 20
Figure 3 — OCF Security Enforcement POINTS.......oiiiiiiiiiiii e en 22
Figure 4 — Use case-1 showing simple ACL enforcement..........cociviiiiiiiiiiiice e 24
Figure 5 — Use case 2: A policy for the requested Resource is miSSing.........cccccevevveeeenieennnn. 24
Figure 6 — Use case-3 showing Access Manager Service supported ACL .........cccovevviiinnnnnnnn. 25
Figure 7 — Use case-4 showing dynamically obtained ACL from an AMS ..........cccooeiieiniennnn. 26
Figure 8 — Example Resource definition with opaque Properties.........cocovviiiiiiiiiiiiiiiiieieas 27
Figure 9 — Property Level ACCESS CONIIOL.......uiiiiiiieiiei e 27
Figure 10 - ONboarding OVEIVIEW ... ...iuu i e e et e e eans 28
Figure 11 — OCF ONboarding PrOCESS vttt ettt e e e e aaenas 30
Figure 12 — OCF'S SRM AFCHhItECIUNE . uuie i e e e e e e 34
Figure 13 - DiScoOver NEW DEVICE SEUUENCE ....cuuiiiei i iei et e e e e e e e e e e e e eans 42
Figure 14 — A Just Works Owner Transfer Method..............ocoviiiiiiiiiii e 44
Figure 15 — Random PIN-based Owner Transfer Method ............cccooeviiiiiiii 45
Figure 16 — Manufacturer Certificate HierarChy...........coooiiiiiiiiii e 48
Figure 17 — Manufacturer Certificate Based Owner Transfer Method Sequence.................... 50
Figure 18 — Vendor-specific Owner Transfer SEQUENCE .......cccvviiiiiiiiiii e 52
Figure 19 - Establish Device ldentity FIOW .........oiiiiiiii e 55
Figure 20 — Owner Credential Selection Provisioning SEqUENCE ..........cccovvviiiiiiiiiiiciiieiieeenne, 57
Figure 21 - Symmetric Owner Credential Provisioning SeqUEeNCe..........cccoviiiiiiiiiieiien e, 58
Figure 22 - Asymmetric Ownership Credential Provisioning Sequence...........cc.cccevvevneenneennne. 59
Figure 23 - Configure DeVICE SEIVICES. . ccuiiii ittt et 61
Figure 24 - Provision New Device for Peer to Peer Interaction SeqUeNnce ...........ccecvvvivvnnnnnns 62
Figure 25 — Example of Client-directed proviSioning ........cceviiiieiiiiiie e e 64
Figure 26 — Example of Server-directed provisioning using a single provisioning service...... 66
Figure 27 — Example of Server-directed provisioning involving multiple support services...... 68
Figure 28 — DevVvice State MOl ......couniiiii e 70
Figure 29 — OBT Sanity Check Sequence in SRESET .....ccccoiiiiiiiiii e 74
Figure 30 — Certificate Management ArchiteCture ..........ccoooviiiiiiiiici e 80
Figure 31 — Client-directed Certificate Transfer ..........cooiiiiiiiii e, 87
Figure 32 — Client-directed CRL TransS er ..o e ens 88
Figure 33 — Server-directed CRL Transfer ... 89
Figure 34 — Asserting a role with a certificate role credential. ............ccoccoviiiiii i, 92
Figure 35 — OCF SECUITY RESOUICES. . ..uuiiiiiit ittt ettt et e s 98
Figure 36 — oic.r.cred Resource and Properties .......coceuiiiiiiiiieiiiee e 99
Figure 37 — oic.r.acl2 Resource and Properti€s ......iiiiiiiiiiei et a e 99

Figure 38 — oic.r.amacl Resource and Properties ...............ocoiiiiiiiiiiiii e, 99



Figure 39 — oic.secr.sacl Resource and Properties ......coo.vveiiiiiieiii e 99
Figure 40 — Software Module Authentication..............ccoiiiiii i 145
Figure 41 — Verification Software ModUIe ...........oouiiiiii e 146
Figure 42 — Software Module AUtRENTICITY .........couiiiiiii e 146



Tables

Table 1 — Symbols and abbreviations ..o 17
Table 2 - Discover New Device DetailS .......ovuiiiiiiie et eas 42
Table 3 — A Just Works Owner Transfer Method Details ..........cooviiiiiiiii i 44
Table 4 — Random PIN-based Owner Transfer Method Details ..........c.ocooiiiiiiiiiinn 46
Table 5 — Manufacturer Certificate Based Owner Transfer Method Details...............c...coen. 51
Table 6 — Vendor-specific Owner Transfer DetailS .........c.ooviiiiiiiii i 52
Table 7 - Establish Device Identity DetailS........ccouuviiiiiiiii e 56
Table 8 - Owner Credential Selection DetailS...... ..o 58
Table 9 - Symmetric Owner Credential Assignment Details...........ccooviiiiiiiiiici i 58
Table 10 — Asymmetric Owner Credential Assignment Details ...........ccooeiveiiiiiiiiiiiiineen, 59
Table 11 - Configure Device Services Detail.........ccooouiiiiiiii e 62
Table 12 - Provision New Device for Peer to Peer DetailS..........cooeiiiiiiiiiiiiiiiee 63
Table 13 — Steps describing Client -directed proviSioning ..........ccoceviiiiiiiineiiieeeeeeen 65
Table 14 — Steps for Server-directed provisioning using a single provisioning service .......... 67
Table 15 — Steps for Server-directed provisioning involving multiple support services .......... 69
Table 16 — Comparison between OCF and X.509 certificate fields ...........ccocoveiiiiiiiiiiiinnnnns 82
Table 17 — Comparison between OCF and X.509 CRL fieldS ......ccccovviiiiiiiiiii e 86
Table 18 — ACE2 Wildcard Matching Strings DeSCription ..........c.ovviiiiiiiiiiieiiieceeeeeeenn 96
Table 19 — Definition of the 0iC.r.doXm RESOUICE........viuiiiiii e 100
Table 20 — Properties of the 0ic.r.doOXm RESOUICE .......c.iiviiiiii i 102
Table 21 - Properties of the oic.sec.didtype Property.........c.ccooiiiiiiiiiiiiiiii e 102
Table 22 — Properties of the oic.sec.doxmtype Property ......ccccoeiviiiiiiiiiiiiieiee e, 104
Table 23 — Definition of the oiC.r.cred RESOUICE .......c.iiiiiiiiiii e 106
Table 24 — Properties of the 0IiC.r.Cred RESOUICE .....ovviiiiiiiiiic e 106
Table 25 — Properties of the oic.sec.cred Property .....occooviiiii i, 109
Table 26 — Properties of the oic.sec.pubdatatype Property .......cccocovviriiieiiiiiniiiicceeees 109
Table 27 — Properties of the oic.sec.privdatatype Property ........cccocoveiiiiiiiiiiiiiiiiiccceeies 110
Table 28 — Properties of the oic.sec.optdatatype Property .......cccocoveiviiiiiiiiiiiniiiiincceean, 110
Table 29 — Definition of the oic.sec.roletype Property. .......c.coooviiiiiiiiiiiiie e 110
Table 30 — Value Definition of the oic.sec.crmtype Property ......coocoveeiiiiiiiiiiiiniiieeeeeeeenn, 112
Table 31 — 128-hit SYMMEIIIC KEY ..iviiiiii e 113
Table 32 — 256-bit SYMMELIIC KBY ..ovniii e e ens 113
Table 33 — Definition of the 0IC.I.CrHI RESOUICE ... ...uiiuiiiiii e 115
Table 34 — Properties of the 0IC.I.CrHl RESOUICE .......ccuuiiiiiiiiei e 115
Table 35 — BNF Definition 0f OCF ACL ... e 116
Table 36 — Definition of the 0iC.r.acl RESOUICE. ........oouiiiiiii e 118
Table 37 — Properties of the 0iC.r.aCl RESOUICE .......oc.iiiiiiiiiii e 119

Table 38 — Properties of the 0iC.r.ace ProPerty ....ccovii i 120



Table 39 — Value Definition of the oic.sec.crudntype Property ......cooccoveiiiiiiiiiiniieiieeeeenn, 120

Table 40 — Definition of the 0ic.SeC.aCl2 RESOUICE .....oceviiniiiiii e 120
Table 41 — Properties of the 0iC.SeC.aCI2 RESOUICE .....ceuiiniiiiii e 121
Table 42 — oic.sec.ace2 data type definition. ........coooiiiiiii e 122
Table 43 — oic.sec.ace2.resource-ref data type definition. ............ccooviiii 122
Table 44 — Value definition 0iC.SEC.CONNLYPE ProPertY ...ccuvuieiiiiiii i 122
Table 45 — Definition of the oic.r.amacl RESOUICE ........c.iiiiiiiiiiii e, 126
Table 46 — Properties of the oic.r.amacl RESOUICE.........covuiiiiiiiiiii e 126
Table 47 — Definition of the 0IC.r.SACI RESOUICE . ... ccuuiiiiiii e 126
Table 48 — Properties of the 0iC.r.SACl RESOUICE.........iiuiiiiiiiiiie e 126
Table 49 — Properties of the 0ic.Sec.Sigtype Property .....covviiii i, 126
Table 50 — Definition of the oiC.r.pstat RESOUICE ........cvviiiiiiiiiiii e 128
Table 51 — Properties of the 0iC.r.pStat RESOUICE .......covuiiiiiiiiii e 130
Table 52 — Properties of the oic.sec.dostype Property .....ccooiviiiiiiiiiiie e, 131
Table 53 — Definition of the oic.sec.dpmtype Property .......ccocovviiiiiiiiiiiiieee e, 134
Table 54 — Value Definition of the oic.sec.dpmtype Property (Low-Byte)........ccocovevviniinnnnnn. 134
Table 55 — Value Definition of the oic.sec.dpmtype Property (High-Byte)..........ccoceivniinnnenn. 134
Table 56 — Definition of the 0iC.SeC.POMLYPE PrOPErtY .....couiviriiiiiiiieiei e 135
Table 57 — Value Definition of the oic.sec.pomtype Property ......ccooeeieiiiiiiiiiiniieiieneeeenn, 135
Table 58 — Definition of the 0IC.r.CSr RESOUICE .....ocuiiiiiii e 136
Table 59 — Properties of the 0iC.I.CSI RESOUICE ......ccuuiiiiiiiiiiiii e 136
Table 60 — Definition of the 0iC.r.roles RESOUICE ..o, 137
Table 61 — Properties of the 0iC.I.roleS RESOUICE .....cviiiiiiiii e 137
Table 62 — Core Resource Properties State .......c.covviiiiiiii e 139
Table 63 — Examples of SENSItiVe Data ......c..ovviiiiiiii e 142
Table 64 — OCF SeCUNtY Profile ... e 150

Table 65 — OCF SVR RAML ..ot 151



		2024-05-04T08:07:09+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




