DIN EN 419212-3:2017-11 (E)

Application Interface for Secure Elements for Electronic Identification, Authentication
and Trusted Services - Part 3: Device authentication protocols; English version EN
419212-3:2017

Contents Page

010 (0] 0L ) 00 (00 ) 0 o 5
0000 o001 10 U0 o 6
1 o0 7
2 NOIMAtiVe FEfEIEINCES . 7
3 Terms and definitions ... ————————————"—_——_—— 7
4 Symbols and abbreviations ... ——————————————————————————, 15
5 Management SUIMMATY . s s s s s 18
5.1 LT 00 1) o T, 18
5.2 What is in behind ... ——————————— 19
5.3 LT 06 T, 20
5.4 Privacy and S@CUTIILY ... ssssssssssssss s s sasss s asass s s asas s 21
5.5 Overview - EU Directive and Regulation ... 21
5.6 L2 Lotk ) L L0 741 2, 22
Annex A (normative) Algorithm Identifiers — Coding and specification ........onnnnnscsnsisinsennans 23
Table A.1 — AlLGIDS. .. AR R AR R R 24
Table A.2 — Coding of byte 3 and 4 (for hash calculation - byte 2 ='01" t0 '0F) ...ccccocusrrrcmsnseseneens 24
Table A.3 — Coding of byte 3 (for digital signature computation - byte 2 = "1X") ..cccsrsrirsrsnsnsnsnnenens 25
Table A.4 — Coding of byte 4 (for digital signature computation - byte 2 = "1X") ..cccursricsssesesesnsnsnns 25
Table A.5 — Coding of byte 3 (for C/S authentication - byte 2 = "2X")...cccvciminsnsmsnsmsmsmssssssssssssssns 25
Table A.6 — Coding of byte 4 (for C/S authentication - byte 2 = "2X")...cccncimimsmnmsmsmnmsmsmsssssssssns 25
Table A.7 — Coding of byte 3 (for key decipherment - byte 2 = '3X')...ccccinnnmsmsnnmsn 26
Table A.8 — Coding of byte 4 (for key decipherment - byte 2 = '3X") ... 26
Table A.9 — Coding of byte 3 (for authentication protocol - byte 2 = "4X")...cccrnssmssssssssssssssssesens 26
Table A.10 — Coding of byte 4 (for authentication protocol - byte 2 = "4X") ...cccvrsssissssssssssnsenens 28
Table A.11 — Coding of byte 3 (for digital signature verification - byte 2 = '9X")...ccccervnrcsnnsesesesnsnnns 28
Table A.12 — Coding of byte 4 (for digital signature verification - byte 2 = '9X")...c.cccouvnrrsnsesesesnsnnns 28
Table A.13 — Coding of byte 3 (for role authentication — byte 2 = "AX')...ccccoinmnmnmnmsmsmsmsnsnsssssssssssssnsnns 29
Table A.14 — Coding of byte 3 (for privacy features - byte 2 = "CX') ..cccurrnsssisssssssmsssssssssssssssssssasans 29
Table A.15 — Coding of byte 4 (for role authentication - byte 2 = 'AX")...ccconnmnsmsnsmssnn. 29
Table A.16 — Coding of byte 4 (for privacy feature - byte 2 = 'CX') ... 29
Table A.17 — 1-byte Algorithm-ID COAING.......cccoumnmnmssmsnsnsmmsmsmsssssssssssmssssssssssssssssssssss s ssssassssssssssens 30
Annex B (Informative) OID VaAlUES....coiiimssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasasassss 32
B.1 OIDs for certificate SiGNAtUIES......omismms s ————————————— 32
Table B.1 — Object identifier values related to a public key in a certificate........cccumnrrrrnrrsssssnnnns 32
B.2 OIDs for Key tranSport ProtoCol... s 32



Table B.2 — Object identifier values for the key transport protocol.........—n——. 33

B.3 OIDs for device authentication With Privacy .....——————————— 33
Table B.3 — Object identifier values for device authentication with privacy ..., 33
B.4 OIDs for password based MechaniSMS ... ————————————— 34
Table B.4 — PACE OIDS ...cocoiiuiuiismsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssessssassssss st st sssssssss st asssss s sssssssssssssssnasasens 34
B.5 OIDS fOr MEAC PrOtOCOL..u s s s s e e 34
B.5.1 OIDs for Chip Device AuthentiCation ......o———————————— 34
Table B.5 — Chip Device Authentication (DES/AES).......ccumnmsssssssssssssssssssssss 34
B.5.2 OIDs for Terminal Device AUthentiCatioN.......ocsmsmnmnmsmsmsmsmssssssss s ssssssnas 35
Table B.6 — Terminal Authentication (RSA/ECDSA)....c.ciimmmmmmmmssssssssssssssssssssssssssssssssssasssssssssses 35
B.6 OIDs fOr Privacy ProtoColS. ... s 36
B.6.1 OIDs for Restricted IdentifiCation.......mssssssss s 36
Table B.7 — OIDs for Restricted Identification...... s 36
Table B.8 — OIDs for use in certificate eXteNSION ... ————— 36
B.6.2 OIDs for Restricted IdentifiCation.......csssss——— 36
Table B.9 — OIDs for use in auxiliary data verification ... 36
B.7 OIDs for mEAC based eServices - OIDs for Terminal Device Authentication in mEAC-

DASEA @SEIVICES ..uvrcrcrisisiesisnsssssssssii s s AR AR R 36
Table B.10 — OID values for the mEAC Terminal Authentication.........————s 36
B.8 OIDs for the PCA MeChANISIN ... sssssssssssssssssssssssens 37
Table B.11 — OID for the PCA MeChaniSI..... i sssssssssssssssssasasasssses 37
Annex C (informative) Build scheme for object identifiers defined by EN 419212.........ccoummmmmsnnens 38
Figure C.1 — Build scheme for MEAC OIDS ... sssssssssssssssssssssssssssssses 39
Annex D (informative) Tutorial on Signature Technology ..........cuu————— 40
D.1 =3 1 1) - 40
D.2  Signatures and KeYS ... s s s sasssss s s ases 41
Table D.1 — Generating RSA Keys....sssssssssssssssssssssssssss s 42
D.3 SiGNING AOCUIMENLS ...uccirrisismsnssssssssssssss s E RS e AR E SRR AR AR SRR AR AR R e e e e R R RS 42
D.4  AbOUL CertifiCates....c s ——————————————— 43
D.5 The “Chain Of tIUST” ... —————————————————————————— 44
D.6 Multi step Signature SeNeration ... ————————————————— 44
D TR0 T € ) 1 1) i | 44
D.6.2 Device authentication ProtocCols .....mm————————————-—-———;, 44
D.6.3  SECUTE MESSAZINEG . .ururrrrrssessssssssssssssssssissssssssssessssasssssss s ssasass s SRR SRR SRR R R AR AR 45
D.6.4 Password based device authentiCation ... ———————— 45
LD TR o 00 ) 1 1 45
D.7  Signing the dOCUMENt.....cciiisisssiisss s AR 46



Annex E (informative) Guide to the EN 419212 .....ccimmmmmmsssssssssssssssssssssssssssssssssssssssssss 47

E.1 From EN 14890 t0 EN 41921 2.......ccccuinmmmmimsmsmssssmssissssssssssssssssssssssssssssssassssssasssssssssssssssssssssssssssssassssssanses 47
E.2 The EU Regulation 910/2014 and the Directive 1999 /93 /EU.......cccummmmmmmsmsmsnssssssssssssssssassnss 48
E.3 Secure EIeMents (SE) ... ssssssssssssssss s sssssssssssssssssasasases 48
E.4 Specific protection required for contactless integrated Circuits ... 49
D - 11 i 49
E.4.2 Eavesdropping attacks ... s sssssssssasases 49
E.4.3 SKIMMING attacCK...uisssscccssssnsssssssssssssssssssss s s ssanas 49
DR 0 T 2] U2 2 - U 49
E.4.5 Denial of Service (D0S) attackK ... 49
DO ST 010110 ¢ L) 04 P 1] 1) T, 50
E.5 The Human-Machine INterface......mmssssssssssssssssss 50
E.6 Communications with the ICC and with the USer ... ——————— 50
E.7 Information that should be initally communicated by the ICC to the IFD ........ccciirricicicnnas 51
E.8 User agreement USIiNG PINS........ s sssssssssssssssssssnsssssssassssssas 51
E.9 PIN UNIOCKING.....inireisisinsmssssssscssssssmsssssssssssssssssssssss s s s sssss s sasass st s s sanans 52
D00 I T o 1\ B ¥ 52
E.11 User agreement using biometric information. ... 52
E.12 User control using a local display and a local Keyboard ... 52
165 T 0= 1 o/ P21 0 0 ) Fz= 100 ) 13 53
D000 S 00 B T 1 1) | 53
E.13.2 eSign card apPliCation ... ss s s s s seaes 53
E.13.3 Device authentication mechanisms........ s ———————— 53
E.13.4 Document Decryption mecChaniSms ... s sssssssssssses 53
E.14 Signature-/Seal funCtions......s s e 53
O I 0 1 U] T 53
E.14.2 Digital signature/seal Creation ... 54
E.14.3 Digital signature verification.......usss———————— 54
E.14.4 Identification and authentication SEIViCe.......mn—————— 54
23 10) U0 1 1] 4 56



		2026-07-01T19:52:50+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




