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Information technology - Security techniques - Cryptographic techniques based on
elliptic curves - Part 5: Elliptic cu rve generation

Contents Page
[0 T o o iv
0 £ Yo 11T 3 T o O \'
1 S o o o - 1
2 NOIrMative referenCes ...t ————— 1
3 BT 4 3= 1 Lo Lo 1= 3 T 4 T Y 1
4 Symbols and conversion fUNCLIONS ... e nme e e nns 2
4.1 853 .4 o - SR 2
4.2 ConVversion fUNCLIONS ..o 3
5 Framework for elliptic curve generation ..........cccciiiiiiiini s 3
5.1 Types of trusted elliptic CUIVe ... 3
5.2 Overview of elliptic curve generation ..........ccccovieimin e ————— 3
6 Verifiablypseudo-randomellipticcurvegeneration ...........ccccciivimininiiii e, 4
6.1 =Y o = - | 4
6.2 Constructing verifiably pseudo-random elliptic curves (prime case) ........cccceeeecerrrcccererccecenns 4
6.2.1 Construction algorithm ... e sss e mn e e e e s n e nnnn 4
6.2.2 Test for near Primality ........cccccciiiiicciiiirr e s s snsn e e e ee s e s s nnme e e e e eesan s nnmnnnnees 5
6.2.3 Finding a point of large prime Order ... ociiiniiiscccsecrre s sssne e e e snme e e ees 5
6.2.4 Verification of elliptic curve pseudo-randomness ..........ccccciiriiirinni . 6
6.3 Constructing verifiably pseudo-random elliptic curves (binary case) .......cccccccvcririicnniicinennn, 7
6.3.1 Construction algorithm ... ——————— 7
6.3.2 Verification of elliptic curve pseudo-randomness ... 8
7 Constructing elliptic curves by complex multiplication ... 8
71 General construction (Prime CASE) .......ccccvrrecrerrrrsrerrassnrrrasssmrers s s e e e s s sme e e s s ssme e e e s s smnesssssnnessssnnees 8
7.2 Miyaji-Nakabayashi-Takano (MNT) CUIVE .......ccccccmiirermerrnssneersssssseessssme s ssssmsesssssmsesssssmsesesssnnenes 9
7.3 Barreto-Naehrig (BN) CUIVE ...........ooiiiiirrecrrrsssereressssese s ssse s s sm e s es s me e s me e e e smn e e s smme s s smmn s 10
7.4 Freeman CUIVE (F CUIVE) ......iiiiiiiccciecciessresssssssssns s ss s sssss s sssnme s e s s ssssssssssmnn s e s s essnssssnnmsnsnsssssssnnnns 1
7.5 COCKS-PINCh (CP) CUIVE ...ttt ceecer s n s sn s sss s e s s s s s s msss s e e e s s s s samn e e e e e e s e s s mmnnn e en s s snnnne 13
8 Constructing elliptic curves by lifting .........cccciiiiiiiiniii e — 13
Annex A (informative) Background information on elliptic curves .........ccccoiiiiiimiincccnccce s 15
Annex B (informative) Background information on elliptic curve cryptosystems ..........cccccoviiimnrininnnn 17
Annex C (informative) Numerical @Xamples ........ccccoiiiooimiricrcrmnrncre e e 20

Annex D (informative) Summary of properties of elliptic curves generated by the complex
multiplication Method ............. e nn e e ee s annns 28

[ T0 o 1o =T ] 13T/ 29



		2026-07-12T10:29:56+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




