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Information technology - Security techniques - A framework for identity management
- Part 3: Practice

Contents Page
0T =T o iv
0 £ Yo 11T 3 T o O \'
1 S o o o - 1
2 Normative referenCes ... e 1
3 BT 4 3= 1 Lo Lo 1= 3 T 4 T Y 1
4 Symbols and abbreviated terms ... —————————————— 2
5 Mitigating identity related risk in managing identity information ............cccoooccirnniiii s 2
5.1 (0 1YY = 2
5.2 L= Q= T =TT 1 1= S 2
5.3 Assurance in identity information ... ————— 3
5.3.1 = T - | N 3
5.3.2 Identity Proofing ... —————————————————— 3
5.3.3 L0 =0 1= 01 - N 3
5.3.4 0 L= o T o T 1= 3
6 Identityinformationandidentifiers ..........ccccoriiicciciin s ——————————— 4
6.1 L0 1= YT Y 4
6.2 Policy on accessing identity information ... ——— 4
6.3 o 1= 01 =T NS 4
6.3.1 = 4 =T - N 4
6.3.2 Categorization of identifier by the type of entity to which the identifier is linked 4 6.3.3
Categorization of identifier by the nature of linking ..........ccccoiiriiminii 5
6.3.4 Categorization of identifier by the grouping of entities ...........ccoccriiiiiininriiccic e, 6
6.3.5 Management of identifiers ... ——————— 6
7 Auditing identity information USAQe .........ccccerireciiiircci e 6
8 Control objectives and CONLIolS ..........cccccccemiiiiiiiccccerrrr s ssr e e s s smme e e e e s snnnnns 6
8.1 =Y o = - | 6
8.2 Contextual components for CONrol ... s smr e e s ennnes 7
8.21 Establishing an identity management system ..........cccconiiiminni s 7
8.2.2 Establishing identity information ... ———— 9
8.2.3 Managing identity information ... —————— 10
8.3 Architectural components for control ................ i ——— 1
8.3.1 Establishing an identity management system .........cccccoiiiiinnis 1
8.3.2 Controlling an identity management System ..........cccooiiireriirircccerrs e 13

Annex A (normative) Practice of managing identity information in a federation of identity
L0 T T= T 1=Y 4 ToY LS V25 =T o 1S 15

Annex B (normative) Identity management practice using attribute-based credentials to enhance
Privacy ProteCtion ... 24

[ T] 0 [T =T ] 13T/ 31



		2026-04-20T01:53:00+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




