ISO/IEC TS 33072:2016-07 (E)

Information technology - Process assessment - Process capability assessment
model for information security management

Contents Page
0T =T o '
0o Yo 11T 3 T o vi

1 S o o o - 1

2 Normative referenCes ... e 1

3 Terms and definitioNS ........ccooiiceciiiicce e e mn e s e nnnee 1

4 Overview of the Process Assessment Model ..........cccoomiiiiinincrmnnnncsrr e 2
41 INtroduction 10 OVEIVIEW ..o s e e 2
4.2 Structure of the Process Assessment Model ... 3
421 g Yo === NS 3
4.2.2 g Yo =T= 3 [ 4 0 T=Y o 1= 1o o NS 4
4.2.3 Capability dimension ... —————————— 4
4.3 AssessmeNnt INAICALOrS ... e 6
4.31 Process Capability INdicators ... 7
4.3.2 Process Performance INdiCators ... 8
44 Measuring process capability ..o —————————————— 9
5 The process dimension and process performance indicators (Level 1) ..........ccccovvmrveernnnnee. 10
5.1 =Y o =1 - | 10
5.2 ORG.1 Asset MaNAgEMENT ........cccciiiiiiiiicirecrrrre e rssssssssn e e e s s s sssssssssne e e e e ssssssssnnne e e e s sessssssnnnneensssnsnnns 1

5.3 TEC.01 Capacity management ... s s ssss s s ssss s s sssss s s ssssassssans 12
5.4 TEC.02 Change ManagemeNnt .........cccceiiiierriiiiminiinisrss s ssssss s sssssss s s ssss s sssssss s s ssssss s s ssssnssssans 13
5.5 COM.01 Communication management ... 13
5.6 TEC.03 Configuration management ...........cccociiiiirisnns s 14
5.7 COM.02 Documentation management ...........cccccimiiniiinsr s 15
5.8 ORG.2 Equipment management ... ssmsse s smss s mms e s s s 17
5.9 ORG.3 Human resource employment management ...........cccccvreecmmircnseerssssmeesssssmeesssssmeessssanes 18
5.10 COM.03 Human resource management ..........ccccccerrreesrerrssamersssssesssssssessssssesssssansesssssnsessnsanes 19
5.11 COM.04 IMPrOVEMENL .....ccoeiiicceciiiriieisscsssmne e e e e e s s s s s ssmme e e e s eesassssnms s e e e eessasssnnmseeeesessssssnnnnenssssssnnnns 20
5.12 TEC.04 Incident ManagemeENnt ........ccccceiiiiccinmimnesiissscssssme e e e s s sssssssmsss s e s sssssssssssssessesssssssnnmesessnnnns 21

513 ORG.4 Infrastructure and work environment ............cccciiiicisiminnnsrrrcre e 21

5.14 COM.O5 Internal audit ..........ccccooiiiiiiiiir s e e 22
5.15 QLI LRy T 0T T 1= = o 11 o L 23
5.16 COM.06 Management FEVIBW .........ccceiicieeriiiismnsinisss s ssssss s ssss s sass s s sams s s samn s s smn e s ann s 24
517 COM.07 Non-conformity management ...........cccccccmriiienniinsrnsr e s 25
5.18 COM.09 Operational implementation and control .............. s 26
519 COM.08 Operational Planning ... e mmn e s senmnes 27
5.20 COM.10 Performance evaluation ...........ccccocceceriinceemrrnsceer e e sms e s s smn e s s s s 29
5.21 TEC.05 Product/SEerviCe rel@ase .........ccccuceeeerrresiernsesrersnssnsesssssssesssssssesssssssesssssssessssssssesesssnsesenss 30
5.22 TEC.08 Product/Service/System requirements .........ccccccerrreererrnssserrsssssresssssneesssssseesssssneesenas 31

5.23 COM.11 Risk and opportunity management ...........cccccceviricccismmererennsssssssssssessssssssssssssssssssssssssns 32
5.24 TEC.06 Service availability management .............ooc s e 33
5.25 TEC.07 Service continuity management .........ccccccccccccmmimmiinnscssssmeres s ss s s sssse e e s sssssssssmssssssessas 34
5.26 ORG.5 Supplier Management ... 34
5.27 TEC.09 Technical data preservation and reCoVery ..........cccoiimiinniin . 35
6 Process capability indicators ..o ————— 36



6.1 L0 e Yo 11T o) 36
6.2 Process capability levels and process attributes ... 36
6.2.1 Process capability Level 0: Incomplete pProCess .........ccooriimimiiinicncsmmnsn s 36
6.2.2 Process capability Level 1: Performed ProCess ..........cccoueeeceerircsmerisssmersssssesssssmsesssssmsesssssmeees 36
6.2.3 Process capability Level 2: Managed ProCess .........ccccciimmmmnmiinnsssssmsssss s ssssnnes 37
6.2.4 Process capability Level 3: Established process ..........cccoovmimmiiincccssscennns e ss e 42
6.2.5 Process capability Level 4: Predictable process ........ccccccovmrmmriiiscccssseceres s sssesee s e ssssssssnnes 46
6.2.6 Process capability Level 5: Innovating ProCess ........cccoccccecmrmmiiiiscccssssceres s sssssee s s ssssssssnnes 51
6.3 Related processes for process attributes ...........cccocieiiiiiicic s ———————— 55
Annex A (informative) Conformity of the process assessment model ...........cccociiiiiiiiiiiiicncinniens 57
AA L0 e Yo 11 o) 57
A.2 Requirements for process assessment Models .......c.ccoocccccriiiiinccccccscernne s 57
A.21 0 e Yo 11 o ) 57
A.2.2 Process assessment Model SCOPE .....cccccriririririirnrrsrrsrsrrrrs s s s s s s s s s s s s s s s s s s s s s s s s s s s ss s s se s s s s s e e e nnns 57
A.2.3 Requirements for process assessment MOdels .........coocccceceiimiiiccccccsceeer e 58
A.24 Assessment iINdICAtOrS ... 58
A.25 Mapping process assessment models to process reference models ........cccccccmverriiiicciineenns 59
A.2.6 Expression of assessment results ... ——— 61
Annex B (informative) Input and output characteristics .........ccccociiiiiiciiiicc 62
B.1 7= T - 62
B.2 Generic iNput and OULPULS ... e s mmmn e e 63
B.3 Specific iNputs and OULPULES ..........eeeiiiiiiiiccccrrr s e e e e s s n e e e s 67
CA1 Associations of base practices with requirements ... —— 98
C.2 Associations of requirements with base practices .........cccccomiiiiicccic s 136
C.3 Base practices that have no associated requirements .........ccccceeiiccciirien s, 180
=71 o 1T =T ] 13T/ 183



		2024-05-03T21:28:13+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




