ISO/IEC 20922:2016-06 (E)

Information technology - Message Queuing Telemetry Transport (MQTT) v3.1.1

Table of Contents

1 [a] (geTe [N Tex i o] o FRERRR TP 9
1.1 0rganization Of MQTT .....oo ittt ettt b e st e bt e e shb e e s be e e sab e e eabe e e abbeesbeeenneeesaee 9
7 =T 1171 o] (o T | RS OTPP 9
1.3 NOIrMAtiVE FEFEIENCES ...t e e e e e e e e e e st ee e e e e e e s e nnnnrneeeeeens 10
1.4 Non normative referEnCES .........oooo i 1
1.5 Data repreSeNntations ... e e e 13

ST = 71 (OSSPSR 13
1.5.2 INteger data VAIUES ......ccooeiiiie ettt et e e et e e e e nb e e e e nnaeeeeen 13
1.5.3 UTF-8 €nCOAEd StrNGS ... ..ttt e e e e e e e e et e e e e e e e e e eaneeeeeeeeeeeaannneees 13
(I =L 1T g o W eTo] o NVZ=T o1 { o] o -SSR 15

2 MQTT Control Packet FOrMALt .........cooiiiiiiie et e e e e e e e e e e e e e sennraneeeaeeeeanns 16
2.1 Structure of an MQTT Control Packet ... 16
2.2 FIXEA NEAUEK ... 16

2.2.1 MQTT Control PaCKet tYPe........oeeiiiiiieiiiiiee e 16
D ol =T 1 SR URRTPRRN 17
2.2.3 Remaining LeNnGth .. ... e e 18
2.3 Variable hEader ... 19
D B I = Vot = [ [T T USRS 20
DA - 1] [0 Y- To [P 21

3 MQTT CONrOl PACKETS .....eiiiiiiiie ittt e e et e e e e b e e e e enbeeeeeaneee 23

3.1 CONNECT - Client requests @ CONNECLION 10 @ SEIVET.........ccvviiiiiiiiiiiieee e e e 23
B FIXEA NBAGET ... e 23
3. 1.2 Variable NEAUET ... e e e e e e e e e as 23
313 PAYIOAA. ... e e e e e 29
G TR R =] 0T 1= 30

3.2 CONNACK — Acknowledge conNECtion rEQUEST...........ooiiiiiiiiiiiei et 31
B2 FIXEA NBAUET ... . 31
3.2.2VAriable NEAUEK ... .o ———— 31
B I -1 o =T F SRR 33

3.3 PUBLISH — PUDBIiSh MESSAQE ...ttt e e e e e e e e s e e e e e e e eaans 33
B TR Nt I b= I 1= T Lo = SO R 33
3.3.2VAriable NEAUEK ... ———— 35
3.3.3 PayIOaq. .. e ———————— 36
B TR =] oo ) <SSR 36
.30 AT ONS . ————————— 36

3.4 PUBACK — Publish acknowledgement ... 37
B4 FIXEA NBATET ... e ——— 37
B Y= T T= o) (= 1= = Lo = SO 37
K G I =Y (o =T RSP 37
B4 4 AT ONS .. ———— 37

3.5 PUBREC — Publish received (QoS 2 publish received, part 1) ..o 37
3.5 FIXEA NBATET ... .. 38
BRI Y= T T= o) (= 1= = Lo =T SR 38



BTG I -1 o =T RO SRPPRPRR 38

3. 5.4 ACHIONS .. 38
3.6 PUBREL — Publish release (QoS 2 publish received, part 2)........cccocceeiiiiieiiiiiee e 38
3.8.1 FIXEA NBATET ... ..o 38
3.6.2Variable hEader ........ccooo i 39
B G JRC I =1 [o =T H PRSPPI 39
38,4 ACHIONS .. 39
3.7 PUBCOMP — Publish complete (QoS 2 publish received, part 3).......ccccoviiieiiiiiiineiiiee e, 39
BT A FIXEAd NEATE ... 39
3.7.2Variable hEader .......ccooo e 40
B G I - 1 o - T PO SRPPPPRR 40
BT ACHIONS ... 40
3.8 SUBSCRIBE - SUDSCHDE 10 TOPICS .....uvviiiiiie ittt et e e e e e e e e e st e e eeaae e s 40
38 A FIXEA NEATET ... 40
3.8.2 Variable NEAUET .....coi it a e eas 40
RS2 I -1 (o = o RSP 41
I I =TT oo 1 SRS 42
3.9 SUBACK — Subscribe acknowledgement..............ueiiiiiiiiiiieiie e e e 43
391 FIXed NEATET ..... . 44
3.9.2 Variable NEAUET .....cooi it a e eas 44
3.9.3 PAYIOAA. ...t e b e e s b et e e e et e e e e e aabeee e e e 44
3.10 UNSUBSCRIBE — Unsubscribe from topiCs .........coiiiiiiiiiiieee e 45
B T T I b= o =T Vo = RO SRPPPRR 45
3.10.2 Variable hEader ... 45
B T 0T - 1Y/ o T Vo PSR PPPRR 46
B T 0 =T Lo ) ] YOS 46
3.11 UNSUBACK — Unsubscribe acknowledgement..............occuiiiiiiiiiiiiine e 47
R T B P T Yo =T Vo = RS PPPRR 47
3.11.2Variable hQader ... 47
B AL B PAYIOAA. .. .. 48
3. 12 PINGREQ — PING FEQUEST ...eeeiieieiiiiiiee ettt ettt e e e e e ettt e e e e e e st e e e e e e e e e s nnnnneeeeeeeaan 48
B A2 FIXEA NBAUET ... .. 48
3.12.2Variable hEaUEN ........coo oo 48
T Dl 1Y o= RS SRPUPRP 48
T B B S =T oo ] 1T YRR 48
3. 13 PINGRESP — PING FESPONSE ....iiiiiiiiee ettt e e e e ettt e e e e e st e e e e e e e s e nnnaeeeeaaeeeaannnneeeeeaeanan 48
B A3 FIXEA NBAUET ... ..o 48
3.13.2Variable hEader ........cooo oo 49
I T BT B =Y o =T OSSR PPRRP 49
3.14 DISCONNECT — Disconnect notification...............oooiiiiiiiiiiiiiic e 49
B A4 A FIXeA NBAUET ... ..o 49
3.14.2Variable hEader .........cooo oo 49
3143 PAYIOaq.......c.eeeiiiiieiee e e e e e e e e e e e e bae e e e s ba e e e e et reeeearraaaaaans 49
K B R =TT o o] T PSR PRPRR 49
OperationNal DENAVION ..........coo i e e e e e e e e e e e e e aareaee s 51



N IS (o] T g T = =) (-SSRSO 51

4.1.1 Non normative €XamPIe .........ooiiii et e e e e e e eas 51
A N = oy N @703 o 1= Tex 1] LSRR 52
4.3 Quality of Service levels and protoCol fIOWS ...........cooiiiiiiiiiiiii e 52

4.3.1 QOS 0: At MOSt ONCE AEIIVETY ......oiiiiiiiie e 52

4.3.2 Q0S 1: At 1€aSt ONCE EIIVEIY .....eoiiiiiiii et s e e e nnneeee s 53

4.3.3 QO0S 2: EXACHY ONCE AEIIVETY .....eeiiiieiiii et 54
|V [T ST= To [N [ A=Y oY =Y PPN 55
Y 1= Lo Lo (=T et o) A OO PR ORI 56
Y 1=t Te L o] o [T o o o OO SRR 56
4.7 Topic Names and TOPIC FIEIS .......ovviiiiiiiiieeieeeeieeeeeee ettt eeeeeeeseaeseeesesesssssnnnees 57

0t T I o oL/ 1 o o= o S 57

4.7.2 Topics beginning WIth $ ...ttt e eae e 58

4.7.3 TOPIC SEMANLIC @NA USAGE ..eeiiiiiieiiiiiiie ettt ettt ettt e e ab e e s ane e e e snn e e e e s ennneee s 58
I F= T o | T o =T 4 o] PPNt 59

Y= Yo U] ] 4SSO UR TR PPOP 60
0 ] oo (U1 i o T o S USRS 60
5.2 MQTT solutions: security and certification.............ccoooiiri e 60
5.3 Lightweight cryptography and constrained deViCes...........cc.ueiiiiiiiiiiiiiie e 61
5.4 Implementation NOES ... 61

5.4.1 Authentication of Clients by the Server ... 61

5.4.2 Authorization of Clients by the Server............c..o e 61

5.4.3 Authentication of the Server by the Client.............oooo e 61

5.4 .4 Integrity of Application Messages and Control Packets...........cccooociiiiiieiiiiicci e, 62

5.4.5 Privacy of Application Messages and Control Packets.........cccccoiiiiiiiiiiiiiiiieee, 62

5.4.6 Non-repudiation of message tranSMISSION .........ccoiiuiiiiiiiiiii e 62

5.4.7 Detecting compromise of Clients and SErvers ..........coooiiiiiiiiiii i 62

5.4.8 Detecting abnormal behaviors........ ... 63

5.4.9 Other security CONSIAEratiONS ...........eiii it e e e e e b e e e aaes 63

5.4.10 USE OF SOCKS ...ttt ettt ettt e et ettt eeat e e et e e e be e e ambeeeaaeeesmteeenbeeesnreeennes 64

5.4.11 SECUNLY PrOfilES .. ..ttt e ettt e e e st e e e sbe e e e e snbeeeeeanes 64

Using WebSocket as a network transport ......... ..o 65
6.1 JANA CONSIAEIAtIONS ...ttt e e e e e e et e e e e e e e e s nee e e e e e e e e aannnneeeeaaeaan 65

(070] 41 0] 4.0 F=1 o Tt SR PUPRRR 66
% B O7e] 1 o]y g =T g Lot T = T (SRR 66

A R O ST - SR SRPRPRRR 66

A I |V @ B O = o | SO SRR 66

Appendix A. Acknowledgements (NON NOMALIVE)..........oiiiiiiiiiiiiiie e e 68
Appendix B. Mandatory normative statements (non normative) ..........ccocceeiiiiiiiiii e, 70
Appendix C. Revision history (NON NOrMative) ..........coiiiiiiii e 80



Table of Figures and Tables

Figure 1.1 Structure of UTF-8 @ncoded STHNGS ......ccoiuiiiiiiiiie e s et e e st e e e e sneeeessneeeeeaneeeeeanns 13
Figure 1.2 UTF-8 encoded string Non normative @Xample...........c.ouiniuiiiii e 14
Figure 2.1 — Structure of an MQTT CoNtrol PAcCKet ............uiiiiiiiiii e 16
Figure 2.2 - Fixed header fOMMAL . ...........ooi ittt et e e et e e st e e e e an et e e e eeneeeeeenneeeeaneeeeeanns 16
Table 2.1 - CONtrol PACKET TYPES .......ueiiieiiieeeiit ettt e et e e e et e e e et e e s ae e e e e amteeeeanteeesanneeeeanseeeeeneeeesannes 16
TADIE 2.2 = FIAQ BitS ...ttt a e et e et e e e b et e e hnr e e e b e e e e p e e nnes 17
Table 2.4 Size of Remaining LeNgth field...........ooo i st e et e et s e 18
Figure 2.3 - Packet I[dentifier DYIES. ........ooi it 20
Table 2.5 - Control Packets that contain a Packet [dentifier...........cooiiiiiii e 20
Table 2.6 - Control Packets that contain @ Payload ..............c.ooiiiiiiiiiiiiee e 21
Figure 3.1 — CONNECT Packet fiXed NEATET ...........oouiiiiiiiii et e e e e 23
Figure 3.2 - ProtoCol NamME DYLES......cooi ettt e e e e et e e e e e e e e et e e e e e e e e e neneeeeaeaeaan 23
Figure 3.3 - ProtOCOI LEVEI DYLE ...ttt ettt e e e ettt e e e e e e st e e e e e e e neneeeeaeeeean 24
Figure 3.4 - CoNNECE FIag DS .......ueiiiiiiiie ettt et e e et e e s ean e e e e anbeee e e 24
Figure 3.5 Keep AlIVE DYIES ...ttt ettt e e e e ettt e e e e e s nnt e e e e e e e e e aneneeeeaaeean 27
Figure 3.6 - Variable header non Normative @XamPIe ..........oio i 28
FIGUure 3.7 - PASSWOIA DYEES .....coieiiiiiiiiii ittt e et e e ettt e s ab et e e aa bt e e ebee e e s naeeeeanbeeeeaans 30
Figure 3.8 — CONNACK Packet fiXed NEAET ..........ocuuiiiiiiii et e e e e e e e s nnee e e e aneeeeeenes 31
Figure 3.9 — CONNACK Packet variable NEader...........cooouiiiiiiii et 31
Table 3.1 — Connect REtUMN COAE VAIUES .........c..oiiiiiiiii ittt sttt enne e 32
Figure 3.10 — PUBLISH Packet fiXed NEAAET ...........oieiiieiiie et e e e e e e e s enee e e e aneeeeeenes 33
Table 3.2 - QOS AEfiNITIONS ....ccoiiiiie it a e et e bttt e e aa bt e e e b et e s b e e e e et e e e ente e e e 34
Table 3.3 - Publish Packet non normative @Xample ...... ... s 35
Figure 3.11 - Publish Packet variable header non normative eXample .............cccoiiiiiiiiiiiiiiee e 35
Table 3.4 - Expected Publish Packet rESPONSE.........uuu s 36
Figure 3.12 - PUBACK Packet fiXed NEAAET ..........ooiiiiiieiiie ettt e e e e e e e e s enee e e e aneeeeeanes 37
Figure 3.13 — PUBACK Packet variable NEAAET ............coo it 37
Figure 3.14 — PUBREC Packet fiXed NEAAET ..........coiiiiiiii ettt e e e e e e aneeeeeenes 38
Figure 3.15 — PUBREC Packet variable NEAJET ...........cooiuiiiiiiiii et 38
Figure 3.16 — PUBREL Packet fiIXed NEAAET ...........uviiiiiii ettt e e e e e s e e e e e e st nnaeeaaeeean 38
Figure 3.17 — PUBREL Packet variable REader .............oo it e e a e 39
Figure 3.18 — PUBCOMP Packet fiIXed NEAAEBT ..........ooiiiiiiiiiiiii ettt e e e e e e e e e st nraeeaaeeean 39
Figure 3.19 — PUBCOMP Packet variable NEAdEr ...........oo i e e e e e 40
Figure 3.20 — SUBSCRIBE Packet fiXed NEAUET .........ccooi et a e e eaa e 40
Figure 3.21 - Variable header with a Packet Identifier of 10, Non normative example ............ccccoceeiiiiiiiiee s 41
Figure 3.22 — SUBSCRIBE Packet payload fOrmat............oueiiiiiiiii et a e e e e e 41
Table 3.5 - Payload NON NOMMAtiVe EXAMPIE .......c.iieiiiiiiiiiiee ettt e ettt e e e e e et e e e e e e s e sae e e e e eeeseannsreeeeeeeeannsaeeeas 42
Figure 3.23 - Payload byte format non NOrmative @Xample..........ccoiuiiiiiiiiie i 42
Figure 3.24 — SUBACK Packet fiXed hEAEN............eeiiiiiie et e e e e e e e e e e 44
Figure 3.25 — SUBACK Packet variable NEATET .............cooiiiiiiiiie ettt e e e e e s araeeaaeeean 44
Figure 3.26 — SUBACK Packet payload fOrmMat.............ooo it 44
Table 3.6 - Payload NoN NOrMAatiVE EXAMIPIE .......ocoiiiiiiiiee et s e e e e e s 45
Figure 3.27 - Payload byte format non normative €Xample............cooiiiiiiiiii i e e 45
Figure 3.28 — UNSUBSCRIBE Packet Fixed NEAAE ........c.uoiiiiiiiiiie ettt 45
Figure 3.29 — UNSUBSCRIBE Packet variable NEadET...............ooiiiiiiiiiiiiii ettt a e e e 45
Table3.7 - Payload NnON NOrMative EXAMPIE...... ... s 46
Figure 3.30 - Payload byte format non normative eXample............oouiiiiiiiii e 46



Figure 3.31 — UNSUBACK Packet fiXed NEATET............oooiiiiiiiiiie et 47

Figure 3.32 — UNSUBACK Packet variable hadET...........c..ooi it e e e e e 47
Figure 3.33 — PINGREQ Packet fiXed NEAUET ..........oo.uiiiiiiii et 48
Figure 3.34 — PINGRESP Packet fiXed NEATET ............oiiiiiiiiiiee et 48
Figure 3.35 — DISCONNECT Packet fixed hEaET..........cccuuiiiiiee e e e e 49
Figure 4.1 — QoS 0 protocol flow diagram, Non NOrMative EXamMPIE.......cc.uiiiiuiiiiiiiie e 52
Figure 4.2 — QoS 1 protocol flow diagram, non NOrmMative @Xample...........c.cueiiiiiiiiiiiieiee e 53
Figure 4.3 — QoS 2 protocol flow diagram, non Normative @Xample...........c.cueeiiiiiiiiiiie i 54

Figure 6.1 - IANA WebSocket Identifier



		2026-06-17T22:40:26+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




