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systems - NFC Security - Par t 2: NFC-SEC cryptography standard using ECDH and
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Contents Page
0T =T o '
Yo 11T T o vi
1 5 o o o - SRS 1
2 CONFOIMANCE ...eeeiiii i 1
3 NOIrmMative refereNCEeS ... s smn e s e e s e smnn e e e e es s nmnmnnnns 1
4 Terms and definitioNs ... 2
5 Conventions and NOtAtioNS ... ———————— 2
5.1 L0 o 2= (=Y T 1 To o R 2
5.2 Hexadecimal NUMDEIKS ... s s s mnmn e 2
6 X o2 o 0 10 TS 2
7 LT T - N 3
8 Protocol Identifier (PID) ... s s s s san e e 3
9 T 11 Y= S 3
9.1 LG T =TT 4 =T o 4
9.1.1 L0 T = S 4
9.1.2 EC Key Pair Generation Primitive ..........ccccoooiiiieiimincccrr e sece s e e e e 4
9.1.3 EC Public key validation ... r s smre s s e s e e s e e e smm e e e e mn e nas 4
9.1.4 ECDH secret value derivation Primitive ..........cccccmiiiininn s 4
9.1.5 RANAOM NONCES ....eeiiieiiiirier i s e e e R e e a e e e e e n e e e nn e nas 4
9.2 Key Derivation FUNCLIONS .......ccooiiiiiiiciciiri s ccsssrss s s s sss s s s s e s s s s ssmsns s e e e s e s s s smnnn e s e sesssnnnnnnnes 5
9.2.1 L T o g 1 V=0 5
9.2.2 L T o 1 V=0T 0o o 5
9.3 (3L = T = 5
9.4 Key Confirmation ... 6
9.4.1 Key confirmation tag generation ...........cccciniii s ——————- 6
9.4.2 Key confirmation tag verification ..o —————_— 6
9.5 Data ENCrYPLtioN ...t s s e 6
9.5.1 Initial value of COUNEr (IV) ... e e 6
9.5.2 L T2 377 01T o S 6
9.5.3 [ 1= o2 V7 o 1 o o SN 7
9.6 [T - T 1) =Y o | 1 /OSSP 7
9.6.1 Protect data integrity ... ——————————————— 7
9.6.2 Check data integrity ..o ——————— 7
9.7 Message Sequence INtegrity ... ——— 7
10 [ T 1= 0o T 0 )= =T e o =S 7
101 Integer-to-Octet-String CONVErSioN ... 7
10.2 Octet-String-to-Integer CONVEIrSIiON .........coiiccciriircirrinssnrrress e e e s s es s sme e ss s s e s s ssme e e s s meesssnnes 7
10.3 Point-to-Octet-String CONVErSIiON .........ccciccoiiiircicirrrsserrrssssr e res e e ssss s se s e ss s s e sessneessssnseneas 8



10.4 Octet-String-to-Point CONVEIrSIiON .........cccciiiiniiiiisnir s 8

11 SSE and SCH service iNVOCAtION ..........occcciiiiceirirccce e smr e s s ssr e smn e s e s e e smne e nanes 8
111 = = [T LT | 1= 9
11.2 GV Ve == 4 =T o 10
11.21 Sender (A) Transformation .........ccccccciiiiiiiicciiseirrr e s s s e re s s s snms s e e e e e s s s snmnnneenenas 10
11.2.2 Recipient (B) Transformation ...........ccccccciiiiiiiicciscriins s sscssssse s ss s ssssse s n s s s s s ssmmn s s e e s sessssnmnnes 10
113 GV L= Y 1T o SN 1
11.3.1 Sender (A) Transformation ... —————————— 1
11.3.2 Recipient (B) Transformation ... 1
1.4 Key Confirmation ... 1
11.4.1 Sender (A) Transformation ... ————————— 1
11.4.2 Recipient (B) Transformation ... 12
12 5T 04 5 e F- 1 T e g F=T o T [ 12
121 o (= o =T - 1) o 13
12.2 (D T T o] 3 = o ' - S 13
12.21 RS =T 3T N 13
12.2.2 RECEIVE .ottt 13
Annex A (normative) AES-XCBC-PRF-128 and AES-XCBC-MAC-96 algorithms ...........cccccecnriiiiiniininnes 15
A1 AES-XCBC-PRF-128 ......ccciiiiiiiiriiiriinisi i s s s s s s s s sass s an s s n e s as s asamssasnn s nn s 15
A.2 AES-XCBC-MAC-96 .....oociririnirirnrisiirisssssissssssssssasssssssss s as s sss s s as s s eas s s ms Saean e b as s e ab e snmnaane s nn s 15
Annex B (Normative) FIelds SiZeS ........cccciriiieciiiiieriirrscrr e ssssre e ssssme e s mn e ssssmn s e s e e e ensmn e e nnnnes 16
Annex C (informative) Informative references .........ccccociriececirircecerrrr e e 17



		2026-06-29T14:23:05+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




