DIN CEN/TS 419221-4:2016-10 (E)

Protection Profiles for TSP cryptographic modules - Part 4: Cryptographic m odule
for CSP signing operations without backup; English version CEN/TS 419221-4:2016

Contents Page
D000 0] 0T ) 00 00 a0 ) o . 4
5 U o0 1o L0 () 5
1 Yo ] 0 6
2 INOTINALIVE FOEIEIEIICES .eriuerirerinerrasssnrsssssssssnsssassssssssssssssssssssasssssssssssssssssssssssssssssssnsssnsssnssssssssssssssasssesssenssnssassses 6
3 Terms aANd AEfiNITIONS ..uioiieirerirrisersssrsssrsissrssssssssssssassrssssa s s srsssasssasssssansssnsssnsssnssssssnsssasssenssnnsansses 6
4 0 S 070 000 Yo L0 o (o) o 6
4.1 T3 1 1<) o | 6
4.2 o ol =Y =) (=Y 4 o 6
4.3 Protection Profile O VeI VIEW.. . iiiississssssssssssssssssssssssssssssssssssssnsssnsssssssssasssansssnsssnssssssssssssssasssasssassssssns 7
4.4 TOE OVEIVICW eeieerierrnssssssssssssssssssssssssssssssssssssssssnsssnsssssssssassssassssssssasssassssasssassssssss sans sanssansansssnsssnsssnssssssanssasases 8
T 0 Y N 0] D 7 o 8
44,2  TOE ROIES scerietrrersserssersssssnsssnsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssnssssssssssssssasssssssessssssssssasssanssansssnssnssn 9
4.4.3 Usage and major security features of the TOE........ssssssssssssssss 9
4.4.4 Available non-TOE hardware/software/firmware........————ns 11
5 CONFOTINANCE ClALIN 1otiierierisissisesisssssssssssssssssssssssssssssssssssssssssnsssnsssssassssnsssssssssssssssssssssssssssnsssssssssnsssnnsnnssnsss 11
5.1 CC CONTOIMANCE ClAIIN cuerierieriresississsssssssssssssssssssssssssassssssssssnsssnsssssassssssssssssssssssssssssssssssssnsssssssssnsssnssnnssnsss 11
5.2 0 SO0 - 1 11
5.3 Conformance RaAtiONale......ccucuiiiiiissmisssississsssssssssssssssssssssssssssnsssssssssssssssssssssssssssssssssnssnssssssss senssmsssnssnnss 11
5.4 LO00) 0100 0 0 0 2210 Lol I Y 1 =Y 14 U= 1 11
6 Security Problem Definition......usnssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 12
6.1 ] T 12
3T 0 TR €1 4 =Y - 12
0.1.2  TIOE SeIVICES uuiireurrrrrsrasrssassssnssssassssnsssssssssnssssssssssssssssssnsssssssssnssssassssnsssssssssnsssssssssssssssssssssssssssssssssassssnssssnssssnns 12
0.1.3  TOE DAt ..cccccerrrrrerrserssrsssssmsssssssssssssssssssssssssssssssssssssssasssssssanssansssssssssassssssssnssssssssssasssasssasssessssssssssnsssnsssnsssnssnnss 12
6.2 B 1) 0 13
LS 20 T 1<) 4 1<) o ¥ 13
Lo U 1) T L ) 1 13
6.2.3 Threats deSCriPtion iR e e e 14
6.3 Organizational Security POliCies. ... 17
6.4 ASSUIMPLIONS ...t R AR R AR AR RR R AR AR R RS 17
7 SECUTILY ODJECTIVES uvorirsnrnsnssisisisssssmssssssssssssssssssssssssssssssssssssssssssssssssssasassssssssssssnsssssssesnsmsssasasassn s s s snsnnsnaes 18
7.1 T3 3 1= = | 18
7.2 Security Objectives fOr the TOE...... s 18
7.3 Security Objectives for the Operational ENVironment ... 20
8 Extended Components Definitions ... 21
8.1 Extended Component Definitions — Family FCS_RND.......ccounnmmmmmmmmmssssssssssssssasaes 21
9 Security ReqUITemMEeNtS.. ... 22
9.1 T3 3 1= o ¥ 22
9.2 Subjects, objects, security attributes and Operations ... —————— 22
L 202 R 1) 1 1<) o Y 22
B . 1 1 1 ) T ot 22
9.2.3 TOE Objects and security attributes.......cnms—————————— 23
0.2.4 TOE OPErationNs...ccccccseimsmsessmsmssissssssssssssssssssssssssssssssssssssssssssssssesssssassesss s sessssssesssss s sessssessssssssennssesnsssssenass 23



9.3 Security Functional Requirements.......cmmmsssssssssssssssssssss s 24
£ 0 J0s S 1) 1 1) o | 24
9.3.2  SecUTity QUAIt (FAU) s sssssssssssssssssssssssss s sssssss s s s s s ssassss s s s ssasassss s ens 24
9.3.3 Cryptographic Support (FCS) ... 25
9.3.4 User data protection (FDP) ... 27
9.3.5 Identification and authentication (FIA) .......ccomnimimmsssssssssssssssssssssssssssssssssssssssssssssssasasass 29
9.3.6 Security management (FMT) ... sssssssssssssssssssssssssssssss 30
9.3.7 Privacy (FPR) — Unobservability (FPR_UNO.1) ......ccoommmmmnmnmmssssssssssssssssssssssssssens 32
9.3.8 Protection of the TOE Security FUNCtions (FPT)......cconmmimnmmmssssssssssssssssssssens 32
9.3.9 Trusted path (FTP) — Trusted path (FTP_TRP.1) ... sssssssssssssssssssasasasass 35
9.4 Security ASSUrance ReQUITEIMENTS .....cuuiirmmmsmsssmsmsmsmsmsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasasas 35
9.5 Security Requirements Rationale.......cssssssssssssss s 36
9.5.1 Security Problem Definition coverage by Security Objectives........cunnmmmmmm. 36
9.5.2 Security Objectives coverage by SFRS ... ssssssess 41
0.5.3  SFR DEPENAEIICIES .....ceuiiicmsmsmssssssssssnsssssssssssssssmsssassssssssssssssssssssssssnsssasasassssssssssssssssssssssmsasasasssssssssssssssansnss 45
9.5.4 RatioNale fOT SARS ..o AR AR 46
9.5.5 AVA_VAN.5 Advanced methodical vulnerability analysis ... 46
BiDLiOGIaphy ..o R 47



		2026-04-30T21:35:10+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




