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Information technology - Automatic identification and data capture techniques - Part
12: Crypto suite ECC-DH security services for air interface communications

Contents Page
0 T o o v
0o Yo 11T 3 T o vi
1 S o o o - 1
2 Lo 01 0143 = 10T =N 1
21 L0 F= 1 0110 Yo e 0T 01 o] 1 4 P-4 Uo7 1
2.2 Interrogator conformance and obligations ... 1
23 Tag conformance and obligations ..........ccccoireeciiirccccrerrrc e s 2
3 Normative references ........cc i ————————————————— 2
4 Terms and definitioNs ... 2
5 Symbols and abbreviated terms ... ————————— 3
5.1 SYMDOIS ..ot ———— 3
5.2 Abbreviated terMS ... s nmn e 4
6 Introduction of the ECC-DH Crypto SUIte ..........ccccoeiiieiiiminrirrrrnrsereresssee e ees e e sme e ee s meeees 5
6.1 L0 0T =8 1114 o7 T T 1 1 3/ 5
6.2 Design principles of the Crypto SUIte .......c.cccccciicmiiiiiiccccccerrre e e 6
7 Parameter definitions ..o —————— 6
71 Elliptic curve parameters ... ———— 6
7.2 Parameters of the EPIF FOrmat ... ssmn s mnne e s 7
7.3 Random number generation ... ——————— 7
8 Crypto suite state diagram ... ———————————————— 7
9 Initialization and resetting ... ————————— 8
10 Tag AuthentiCation ... 8
10.1 INtrOAUCTION ... ————— 8
10.2 Message and Response formatting ........ccccccviviicciceemiiiiisc s e 9
10.2.1 0o Lo =T o | PPN 9
10.2.2 Description of Message and Response concept ... 9
10.2.3 Transmission order of the data ... 9
10.2.4 Parsing the MeSSage ... 9
10.3 7N 10
10.3.1 TAM1.0 Message -- write certificate data ...........ccococeriiiiini 10
10.3.2 TAMT.0 RESPONSE .....ooeeeeeeeeeemnmnnnnnnnnnnnnnnsnsnsnssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssssnnssnsnsnsnsnsnnnnnns
status of Write OPeration ... s n e e e s nnn e e e e e e e e nnnns 1
10.3.3 Protection of certificate record ..o ———— 11
10.4 72 11
10.4.1 TAMT.1 MESSAQE ..eeeiieecrcummerrerriisasssssmsreesrsisasssssmssseeesssasssasnnsnssssssasssassnsssnssessssssssnnssnsssssassnsnensssssnsssnnns
request certificate data ... —————————— 1
10.4.2 LI N0 I I == o Yo L=



Lo =Y = 1 =T = - 11

10.5 17N 12
10.5.1 LI 1 LY== T
send Interrogator ChalleNge ... —————— 12
10.5.2 TAMT.2 RESPONSE ..cceeiicieeemerereiissssssssmeeerssssssssssmsssssssssasssassnssesssssassssssmesensesssssssannnssnssnssssnnenensessanssnn
authentication result ... ———————————— 12
10.6 17 T 13
10.6.1 LI N0 T T 1 1oL T T
request certificate data and send challenge ........cccocoimiii e ———— 13
10.6.2 LI 0 =T o o) o ==
certificate data and authentication result ............ccoo o 13
1 LY o o= 1 T30 0 011 4 Lo /S 13
1.1 L0 1o =T o | S 13
11.2 Certificate Memory StruCtUre ... s 14
11.3 Certificate reCord ... ———————————— 15
1.4 Compressed X.509 certificate ... ——— 15
11.5 X.509 CertifiCate ........ccocciiiiiiiii i ———————————————— 17
11.6 Custom Certificates ..o ——————————— 17
12 Tag authentication ProCedure ... 17
121 ProCesSing StEPS .....cciiiiiiiiiiiiiiii s annn e 17
12.2 IChallenge generation and formatting .........cccocceoirirreccem e e 17
12.3 [£03 ¢ F=11 1=1 o T T=I=37= 1 411 F=1 1 e o TSR 18
12.4 TResponse generation and formatting .........ccccciiiicccccemrnniscccc e 18
12.5 TReSpoNse eXamiNAtioN .........oiiicciccciiiriiiiiccc e rs s sssssssme s e s e s s s s ssmn e s e e e es s s ssmme s e e e eesnnssnnnnnnnenan 19
13 L0 o4 0T 0T Ty T 1o N 19
14 Key table and key update ..........cccciiiiiimiiiir e ——————— 20
Annex A (normative) Cryptographic suite State transition table ..........c.cccooirrieecmircec e 21
Annex B (normative) Error conditions and error handling ..........ccccovveeecirircecirircccr e 22
Annex C (normative) Cipher desSCription ... s an e e e e e nn 23
Annex D (informative) Examples ECC cryptographic protocol ...........cccciiieiiiiniiniininnnsens s 25
Annex E (normative) Air Interface Protocol specific information ...........cocoeiiniiiininicccies 27
Annex F (normative) Reconstruction of X.509 Certificate ...........ccceiirivmiiniisnni e 30
7] o1 o = ] 1/ 39



		2026-06-21T09:07:44+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




