ISO/IEC/IEEE 8802-1AE:2013-12 (E)

Information technology - Telecommunications and information exchange between
systems - Local and metropolitan area networks - Part 1AE: Media access control
(MAC) security

Contents
L. OVETVICW ... uiieiieieiteieeeiteeteestte ettt et e stteesteessbeesseessaeassaesseessbeesseasseaasaanssaensaessseasseesseessseenseessseeseessseensaeassennses 1
1.1 INEEOAUCTION ...ttt ettt bt st ettt e b et enbe et eneenaeenean 1
1.2 SOOI ettt ettt et b et e h e st e b e et e bt s beesne e b e e 2
2. NOIMALIVE TETCIEICES ...evvieieeeeiieitieite ettt e et esteeste et e estaeebeesteestbeesseessseasseesssessseassaessseasseesssassseenseesssesnsenses 3
T B <] 331 o) s RSOSSN 5
4. AbDreviations and ACTOMYINS .......cc.eiuieriertieierteeieeteeterte e e saeeteeteeseeteeseenteeseeeesaeensesaeeneesseenseseeneenseeneenseenes 8
5. CONTOIIMANCE ... ccvieieiieitie ettt eeie et e s te et esteeetbeesteesabeesteeesbeesseeessaesseessseensaessseenseesssessseesssaessaenseesssaenseenssenn 10
5.1 Requirements terminOlOZY .......cc.veiuieiieiieieiee ettt ettt e st see et sae e seeenens 10
5.2 Protocol Implementation Conformance Statement (PICS).........ccoooieiiiieiiiiiniiiee e 10
5.3 Required Capabilities. ........eeoveruirierieeieieet ettt ettt ettt st s eneen 10
5.4 Optional CAPADILITIES .. .eeueieieiieeieiietieie ettt ettt sae et e e s et eeneent e s e e eneenes 11
6. Secure provision 0f the MAC SEIVICE .....ceuiiuirieieriieieeiieee ettt ettt ettt e ee st e seeeseesseeneensesnens 13
6.1 MAC Service primitives and Parameters..........oeveeereeriereeiereeeeeieeteeee st eseesee e e eeeseeeneens 13
6.2 MAC SerIVICE COMMNECHIVILY . ...eiruieiirtieieiteeterte et ie sttt e sttt e sttt este e et e st e e s teentesse et e seeeneeneeeneas 15
6.3 Point-to-multipoint LANS.......cooiiiieeet ettt st sae e ae e eseeeneens 16
6.4 MAC StAtUS PATAMELETS ..ceuvveurieieeriiieieeite et ettt et e et sb et e st e e bt e sbtesabeesbeesabeeabeesanesareenbes 16
6.5 MAC point-to-pPOINt PATAMELELS. ... .cevuerreeeeereeeeetieeerteetesteeeesteeseeeeeseeeesseeneesseeneessesneessesseens 16
6.6 SECUTILY tRICALS ...eeeeeieeitieieite ettt ettt ettt nee s ee et esbeeneesneenee s e eneeeneenes 17
6.7 MACSEC CONMNECLIVIEY .uveeereuieieiiierieetiete et et et etesteeeeste et e saeetesbeessenseeneesteeneenseeneesaeeneenseeneas 18
6.8 IMACSEC GUATANTEES ....c.uveeuviieitieieeriteeieeiee ettt ettt et e sbt e sttt e st e e bt e sbtesabeesbtesabesabeesaaesaseennes 19
6.9 SECUIILY SEIVICES ..uveveeneetieieesieteeteenteetesaeeseenseestesseeseanseensenseeneanseeneesseeneeasesnsesseensenseensenneenes 19
6.10  Quality of SEIVICE MAINEENANCE........eeeeeeeiieieetieteeeiete ettt erte st ente e eee et eneesseeeeseeeneenseenees 20
7. Principles of secure NetWork OPEration...........ocuerieiertieiene ettt ettt see e seeeneesaesneeneeeneens 22
7.1 Support of the secure MAC Service by an individual LAN ..........ccccooiiiiiiniieeee 22
7.2 Multiple instances of the secure MAC Service on a single LAN .........cccoccveevivievieneeienienen. 27
7.3 Use 0f the Secure MAC SETVICE......ccueuiriririiriirieieteieiteitet ettt st 28
8. MAC Security ProtoCol (IMACSEC)....c.ceuererieriiieienteteiteiteit sttt ettt ettt bt sttt et et ebe st ebe b b nae 31
8.1 Protocol deSign reQUITCIMENLS. ......ccueruiererieeiereestetesteetesseeseeseessesseessesseessesseessesssessesssessensanns 32
8.2 Protocol SUPPOIt TEQUITEIMENLS ......cueruieieeeeeiereieteseeteeteeteeseesesseessesseesesseessenseessenseessesseenees 34
8.3 IMACSEC OPETALION ....eveeeveeerenteeiienieeetestesteeseeseessesseessesseessesseessesseessesseessessesssesseansessesnsessessens 36
9. Encoding of MACsec protocol data UNItS...........cccerviecverieriereeieniieieseeteseete et eaeseeaeseeesaesseesessaessessaens 38
9.1 Structure, representation, and eNCOAING.........coverveieiririririnirerteeeee et 38
9.2 MaJOT COMPOMNENLS ....cueuiiiitetirtertertesteateatet et ett ettt ettt et et e et et estebeebesbesbeebesbesteneens et eneeneenes 38
9.3 SECUIILY TAG ...ttt b bbbt be ettt et et ebe bt ebe et ebes 39
9.4 MAGCSEC EthErTYPE . .eevieeieciieie ettt ettt st sa et ess et e e e sseensenseennas 39
9.5 TAG Control Information (TCI)......c.cccveeieriiiiereiieiieieiene et s e eeas 40
9.6 Association NUMDET (AN) ...c.cociiriiiieieiieie sttt ettt sbe e e sseetaesseesaeseeseensesssenees 41
9.7 Short Length (SL) ..veiveieeeieieeieit ettt ettt ettt ettt ettt saesseesaessaessessaensanssensenseenes 41
9.8 Packet NUMDET (PN) ...ccuiiiiiiieiiiieie ettt ettt ettt e bt e e esaenseeseensesnneneas 41
9.9 Secure Channel Identifier (SCI) .....cueovieieiirieiereeeeeee e 41
0.10  SECUIE DIAA ...c..eeiiiiiiiiieii ettt ettt ettt ettt eae e eaees 42



9.11  Integrity Check Value (ICV) ..c.ooiiiieiee ettt 42
.12 PDU VAlIAALION ..eevviiiiieiiieiieieeit ettt et e st te et e s teebeestaeeseeesseessbeessaessseensaesssassseesseesssennes 43
10. Principles of MAC Security Entity (SECY) OPEration .........ccceevveerieriiierieeieeiienieeieesiiesveeneesenesveesseens 44
TO.1  SECY OVEIVIEW ..ttt ettt sttt b bttt be sttt et et be st et b sae st e naenee 44
10.2 SECY fUNCHONS ..euvieieiieiieti ettt ettt ettt et ettt e ste et e st etesseentesseessesseensenseensenseensenneenseses 46
10.3 MoOdel Of OPETALION. ... .citiiiiiiieiieit ettt ettt ettt s e ettt ebe et e s e saeene 47
104 SECY AICHILECTUIE .. ..ottt ettt sttt ettt ebe et eae e see 47
10.5  Secure frame GENEIAtiON .........ccceeiecierierieiteeiesteetesteeeeeteeeesseeseessesssessesseesseesaessesseessesseessenses 50
10.6  Secure frame VETIfICAtION . .......ccuirieiirieie ettt ettt e et sae e eneenseeneeneenes 51
10.7  SECY MANAZEIMENL ......eiueiiiiiiiieeite ettt ettt et sttt e st e bt e sat e et esbeesateenbaesanessbeesaseeneenne 53
L0.8  AdAIESSING ...eenieiiiieiieite ettt ettt ettt et s b e e bt b et e st ea et at et eae e be e e e 63
TO.9  PLIOTIEY weueetiteitetet ettt ettt b bbbttt e et et e bt e bt bt ebe et et sbe st eeenee 63
10.10 SecY performance reqUITCIMENLS. .........eeeverueeriereerteeeeereeeeesseestesseeaesseesesseensesseesesseensesseensesses 63
11. MAC SECUIILY 1 SYSTEIMIS. c...cueitieieiiiieiestieteetieie et ete et et e eeteeseeseeeeesaeeseesbeenseeteenseeseeneeeseensesseensesaeennens 65
11.1  MAC Service Interface STACKS.......coueiieriiiieiiieientieee ettt 65
11.2 MAGCSEC 1N €Nd STATIONS ...ttt ettt sttt ettt sttt e e et e enee 66
11.3 MACSEC iN MAC BIIAEES...c.uieiieiiieiiiieiesie ettt et sae st sseseaesassaeseesaessesssenseens 66
11.4 MACsec in VLAN-aWare Bridges.........ccoocvevieriiriieniieieiieieste ettt e 67
11.5 MACsec and Link AgEregation ..........cooceeieiuieiiirieeeiieeeie ettt e 68
11.6  Link Layer Discovery Protocol (LLDP)......ccccccieviiiiiieniieiieieeie ettt 69
11.7 MACsec in Provider Bridged NetWorks..........cccvevieriirieriiiiieie e 70
11.8  MACsec and multi-access LANS.....cc.ccuiiiriiiiiriiienrereeeetetet et 72
12. MACSEC anNd EPON .....ooiiiiiiiiii ettt ettt et e sttt e e s taeesbe e s baesssaessaessaeasseeseessseesseessseensennseesns 74
13. Management PIOTOCOL ........oiuiiiiitiiieeit ettt ettt et s et bt et e b es e bt e e e sbeeseebe st e nbeeeeenneas 76
13,1 INEEOAUCHION ...ttt ettt et b e bbb e e b e e e enee 76
13.2  The Internet-Standard Management Framework ............ccoccoeveeiinieneniecienieeeeecee e 76
13.3  Relationship t0 0ther MIBS........ccoeiiiiiiiiieeeeee e 76
13.4  Security CONSIACTALIONS ...eeivvieieerieiieeitiesteeteesteestteesteesteesbeeseessseesseessaessseensaesssessseesssensseenes 78
13.5  Structure of the MIB ....c..coiiiiii ettt e 80
13.6  Definitions for MAC Security MIB..........cccoiiiiiiiiieieieieee ettt 84
L 510 TS5 <P 121
T4.1T  CIPRET SUILE USC ..euvieireeiiieiieeieeteesteete et e stteete e tteeteeseessseeseessseessaesseessseenseesseessseesseenseens 121
14.2  Cipher SUite Capabilities ......c.ccviivierieieriieieeiet ettt e e e teesbesseesaesaeesaesaeensessnas 122
14.3  Cipher SUite SPECITICAtION .......ecuieiieiieieeieeieieeieie ettt e e sreesbesseebeeseensesseensenseas 123
14.4  Cipher Suite CONTOIMANCE ......cc.eeiiriieieiieeiieieeiee ettt ettt e eee e aeeneas 123
14.5 Default Cipher Suite (GCM—=AES—128) ....c.iiiiiieieieietetee et 124
Annex A (normative) PICS ProfOrma ..........cccueeieiiiiiiieiieiiesiecieie ettt sae e saesbeesaesbeessensees 126
ALl INEOAUCTION.c..ctiitiiicitciiciec ettt ettt et et eb e bt be ettt nee 126
A.2  Abbreviations and special SYMDOIS.........c.ecieieiirieiiree e 126
A.3  Instructions for completing the PICS proforma...........ccccoooeeiiniiiininiiniiecceecee 127
A.4  PICS proforma for IEEE Std 802.1AE ......c.ccoieiioieiiceeieseeteeeee et 129
A5 MaJOr CAPADIIILIES ..c.vievveiiiiieieiiieiectiete ettt ettt e steeae s teeea e beesbesteesaesseessesbeereessesseeaenaeas 130
A.6  Support and use of Service Access POINES .........cccevierieiieieiieiecieeeeee e 131
A.7  MAC status and point-to-point PAramMELETS. ........eeueeveeeerieeiereeeieneeeeeeesseeeesseeeesseeeeseeenees 132
A.8  Secure Frame GeNneration. ........cc.oiieuerieieriieierieeiieteeite ettt ite st sttt st e st i eeesaeeees 133



A9 Secure Frame VerTfICatION ......cooouvviiiiiiiiieiee ettt e e e e eeesesaaaeeesesnneeeeas 134

A.10 MACsec PDU encoding and decoding .........cccecereririnenenieieieieeneneneseesieieneeeeeeeenene 135
A1l Key Agreement Entity LIMI......ccooiiiiiiiiiniiiieiinccccteceeeese s 135
A.12  Additional fully conformant Cipher Suite capabilities ........c..cccceverererieierierenieniencninenenn 139
A.13 Additional variant Cipher Suite capabilities..........ccecverierieririieririe et 140
Annex B (informative) BiblIOGIaphy ........ccccviieiiiiiieiiei ettt ne 142

Annex C (informative) IEEE list Of PartiCipants ............ccooveveioiiieece et 143



		2026-04-21T20:07:25+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




