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Contents Page
o (=30 T o v
0o Yo [T 4o Y o R Vi
1 £ T o - S 1
2 APPLICADITILY ... nnnn 1
21 0o 1= o o= RS 1
2.2 I 3 0 T2 1o TP RSP 1
3 NOIMALiVE refEreNCES ....ccciii i e e er e e e e e e e e e s 2
4 TermsanddefiNitIONS .......ccciiiieiiiiii s s raaa s rras s s s eas s s aasss s renn s e eanassssennnsssrenn 2
5 X 0 o7 =V = 1 0= o IR = o 0 8
6 L@ L= V1= 9
6.1 1011 o [0 Lo 4 o o T PP RSO 9
6.2 The nature of the CyDErSPacCe ... s anen e e e s s e mmnnn e e e e nan 10
6.3 The nature of CyberseCUritY ........ccccccciiriiiiiciiscrrr s e e s e e e e s e mne e e nnnnn 10
6.4 LT 7= = 1IN Lo Yo = NS 1
6.5 72X 0] 0 (o T- T 3 R 13
7 Stakeholders in the Cyberspace ..o 14
71 L0 D= V1= 14
7.2 CONSUIMIEES ..euuuiiieeeuiiissnsirsnsssssrsnsssresssssressssssssssssseessssssesssssssssssssessssssssssssssensssssesnsssssensssssensssssnsnnnns 14
7.3 [ (e 3V AT (= = 14
8 Assets in the Cyberspace ... ———_— 15
8.1 L0 1 YT S 15
8.2 Personal @SSets ...t e e e e e e e e e e nnmana e e eerreeennnnnaraaeren 15
8.3 OrganizationNal @SSEtS ......ccciiiicciiciiiiiiiirc s n e e e e e e a s nnee e een e nnnne 15
9 Threats against the security of the Cyberspace ... e 16
9.1 8 I 1 (== L= 16
9.2 Threat agents ... —————————— 17
9.3 B0 L= =1 o 11 14 = 17
9.4 XA = Lo S 1 1= 0 = 10 11 3 18
10 Roles of stakeholders in Cybersecurity ........cccovvmiiiiinirr s 20
10.1 [ 1 YT NS 20
10.2 2 oY {3 oY o oY g L= 1] 4 = PR 20
10.3 Lo ] L=T o o3 o1 o}V o (=Y SR 21
1 Guidelines for StakehoIdErs ..........ciiiiiiiiiiiiiiiiiiiecrersr e e e s nssansnsnsnsnsnnesennnnn 22
1.1 [0 1 YT NS 22
11.2 Risk assessment and treatment ..o s s s rana e n e ranaan 22
11.3 GUIdeliNes fOr CONSUMETS .....ccccuiiiieeiiiiiieiiirsesirrsss s s rsaasreasss e as s aanss s eanssssrannssnsrnnnsn 23
11.4 Guidelines for organizations and service providers ..........ccccoiimninnin - 25
12 Cybersecurity CONrolS ... —————— 28
12.1 [0 0= V1= 28



12.2 Application [eVel CONLIOIS ... e e 28
12.3 Server ProteCION ... n e e e nnr e e e e e annaan 29
124 = T BT ==Y oo 1 o 29
12.5 Controls against social engineering attacks ..........cccccciiniiin 30
12.6 Cybersecurity readineSss ... —————— 33
12.7 L0 140 1= g oo ] o = 33
13 Framework of information sharing and coordination ..........ccccceveccciiinni e 33
13.1 L= o 1= T 33
13.2 o 1T = 34
13.3 [V T=Y d aTeTe Lo T e I 0] o T ==T=1 - - 35
13.4 People and organizations ... s 36
13.5 = e 21 37
13.6 Implementation gUIdaNCe ... ——————————— 38
Annex A (informative) Cybersecurity readingss ...........ccccviimiiniinin s ———— 40
Annex B (informative) Additional reSOUrCes ..o ——— 44
Annex C (informative) Examples of related documents ..........ccccriiiiicccceririi s 47
=1 o7 [T Yo | = T o 1|7/ 50



		2026-05-22T17:26:43+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




