
 
 - 1 -

ISO/IEC 24745:2011-06 (E) 
 
 
Information technology - Security techniques - Biometric information protection 
 
 
Contents            Page 
 
 
Foreword ..........................................................................................................................................................v 
 
Introduction .....................................................................................................................................................vi 
 
1 Scope ...............................................................................................................................................1 
 
2 Terms and definitions ....................................................................................................................1 
 
3 Abbreviated terms ..........................................................................................................................5 
 
4 Biometric systems .........................................................................................................................6 
4.1 Introduction to biometric systems ...............................................................................................6 
4.2 Biometric system operations ........................................................................................................8 
4.3 Biometric references and identity references ...........................................................................10 
4.4 Biometric systems and identity management systems ...........................................................10 
4.5 Personally identifiable information and universal unique identifiers .....................................11 
4.6 Societal considerations ...............................................................................................................11 
 
5 Security aspects of a biometric system ....................................................................................12 
5.1 Security requirements for biometric systems to protect biometric information ...................12 
5.2 Security threats and countermeasures in biometric systems ................................................13 
5.3 Security of data records containing biometric information .....................................................16 
 
6 Biometric information privacy management .............................................................................20 
6.1 Biometric information privacy threats .......................................................................................20 
6.2 Biometric information privacy requirements and guidelines ..................................................20 
6.3 Regulatory and policy requirements ..........................................................................................21 
6.4 Biometric information lifecycle privacy management ..............................................................21 
6.5 Responsibilities of a biometric system owner ..........................................................................23 
 
7 Biometric system application models and security .................................................................24 
7.1 Biometric system application models ........................................................................................24 
7.2 Security in each biometric application model ...........................................................................25 
 
Annex A (informative) Secure binding and use of separated DBIR and DBBR ......................................37 
 
A.1 General ..........................................................................................................................................37 
A.2 Secure Binding between Separated DBIR and DBBR ..............................................................37 
A.3 BR claim for verification ..............................................................................................................38 
A.4 IR claim for identification ............................................................................................................39 
 
Annex B (informative) Cryptographic algorithms for security of biometric systems ............................40 
 
B.1 Cryptographic algorithms providing confidentiality ................................................................40 
B.2 Cryptographic algorithms providing integrity ..........................................................................40 
B.3 Cryptographic algorithms providing confidentiality and integrity .........................................40 
 
Annex C (informative) Framework for renewable biometric references ..................................................41 
 
C.1 Renewable biometric references ................................................................................................41 
C.2 Creation .........................................................................................................................................41 
C.3 Comparison ..................................................................................................................................42 



 
 - 2 - 

C.4 Expiration ..................................................................................................................................... 42 
C.5 Revocation ................................................................................................................................... 42 
C.6 Architecture overview ................................................................................................................. 43 
 
Annex D (informative) Technology examples for renewable biometric references .............................. 44 
 
D.1 Overview ....................................................................................................................................... 44 
 
Annex E (informative) Biometric watermarking ........................................................................................ 46 
 
E.1 Biometric watermarking .............................................................................................................. 46 
E.2 Insertion and extraction of a biometric watermark .................................................................. 46 
E.3 Application examples .................................................................................................................. 47 
 
Bibliography .................................................................................................................................................. 48 
 


		2026-06-29T17:17:16+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




