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Information technology - Security techniques - Message Authentication Codes
(MACs) - Part 1: Mechanisms using a block cipher

Contents Page
0T =T o v
L T 11T T o vi
1 £ o - PSS 1

2 Normative referenCes ... e 1

3 Terms and definitioNs ... 1

4 Symbols and Notation ... ——————————— 3
5 LYo [T =Y 4 L= o 4
6 Model for MAC algorithms ........coooiiicciciiiie s sssmr e e ssn e e s s mnme e e e e s s mnn e e e s 5
6.1 7= o 1= T 5
6.2 Step 1 (Key derivation) ........occc i ssssr e s s ss e e e e e e s e s s s mmn e e e e e e sa s s s snmn e e e nennsnnnnns 6
6.2.1 (7= 1T - S 6
6.2.2 Key Derivation Method 1 ... 6
6.2.3 Key Derivation Method 2 ... ——————— 7
6.3 Step 2 (PAAAING) .ooccceeiiiiiiirr i —————————————— 7
6.3.1 L= 1T - S 7
6.3.2 Padding Method 1 ... 7
6.3.3 L= T Lo [T 0 Vo T8 |1 =1 d 4 T o 57 7
6.3.4 L= T Lo [T 0 Vo T8 |1 =1 d 4 o o ec 7
6.3.5 =T Lo [T 0 Vo T8 |1 =1 d g o o X 8
6.4 £33 02T o O = o 1144 ' ) PSS 8
6.5 Step 4 (IHeration) ... e nn e e e e e nnner e e e nea e nnnns 8
6.6 Step 5 (final HHEration) ...t s n e e nn e e e e annns 8
6.6.1 (7= 1T - S 8
6.6.2 Final iteration 1 ... e 8
6.6.3 Final iteration 2 ... e 8
6.6.4 Final iteration 3 ... e e 9
6.7 Step 6 (output transformation) ... ——————— 9
6.7.1 7= o 1= | 9
6.7.2 Output Transformation 1 ... e sn e e e e s e s s s sanne s ee s nnnns 9
6.7.3 Output Transformation 2 ... s sn e e e e e e s s s sannn s ee s s nnnns 9
6.7.4 Output Transformation 3 ...t mn e e e e e e e s s s samne s ee s s nnnns 9
6.8 £ (=Y o A 40 g o= o o ) PSP 9
7 MAC algOorithms ......coiiiiieiii i 9
71 (= T - S 9
7.2 72X O3 Fo o 4 14T 4 e 10
7.3 72X O3 [ o 4 1 4T 4 17 10
7.4 172X O3 Fe o 4 1 4T 4 T 11

7.5 MAC AIGOKIthm 4 ... e 12
7.6 72X O3 Fo [ 4 4] 1 4T 13
7.7 72X O3 Fe o 4 4] 4T 14
Annex A (normative) Object identifiers ........ccccciiiiiciirciii e e 16



Annex B (informative) EXamples ... s 19

B.1 L= T - 19
B.2 172X O3 [ o 4 1 {5 T Je 20
B.3 1] 72X O3 [ o 4 1 {5 T 12 22
B.4 17X O3 [ o 41 4o T T 23
B.5 17X O Fo o 4 {1 24
B.6 17X O Lo T 4 {5 ] T 26
B.6.1 Examples of MAC generation ProCeSS .........iiiccceccerrerriiisssssssseeneessissssssssssssesssssssssssnsessssssssssssnns 26
B.6.2 AES uSIiNg @ 128-Dit KEY ...cccceiiiiieiiiirir s 27
B.6.3 AES USING @ 192-Dit KEY ...oocoeiiiiiiiiireir e e 27
B.6.4 AES uSing @ 256-Dit KEY ...ccccueiiiiieiiiicir it 27
B.6.5 Three-key triple DEA ... s 28
B.6.6 TWO-Key triple DEA ...t e 28
B.7 172X O3 [ o 4§ o T T 29
B.71 Examples of MAC generation ProCess ..........cccccococmmriiiiiicsissmsire s ssssssmsss s s s s s ssmsss s s s s sssssssnns 29
B.7.2 AES using @ 128-bit KEY .....cccrriiiieiiiinsirinsir s 29
B.7.3 AES using @ 192-bit KEY ....cccceeiiiiieiriinsir s 29
B.7.4 AES uSiNg @ 256-Dit KEY ....ccceiiiiieiiiirir it e 30
Annex C (informative) A security analysis of the MAC algorithms ........ccccoiiiiicccicirinn e, 31
C.1 L= 3T 31
C.2 - 1o T 1= 33
Annex D (informative) A comparison with previous MAC algorithm standards ...........ccccccceniiiinnniinns 38
BiblIOGrapRy ...oiceeeiiicis i 39



		2024-05-15T03:03:13+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




