ISO/IEC 27031:2011-03 (E)

Information technology - Security techniques - Guidelines for information and
communication technology readiness for business continuity

Contents Page
0T =T o v
L T 11T T o vi
1 £ o - PSS 1
2 Normative referenCes ... e 1
3 Terms and definitioNs ... 2
4 ADBDreviations ... e s 3
5 L0 Y= T 3
5.1 The role of IRBC in Business Continuity Management ............cccccoimiiiiccccccemnnnnnsccccseeeeee e 3
5.2 The PrincCiples Of IRBC ...t ccsssr e s s s sss s ssssne s e e ss s smnns s e e e se s s s mnmn e e e s e sassssnnsnennnssannn 5
5.3 The Elements of IRBC ... er e s e 6
5.4 Outcomes and benefits of IRBC ... e 7
5.5 Establishing IRBC .......cccciiiiiiiiiisiriisrs s s s s s s s s s s e s ann e nss 7
5.6 Using Plan Do Check Act to establish IRBC ... 8
5.7 Management ResSponsibility ........cccociiiiiniim s ———— 8
5.71 Management leadership and commitment ..o —————— 8
5.7.2 L= T O T 1 8
6 L3 =T O P T3 T 1] 4T S 9
6.1 7= o = T 9
6.2 =TT o LU o= 9
6.2.1 7= o 1= | 9
6.2.2 Competency of IRBC Staff ... e s e e e 9
6.3 (D T3 {1011 g Lo T =T 10T =T .4 T=T 41 P 10
6.3.1 7= T - 10
6.3.2 Understanding critical ICT Services ........ccoimminnimis s 10
6.3.3 Identifying gaps between ICT Readiness capabilities and business continuity

L= o [0 T T=T 40 = 10
6.4 Determining IRBC Strategy Options .........ccccciiimmmism s 1
6.4.1 7= o = | 11
6.4.2 LS ST OST 1= 1 L= e V0. o1 o o 1= 1
6.5 £ 3 10 J i SR 14
6.6 Enhancing IRBC Capability ......ccccciccciiimeimiiiiiiciccssseee s sssssssssmsse s s s s sssssssmsese e s esssssssssmsssssssssssnnnns 14
6.6.1 L] F= T e T I 2T ET1 1= T - 14
6.7 ICT Readiness Performance Criteria .........cccccoiirimminiiinins s s 15
6.7.1 Identification of performance criteria ..........ooo i ——— 15
7 Implementation and Operation ... 15
71 7= 01T - 15
7.2 Implementing the Elements of the IRBC Strategies ..........cccoovvimrinninnineneen 15
7.21 Awareness, SKills and Knowledge ..........oo i 15
7.2.2 FaCilities ....ueeeiieiiiiiiiieiirr iR 16
7.2.3 =2 11 1o o o | 16
7.24 D -1 16
7.2.5 T o T 17
7.2.6 £ o o 1= S S 17



7.3 INCIdeNt RESPONSE ... me s s n e e e e e s mmme e e s sa s nnmmn e 17

7.4 L] =T O o P T T Lo T W 4 =Y o 1 17
7.41 L= T - 17
7.4.2 Content of Plan DOCUMENTS ... s s s mmmn e e 18
7.4.3 The ICT Response and Recovery Plan Documentation ...........ccccciinniimninnnsssneennn, 19
7.5 Awareness, competency and training program ..o ————————— 20
7.6 [ 10T o014 =T o 0o 1 1 o 21
7.6.1 Control Of IRBC reCOTAS .......cccciiiiiiiirircir e sr s s s s s s s s sn s s ssane e s s ame e s s ame e s s snmn e s nnnnnes 21
7.6.2 Control of IRBC documentation ...........cccoiiiiiiiiin e s e 21
8 Monitor and REVIEW ... s e annr e 21
8.1 =TT a e 110 T T [N L = T O 21
8.1.1 7= T - 21
8.1.2 Monitoring, detection and analysis of threats ..........cccccoviiiiiiriicci 22
8.1.3 JLIC=ES = 1 Lo =) =T o T = 22
8.2 IRBC Internal Audit ... s e mmms e s e 26
8.3 Management REVIEW .......ciiciiiiiiiriiir s s e e 26
8.3.1 7= T - 26
8.3.2 ReVIEW INPUL ... s s s e e e e e s 27
8.3.3 ReVIEW OUEPUL ...ttt rss e e s s s e s s s nm e e e e ee s s s mnn e e e e e eea s smnneeeeesanssnnnnnes 27
8.4 Measurement of ICT Readiness Performance Criteria .........ccccoevcimiriicnninsccennsssre e 28
8.4.1 Monitoring and measurement of ICT Readiness .........ccoccccemeririiiscccsseceser e e s ssnmeees 28
8.4.2 Quantitative and Qualitative Performance Criteria ..........ccocriiiicriiicccnnnccceenee e 28
9 L3 =T O 14T o] o Y= 4 1= 4 28
9.1 Continual iIMProvemMENt ........ . e e e e s e s mmme e e nnnaan 28
9.2 L0 oY =Y o2 (Y= T £ o N 28
9.3 Preventive @CtioN ... s 29
Annex A (informative) IRBC and milestones during a disruption ..........ccccciiiicccicernnnnsssccsseeeeeeses s 30
Annex B (informative) High availability embedded system ... e 32
Annex C (informative) Assessing Failure SCenarios ........ccccccceceiimiiiiicccssserens e ssssese e s essnenas 33
Annex D (informative) Developing Performance Criteria ..........ccccoiniiiiiniisiin s 35
L T0 o 1T T T o 1 N 36



		2026-05-22T17:26:43+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




