ISO/IEC 10118-2:2010-10 (E)

Information technology - Security techniques - Hash-functions - Part 2: Hash-
functions using an n-bit block cipher

Contents Page
o (= Zo T o \"
03 4o Yo 11T 1o Y o X Vi

1 £ o - PSS 1

2 NOIMALIVE FEfErE@NCES .....iiieeeiiiiiiiiiiie i ress s rrassrrana e raas st raanss e an s e ranasssrannss s rennnas s rnnnss 1

3 Terms and defiNitioNs ... s rraaa s s s eas s eansssseanss e ranasssrennnsssrenn 1

4 Symbols and abbreviated terms ... ————————— 2

5 Use of the general MOdel ... s s e e mnnn e e e e e s s snmmnn e e e s 2

6 = 1= 0T e o o i OO 2
6.1 (€T =Y 1= - | N 2
6.2 Parameter SEIECLION ........coveeeiiiii e e e e e e n e rn e nn e rnnann 2
6.3 Padding Method ... —————— 3
6.4 INItIAlIZING VAIUE ...ttt 3
6.5 Lo U 1 Lo I 1 T o3 Lo o T 3
6.6 Output transformation ... s 4
7 [ B2 T3 0 T 101 (e 4 oY 1572 4
71 (€T =Y 1= - | N 4
7.2 [ 1= 14 0121 =T =] [ o i o o U 4
7.3 Padding Method ............ s 4
7.4 L T = T4 g T 2= 1 LT 4
7.5 Lo YU 13 L 1T 1 4 oY TN 4
7.6 Output transformation ... s n e nne e e e nnnns 5
8 [ B2 T3 3 T 101 e 4 oY T 5 6
8.1 €= 3 = - | 6
8.2 [ 1= 1 0 1= (=Y == (= o3 1o o T 6
8.3 Padding Method ... ————— 6
8.4 L T = T4 g T 2= 1 LT 6
8.5 2o YU 3 L 11T 1 4 oY 1 TN 6
8.6 Output transformation ...t s n e e s anne e e e nnnns 9
9 = 1= 0T e o o TR U 9
9.1 (€T =Y 1= - | N 9
9.2 [ 1= 100 L= (=Y == (= o3 1o o T 9
9.3 Padding Method ... ————— 9
9.4 INItIAlIZING VAIUE ...ttt 9
9.5 Lo U 1 Lo I 1 T o3 Lo o T 9
9.6 Output transformation ... s 1

Annex A (informative) Use Of AES .........cccccimiiiiiiicccssseirs e r s sssse s s s s s s s s s sssme e e s s s sss s s snmn s s e e e e s s snmsnnennesnnnnn 13
A1 €= o 1= - | . 13
A.2 = L= 4 0T e o o e 13
A.3 = 1= 4 0T e o o 2 13



A4 [ B2 T3 0 T 101 Lo 4 oY T 13
A.5 i = T3 0 T 101 (e 4 oY T 14
Annex B (informative) EXamples ... s 15
B.1 LCT= 0 = - | [ 15
B.2 [ = 1= 0T e 1o o e OO 15
B.3 [ = 1= 0T e o) o 572U 16
B.4 [ = 1= 0T e 1o o T U 17
B.5 [ = 1= 0T e o o X OO 22
Annex C (normative) ASN.T MOAUIE .........eiiimiiiiccccecrrr s sssssrr e e e ss s s ssssr e e e s s s s ssmne s e e e e s sns s s smnneeennnnssnnn 27
0 0T 1T T T o 1 N 29



		2026-07-02T10:52:21+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




