ISO/IEC 18045:2008-08 (E)

Information technology - Security techniques - Methodology for IT security

evaluation

Contents Page
o =T o vii

0o Yo 11T 3 T o P ix
1 S o o o - 1

2 Normative referenCes ... e 1

3 Terms and definitioNS ........ccooiiceciiiicce e e mn e s e nnnee 1

4 Symbols and abbreviated terms ... ————————_———————— 3
5 L0 =Y T 3
5.1 Organisation of this International Standard ...........ccccccvoiiinriccc 3
6 Document CONVENLIONS ... srss s rr s smsn e e s sa s samnn e e e e s sa s s mmnn e e e e e s snsnnnnnnnns 3
6.1 B 0113 T 3
6.2 = o B V=T T T N 3
6.3 General evaluation gUIidancCe ... ———————— 4
7 Evaluation process and related tasks ... 5
71 Lo T 11T o o 5
7.2 Evaluation ProCeSS OVEIVIEW ......ccccciiiiiiiiiiiiniiissssssssssssssssssssssssssssssssssssssssssssssssssssssnsssssssssssssssssssens 5
7.21 0] o 1= o3 4 Y- PPN 5
7.2.2 Responsibilities of the roles ... —————— 5
7.2.3 Relationship Of roles ... ———— 6
7.24 General evaluation MOdel ... 6
7.2.5 Evaluator VErdiCts ... e 6
7.3 Evaluation INput task ... e 8
7.31 ODBJECHIVES .eoeiiiieieiiiiir it 8
7.3.2 APPLlICAION NOLES .....ceeee s s s 8
7.3.3 Management of evaluation evidence Sub-task ...........ccccurriemmrrrcccerens s e 8
74 Evaluation sub-actiVities ... ———— 9
7.5 Evaluation oUtpuUt task ..........ccccciiiiiiiciiiciiri e e sm e e n e e e n e nnnnnnes 9
7.51 0] o 1= o3 4 Y- PPN 9
7.5.2 Management of evaluation OULPULS .......ccccceeiiicciccciiin e 9
7.5.3 ApPPlIcation NOES ........coiiiiii i ——————————————— 10
754 Write OR SUD-aSK .......ooiiirin it n e s s e e s mmmn e s e mmn e e s 10
7.5.5 Write ETR SUD-tasSK .....oocciiiri s smr s s s e e s mmmn e s e e e e s 10
8 Class APE: Protection Profile evaluation ... 15
8.1 L g Yo 11 o) 15
8.2 APPLICAtION NOLES ... nnnn 16
8.2.1 Re-using the evaluation results of certified PPs ... e e 16
8.3 PP introduction (APE_INT) ....ciiiiiiiiiceecrrerrisssscsssmess s s sssssssssms s e s s s nssssssssmms s e s s essasssssnmsnnnsnnssssnnnns 16
8.3.1 Evaluation of sub-activity (APE_INT.1) ..o sssccsssemsse s s ssssssssssses s s s s s ssssssmmene s e sssnnsnnnns 16
8.4 Conformance claims (APE_CCL) ......ooo oo cccriiriiiiccccsscessssssss s ssssse s s s s sss s sssnns s e s s ssssssssmsnsssssssnsssnns 17
8.4.1 Evaluation of sub-activity (APE_CCL.1) .....ccccciiiimiiirinis s 17
8.5 Security problem definition (APE_SPD) .......ccccoiiiiiiiiniiisir s 24
8.5.1 Evaluation of sub-activity (APE_SPD.1) ......cccoiiiimiiiir s 24
8.6 Security objectives (APE_OBU) .....cccccciiieiriinisriisss s ssssss s ssssss s s ssssss s s sssssss s ssssssssans 25



8.6.1
8.6.2
8.7

8.71
8.8

8.8.1
8.8.2

9.1
9.2
9.2.1
9.3
9.3.1
9.4
9.4.1
9.5
9.5.1
9.6
9.6.1
9.6.2
9.7
9.71
9.8
9.8.1
9.8.2
9.9
9.9.1
9.9.2

10
10.1
10.2
10.3
10.3.1
10.4
10.4.1
10.4.2
10.4.3
10.4.4
10.4.5
10.4.6
10.5
10.5.1
10.5.2
10.6
10.6.1
10.6.2
10.6.3
10.7
10.7.1
10.8
10.8.1
10.8.2
10.8.3
10.8.4
10.8.5
10.8.6

11
1.1
11.2

Evaluation of sub-activity (APE_OBJ.1) .....cccciiiimiiirriers s ssssss s snnes 25
Evaluation of sub-activity (APE_OBUJ.2) ........c.ccccmiinimmmiinrssrs s s ssssssssssnnes 25
Extended components definition (APE_ECD) .......ccoccociriicererirssreersssmeessssmr e s s sms s sssmee s sssnnes 28
Evaluation of sub-activity (APE_ECD.1) ....ccccoioooiiiicrerrcee s sme e s sme e s e e me e s 28
Security requirements (APE_REQ) ........ccoioiiiiieeeeeerce s e 31
Evaluation of sub-activity (APE_REQ.1) .....ccoo i 31
Evaluation of sub-activity (APE_REQ.2) ..........ccooiiiiiirrirr e s 35
Class ASE: Security Target evaluation ............cccoviiiiiiiiii s 39
INtrOAUCHION ... ———————— 39
ApPPlICation NOLES .......ccceiiiii e —————————————————— 39
Re-using the evaluation results of certified PPs ........cccciiiimiiniicnninrn e 39
ST introduction (ASE_INT) ..occcciiiiiiii it s s 39
Evaluation of sub-activity (ASE_INT.1) ....cccciiiiiiirirceer e e e sme e smn e e 39
Conformance claims (ASE_CCL) ....cooiiroociirircererrresressssssessssssneessssmeesssssms e s ssssssesssssmsesssssnsessnsses 42
Evaluation of sub-activity (ASE_CCL.1T) .....cccooiiiirrcerer e cere s s s e e 42
Security problem definition (ASE_SPD) ... sssms s s es s sssssne s e e sssnnn e e 49
Evaluation of sub-activity (ASE_SPD.1) ......ccccccciirriiiiscccsecersnssss s ssssssss s s ss s s ssssss s e s s sssssssnnnes 49
Security objectives (ASE_OBU) .......iiiiiiiiicceciirrsinssssssssses s s sssssssssssse s s sssssssssssssssssssssssssmsssnses 51
Evaluation of sub-activity (ASE_OBJ.1) .....cccciiiiimiiiiiriimr s s 51
Evaluation of sub-activity (ASE_OBJ.2) ......c.c.ccccmiiiimmiiir s s s snnes 51
Extended components definition (ASE_ECD) .......cccccciiiiiiinminisns s sssssss s sssnens 53
Evaluation of sub-activity (ASE_ECD.1) .....cccocviimiiiimrirr s sssssssssnnes 53
Security requirements (ASE_REQ) ......cccooiriimimiiinis s s s s s 57
Evaluation of sub-activity (ASE_REQ.1) .....cccccvimmiiiiimmiimr e s s 57
Evaluation of sub-activity (ASE_REQ.2) ........cccovmiiiiminnnininnrirs s s ses 60
TOE summary specification (ASE_TSS) .....cccccciriirerrrrrrsererrnsererssssssesssssss e s sssssse s sssssssessssssseseas 64
Evaluation of sub-activity (ASE_TSS.1) ....ccccriiiirirriccrrr e sme e e me e sme e s 64
Evaluation of sub-activity (ASE_TSS.2) .......ccccccicrrirriiisrcssemere s sssssssssssss e s s s ss s sssss s s s e s sssssssmnnes 65
(04 F- T3 X 0 AV 0 TYV=Y Lo o] 4 =Y o | 67
INtrOAUCHION ... ———————— 67
ApPPlICation NOLES .......ccciiiiir i ————————————————— 67
Security Architecture (ADV_ARQC) ......ccoccmiiiiiimiierrissss s ssss s ssssss s sssssss s sssssss s ssnnes 67
Evaluation of sub-activity (ADV_ARC.1) ....cccciriimmiinirrms e s sssnees 67
Functional specification (ADV_FSP) ........ccociiiiiimminirsress s s sssnnes 72
Evaluation of sub-activity (ADV_FSP.1) ......oriricccererrccr e r s smee s s e sms e s smme s 72
Evaluation of sub-activity (ADV_FSP.2) ... sce e s e s e e smme s 75
Evaluation of sub-activity (ADV_FSP.3) ... rrscme e r e e s e e sms e smme e e sme s 79
Evaluation of sub-activity (ADV_FSP.4) ........ccciirrircscceemrrer s ssssss s s s ss s ssssss s e s e ssssssnenes 84
Evaluation of sub-activity (ADV_FSP.5) ......ccicccirririiinrcccsemrren s sss s sssses s s s s ss s ssssss s e s s ssssssnnnes 89
Evaluation of sub-activity (ADV_FSP.6) ........cccccrcmimmriiiiiccinemerersssssssssssssss s s sssssssssssssesssssssssnsnes 94
Implementation representation (ADV_IMP) ... e 95
Evaluation of sub-activity (ADV_IMP.1) ... e 95
Evaluation of sub-activity (ADV_IMP.2) ... 97
TSF internals (ADV_INT) ...coiiiiiiiiiiii s nsss s s s sss s s s s s s s 97
Evaluation of sub-activity (ADV_INT.1) ..o s 97
Evaluation of sub-activity (ADV_INT.2) ......cccccoiiiimmiinimrirs s s sssnees 99
Evaluation of sub-activity (ADV_INT.3) .....ccccomiireirrrcsrrrrsssmeessssme e sssssme e s sssme e s ss e e s ssssmsessnsnes 101
Security policy modelling (ADV_SPM) ... omiicrrrrrcmeeressmre s ssssesessssssme e s s ssmsesssssmessssssmsenes 101
Evaluation of sub-activity (ADV_SPIM.1) ..o rrcre e sssre s sssssse e ssssme e s s sme s ssssmee s ennns 101
TOE deSign (ADV_TDS) ...cociiiiiiiiiccirrrrisssscssssssss s s s ssssssssmsss s s s s s ssssssssssssssessnssssssssssssnesssssssssssnsns 101
Evaluation of sub-activity (ADV_TDS.1) ...cccceiiiiiccircrrerriisssscssmeesesssssssssssssssssessssssssssssssssssssnns 101
Evaluation of sub-activity (ADV_TDS.2) .......cccccricmmiiniiinr s s sssss s s ssssss s ssnes 105
Evaluation of sub-activity (ADV_TDS.3) .....ccccciiiimmiinirrrinnrs s ssssss s s s ssnes 109
Evaluation of sub-activity (ADV_TDS.4) ......cccccciicmminiinriir s s ssssss s 118
Evaluation of sub-activity (ADV_TDS.5) ......ccccciiimmiiniiirinss s s sssss s sssssss e 126
Evaluation of sub-activity (ADV_TDS.6) .......cccccrrmmrinnimmmininns s s s ssssss s 126
Class AGD: Guidance dOCUMENLS .........cccocieririuiminninns i s s sane s 127
L)oo 10 T o o 127
X o3 o] Lo 1 Lo g TN 5 Ve =Y. 127



11.3
11.3.1
11.4
11.41

12
121
12.2
12.2.1
12.2.2
12.2.3
12.24
12.2.5
12.3
12.31
12.3.2
12.3.3
12.3.4
12.3.5
12.4
12.4.1
12.5
12.5.1
12.5.2
12.6
12.6.1
12.6.2
12.6.3
12.7
12.71
12.7.2
12.8
12.8.1
12.8.2
12.8.3

13
13.1
13.2
13.2.1
13.2.2
13.2.3
13.3
13.3.1
13.3.2
13.3.3
13.4
13.4.1
13.4.2
13.4.3
13.4.4
13.5
13.5.1
13.5.2
13.6
13.6.1
13.6.2
13.6.3

14
141
14.2

Operational user guidance (AGD_OPE) .........cccccuciimmnnimimsir s ssssss s 127
Evaluation of sub-activity (AGD_OPE.1) ....c.ccccuriiimiiniiiriisn s s sssss s ssssss s ssanes 127
Preparative procedures (AGD_PRE) ........ccociiiirrrirrircrerrrsmee s ssssne e sssssme e s sssms e s sssms e s ssssmsessssnns 130
Evaluation of sub-activity (AGD_PRE.1) .....cccoirooiiircceeercccre e rrcmee s s e s s seme s 130
Class ALC: Life-CYCle SUPPOIT .......cooiiiiciccerrreiiisscccsssene e s s s ssssssssssss s e s s sessssssssmns s s s e sessssssnnmsnnssanns 131
INtrOAUCEION ... 131
CM capabilities (ALC_CMUC) ......ccciiiiiiicccceemrrerssssssssssses e s s s ssssssssssssses s esssssssssmsssssssssnsssssnnsnssanns 132
Evaluation of sub-activity (ALC_CMC.1) .....ccceiiiiiiiniiirs i sssss s ssss s s sssss s s ssanes 132
Evaluation of sub-activity (ALC_CMC.2) ........cccccvciiiniiiriiner s ssssss s s sssss s s ssanes 133
Evaluation of sub-activity (ALC_CMC.3) ......ccciiiiimiiiiiirs s sssss s sssss s ssss s s sssss s s ssanes 135
Evaluation of sub-activity (ALC_CMC.4) .........coccvmiiiiiiriinnrs s ssss s s sssss s s ssanes 138
Evaluation of sub-activity (ALC_CMC.5) ......cccccviimiiniiiriinnsss s sssssss s s sssss s s ssanes 143
CM SCOPE (ALC_CIMS) .....eeiiiiiceerrsereressmresessmr e s sssmn e s esssms e e sassnne e sasssneeeassnneesesssneenassnsesansannenanns 150
Evaluation of sub-activity (ALC_CMS.1) .....ccccoriiirirccre s cmre e s smre e s smse s smse e s smme e smme e s 150
Evaluation of sub-activity (ALC_CMS.2) ......c.cocccoceiiircreerrccmrersssmse s ssssmse s s ssse s s ssme e s s smme e s ssnas 151
Evaluation of sub-activity (ALC_CMS.3) ........cccciicrrririiiisccssesere e s s s sssssssssse s s e s ssssssmmsssessssnssnnnns 152
Evaluation of sub-activity (ALC_CMS.4) .........cccoieirieieicsccnerrre s e s s sssssss e s e s s s ssmmsns e e essnssnnnns 153
Evaluation of sub-activity (ALC_CMS.5) .........cccoimiriiiiiisccserrre s s s ssssssse e s e s ssssssmsns e s sssnsssnnns 154
Delivery (ALC_DEL) ..ot ssms s sms s s s s s s s s ssms s ms s s s sms snmn s samesnsnnssnns 155
Evaluation of sub-activity (ALC_DEL.1) ....ccccciiiiiiiiiiirs i sssss s sssss s s ssss s s sssss s ssanes 155
Development security (ALC_DVS) ......cccciiiiiimiiniins s snsss s sssss s s ssssss s s sssssss s ssanes 156
Evaluation of sub-activity (ALC_DVS.1) ....cccciiiiciiiiiiriirr s s 156
Evaluation of sub-activity (ALC_DVS.2) .....c.cccccccmiiniimmrimrss s s ssss s ssnns 158
Flaw remediation (ALC_FLR) .....ccccciiiismminiiriirs s s s sss s ssssne s 161
Evaluation of sub-activity (ALC_FLR.1) ......cooiiiieiecrrercccee e mse s ms e e 161
Evaluation of sub-activity (ALC_FLR.2) ..o e eree s mse s e 163
Evaluation of sub-activity (ALC_FLR.3) ......ccciiriiiircer e rsceee s mse s mse e smme e 167
Life-cycle definition (ALC_LCD) .....ccccocceiiiiiiiisccssemrreesssssssssssssees s sesssssssssssssssesssssssssssesssssssssannes 171
Evaluation of sub-activity (ALC_LCD.1) .....cciccciiecrririeisrcscssesrre e s sssssssssssese s s esssssssssmssnsessssnssnnnns 171
Evaluation of sub-activity (ALC_LCD.2) ........cccoocmimririsisssssenereessssssssssssesessessssssssssssnssssssssssnnns 172
Tools and techniques (ALC_TAT) ..o sasss s s s s ns e 174
Evaluation of sub-activity (ALC_TAT.1) ...ccccciiiiiiriiiir s 174
Evaluation of sub-activity (ALC_TAT.2) .....cccccrrismmimnimmniierssisss s sssssss s sssssss s s sssne s 176
Evaluation of sub-activity (ALC_TAT.3) ....ccccrirrismriinimnninsssssisss s ssssss s s ssss s sssne s 178
L0 F= Lo N I == 181
0 o Yo 11 o ) 181
APPLlICAtION NOLES ... nnan 181
Understanding the expected behaviour of the TOE ..........cccciiiiiicccccieerrre e 181
Testing vs. alternate approaches to verify the expected behaviour of functionality .......... 182
Verifying the adequacy oOf teStS .......ccccciiiiiiicisiii e s 182
L0 o3 - T T N0 I 00 L 183
Evaluation of sub-activity (ATE_COV.1) ....cccciiiiimiiiiir s s 183
Evaluation of sub-activity (ATE_COV.2) ... s 183
Evaluation of sub-activity (ATE_COV.3) .....ccccoriimmiiiirrirs s s 184
=Y oI N I ] o I 185
Evaluation of sub-activity (ATE_DPT.1) ....ccccciiiiimiiiirrirr s s 185
Evaluation of sub-activity (ATE_DPT.2) .....cccccuireicirrircrerrrsmrerssssmse s ssssmse s smse e s s ssme e s s ssme e ssssnees 187
Evaluation of sub-activity (ATE_DPT.3) ....ccccciirieirrircrrrrrsmreresssmse s ssssmse s s smse s s ssme s s smme e sssse s 189
Evaluation of sub-activity (ATE_DPT.4) .....cccoiioeiirrccreerrrcmrerssssms e s s smse s s smse s s smme e smme e e sne s 192
Functional tests (ATE_FUN) ... crcccsesrrs s s s ssssss s s s s e s ssssssmss s e e s e s sns s s smmsnn s e nesnssnnnne 192
Evaluation of sub-activity (ATE_FUN.1) ... cccsccr e s s ssssssss e s e ssmmns e e snnssnnnns 192
Evaluation of sub-activity (ATE_FUN.2) ... 195
Independent testing (ATE_IND) .......oocooiiiiimminirr s s s s 195
Evaluation of sub-activity (ATE_IND.1) ....ccccoiiiiiriinr s 195
Evaluation of sub-activity (ATE_IND.2) .......cccccvvmmiiiimmiiierniesn s sssne s 198
Evaluation of sub-activity (ATE_IND.3) ......ccccooriimmiinimnierniese s e 203
Class AVA: Vulnerability assSeSSMeNt ..........ccccerieecierrnssierrsssre s essssresssssse e sss e s sesssseeneas 203
0 e Yo 11 o ) 203
Vulnerability analysis (AVA_VAN) ... irreccrrrrrsseressssssce s s s ssse e ss e e ss s smsessssssme s sssssmessessnees 204



14.2.1 Evaluation of sub-activity (AVA_VAN.1) ... s ssss s 204
14.2.2 Evaluation of sub-activity (AVA_VAN.2) ... snsss s ssnnns 208
14.2.3 Evaluation of sub-activity (AVA_VAN.3) .....oiirccrrrrrcmre s ssse e s sssms e s sssssme e s s sme e s s sme e snnns 215
14.2.4 Evaluation of sub-activity (AVA_VAN.4) ... iiccrrrrrcmre s sssmee s ssssss e s ssssme e s e sme s s smn s snnns 222
14.2.5 Evaluation of sub-activity (AVA_VAN.5) ... e e sssmn e s ssssme e e sme e s s e e 230
15 {0 - ET-307. X 04 @ L 0014 0] o Yo T= 11 e o 1SR 230
15.1 INtrOAUCTION ...ttt ——— 230
15.2 ApPPlIcation NOLES .......ccciiiiiii i ————————— 230
15.3 Composition rationale (ACO_COR) .......cccciiiiimiiniiimiinsrs s s s ssssss s s s snssssss s 231
15.3.1 Evaluation of sub-activity (ACO_COR.1) ....cccciiiiimiiniirr s issss s s sams s s snnns 231
15.4 Development evidence (ACO_DEV) ......cccciiiimiinimniiirs s ssss s sssssss s sssssssssnns 236
15.4.1 Evaluation of sub-activity (ACO_DEV.1) .....ccccciimiiniiiiisrssss s s sssss s sssss s sssnns 236
15.4.2 Evaluation of sub-activity (ACO_DEV.2) ........ooiriiceeerrecerersssmre s sssms e s sssssse e s sms e s s sms e s snnns 237
15.4.3 Evaluation of sub-activity (ACO_DEV.3) .....ccoioiiircceerrrsmre e rssmre s sssmr e s sssssne e s ssme e s s sme e ssnnns 239
15.5 Reliance of dependent component (ACO_REL) .......cccccoriieeirrnccsmeesscsmeessscme e s sssme e s sssmee s ennas 242
15.5.1 Evaluation of sub-activity (ACO_REL.1) ....ccoooiiiiriir e rcccsecerer s ssssr e e e e e s s mmnnn e e e e s e 242
15.5.2 Evaluation of sub-activity (ACO_REL.2) .......cccccciirrrrriinscccsecerers s ssssr e e e e s s mms e s e ensnnnn 244
15.6 Composed TOE testing (ACO_CTT) ..occccccerrrriiisiccsssmersesssssssssssmssssssssssssssssssssssssssssssssmssssssssnns 246
15.6.1 Evaluation of sub-activity (ACO_CTT.1) ..ccccciiiiiiiiiiieirr s s ssssss s s ssssss s s snns 246
15.6.2 Evaluation of sub-activity (ACO_CTT.2) ....cccciiiiiimiinirriiiess s ssssss s sssssss s s ssms s s sssans 248
15.7 Composition vulnerability analysis (ACO_VUL) .......ccccciinimminnneininsss s ssssenenns 252
15.7.1 Evaluation of sub-activity (ACO_VUL.1) ..o s ssss s sssnss s snnns 252
15.7.2 Evaluation of sub-activity (ACO_VUL.2) ........cccecimiiniiimiierr s s sssss s ssssass s snnns 254
15.7.3 Evaluation of sub-activity (ACO_VUL.3) .....cccccciimmiininirisrnissss s s ssss s sssssss s snnns 258
Annex A (informative) General evaluation guidancCe ........c.cccccrirerirircrsre e e 262
A1 (0] o 1= o3 4 Y- PSRN 262
A.2 85T 114 o 11 o R PR 262
A.3 [ 7= o =T g T L= 4 T2 = SRS 264
A.3.1 Dependencies between activities ... —— 264
A.3.2 Dependencies between sub-activities ..........cccocviciiiniic e ——————— 264
A.3.3 Dependencies between actions ... s 264
A4 Site VISIES ..ueriiiiiiiiisiir i 264
A.41 L0 e Yo 11 o ) 264
A.4.2 (€T =T 1IN o o] o T o1 o 0 PSSP 265
A.4.3 Orientation Guide for the Preparation of the Check List .......ccccccceiriciirrriiins e, 266
A4.4 Example of @ CheCKIiSt ... s 267
A.5 Scheme Responsibilities .........cccccciiiiiiiiccccccrrr e e 269
Annex B (informative) Vulnerability Assessment (AVA) ........ccomiiiiiiicccssserrerssnsssssssssesse s s sssssssssssssssees 271
B.1 What is Vulnerability Analysis .........cccooiiiimiiniiniir s 271
B.2 Evaluator construction of a Vulnerability Analysis ..........ccccoiiiimiiniicnnnin s 271
B.2.1 Generic vulnerability gUIdanCe ... ———————— 272
B.2.2 Identification of Potential Vulnerabilities ..........ccccoiiiviiinnisn s 279
B.3 When attack potential is USed ... 281
B.3.1 D 12 o o - 281
B.3.2 EVAlUALOr ... e 282
B.4 Calculating attack potential ...........ccccoireeiiireecerrre e 283
B.4.1 Application of attack potential ..........cccccmriiiiccii e ————————— 283
B.4.2 Characterising attack potential .........c.cccooiimiiii i 283
B.5 Example calculation for direct attack ...........ccccevcmiiiiicniiii e —————— 289



		2026-06-24T14:18:01+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




