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Health informatics - Information security controls in health based on ISO/IEC 27002

Contents Page
[0 =TV o Vi
0o Yo 11T 4 T o vii
1 S o o o - 1
2 NOIrMAtiVe FEFEIrE@NCES ......oooieieeriee e e e e smn e e e s mn e e e smme e e e e e e e smmnnnas 1
3 Terms,definitionsandabbreviatedterms ........ccccccciiiiiicciii e —————— 1
31 Terms and defiNitionNs ... 2
3.2 AbBDreviated tErmMS ... ..o an 3
4 7= T - N 3
4.1 Structure of this dOCUMENt ... 3
4.2 SaAfELY i ——————— 3
4.3 Selecting and applying CONtrols ... ———— 4
4.31 Determining CONrolS ... 4
4.3.2 Application of QUIAANCECE ... e 4
4.3.3 Use With ISO/IEC 27001:2022 .........ocooeeoeereerarerrasaerreassssnerssssnsersssssessssssmsesssssnsesssssnsesssssnesssssnsenss 4
5 (0o E=Ta T 1T F= T I e o] 411 o] - N 4
5.1 Policies for information SECUNItY .........ccccomiiiiicciiciiir e e e mnnn e 4
5.2 Information security roles and responsibilities .........cccccccvrrimiiin e —— 6
5.3 Segregation of dUties ... —————————— 7
5.4 Management responsibilities ..o ———————— 7
5.5 Contact With QUthOIItIes ... s 7
5.6 Contact with special interest groups ... s 7
5.7 Threat intelligencCe ... ———————— 7
5.8 Information security in project management ... ———— 8
5.9 Inventory of information and other associated assets ........ccccccocmrrrcccrrercccerrss s 8
5.10 Acceptable use of information and other associated assets .......ccccccceviicciiicnnin e, 9
5.1 = 0T o - T £ 9
5.12 Classification of iNformation ... 9
5.13 Labelling of information ... s mn e e e e 10
5.14 Information tranSfer ... ———— 10
5.15 X o o2 TR oo 11 o N 1
5.16 Identity Management ... —————— 1
5.17 Authentication information ... ——— 12
5.18 ACCESS FGNLS ..o ————————— 12
5.19 Information security in supplier relationships .........cooo i 13
5.20 Addressing information security within supplier agreements ..........ccccocirriccrrrccceernceseennns 13
5.21 Managing information security in the ICT supply chain ..........ccooorooirrccc e 13
5.22 Monitoring, review and change management of supplier Services ..........ccccueeecerrreccerrrrcscennns 14
5.23 Information security for use of cloud SErviCes ........ccoviiiiimiiiiiicccccserrre e e 14
5.24 Information security incident management planning and preparation .........ccccccceeviiiccieeenns 14
5.25 Assessment and decision on information security events ..........cccccceiiiiniicccrre e 14
5.26 Response to information security incidents ...........ccccciiiiiiiiicc 14
5.27 Learning from information security incidents .........cccccoiiiciiinnicc 14
5.28 Collection of @VIAENCE ... s mn e e s mmnns 15
5.29 Information security during disruption ..o —————— 15
5.30 ICT readiness for business continuUity .........ccccociiminni s ——— 15
5.31 Legal, statutory, regulatory and contractual requirements ..........ccccocmiiiiiiiiiiinecnn s 16



5.32
5.33
5.34
5.35
5.36
5.37
5.38

5.39
5.40
5.41
5.42
5.43

6.1
6.2
6.3
6.4
6.5
6.6
6.7
6.8
6.9

71
7.2
7.3
7.4
7.5
7.6
7.7
7.8
7.9
710
7.1
712
713
714

8.1
8.2
8.3
8.4
8.5
8.6
8.7
8.8
8.9
8.10
8.1
8.12
8.13
8.14
8.15
8.16
8.17
8.18
8.19
8.20

Intellectual property Fights ... s e e s snmnnes 16
Protection of reCOrds ... s mn e e s s e 16
Privacy and protection of Pl ... 16
Independent review of information security ..........ccoociiiiisiini e ———— 17
Conformance with policies, rules and standards for information security ...........ccccccvrnnnnes 17
Documented operating ProCedures ... s s 18
HLT - Information security requirements analysis and specification ............ccccccniinriinenn, 18
HLT - Uniquely identifying subjects of care ..........cccooooimmircccimincccerreseee s 19
HLT - Validation of displayed/printed data ..........cccccoceriireemnincerr e 20
HLT - Publicly available health information ..o 20
HLT - Emergency COMmMUNICAtION .......cccciiiiiiiiciincerinssissscssssne s s s s ss s s ssssee s e s s ssssssssmmne s e s s snssnssnnnes 21
HLT - External incident reporting ........ccccccmiinn e 21
People CONLIOIS .......coiiiii it 22
£ T o2 =T =T T o ' 22
Terms and conditions of employment ... ————— 22
Information security awareness, education and training ..........cccccocverinnicn— 23
DiSCIPliNary ProCESS ......ciiiiiciiiiiiiii e s msn e s e e s me e s annn e 23
Responsibilities after termination or change of employment .............cccocmiiicccnnccecennccee, 23
Confidentiality or non-disclosure agreements ...........ccccoriececmrrrcssrerssssseesssssee e s s sme e snnns 24
L2104 Lo LYY 4 (] 4V 24
Information security event rePorting .....cccccoov s 24
HLT - Management training ..o s s ssssssssssssssssssssssssssnsssnsns 25
Physical CONLIOIS ..ot 25
Physical security perimeters ... —————— 25
PhySical @ntry ....oeiiiii e ————— 26
Securing offices, rooms and facilities ... —— 26
Physical security MONitoring .......ccccccimiiiimr e ————— 26
Protecting against physical and environmental threats ............cccooiimiiiniciiic s 26
WOrKing iN SECUIE @rEAS .......cceerriiiiiiiiismrirrriiiiiissssmsses s sasssssssssse e s s sa s s s ssms s s e s s e s s e anmnsna s snsssnnmnnns 26
Clear desk and Clear SCreeN .........ccccurminimnininin e 26
Equipment siting and protection ... —— 27
Security of assets Off-PremisSes ... 27
StOrage Media .......occciiiiiiiiii i 27
Supporting Utilities ... —————————— 28
Cabling SECUNLY .......ceiiiiiiiiiiir e nr s e 28
Equipment Maint@nancCe ... s 28
Secure disposal or re-use of eqUIPMENt ..........oo i ———— 29
Technological CONLIOIS ... e 29
L0 ==Y =T Lo o T o1 e 1= [ =Y 29
Privileged access rights ... 29
Information access restriction ..o ———————— 29
ACCESS tO SOUICE COUER ....ooiuiriieiriiir it a e e an e s nn s 29
Secure authentication ..o ———————— 30
Capacity management ... 30
Protection against Malware ... ——— 30
Management of technical vulnerabilities .........ccccoiiiiiiiiiiicc 30
Configuration management ... ——————— 31
Information deletion ... —————— 31
Data MaskKing ..o s annn e 32
Data leakage Prevention ... s 32
07 o] 0 4= YA ToT 0T o T od (U]« XSS 32
Redundancy of information processing facilities ..........cccocccmmmmmiircccisserer e 32
1o Yo |1 S 32
T LoY 0T 2] o 1T IR T 1YL =S 32
Clock synchronization ... 33
Use of privileged utility programs ... 33
Installation of software on operational systems .........ccccccvciiiiiic e —— 33
NEtWOrKS SECUIILY ..cociiiiiriiiierr it e 33



8.21 Security of NEtWOIrK SEIVICES .......ccceeiiiiiiicicecrirr s srsses e s s s e e e s s smn e e e e e e s s s s s nmn e e e snnnnn 33

8.22 Segregation of NEtWOIKS ..o ————— 33
8.23 WED FIltering ......occeieiiii e 34
8.24 Use of cryptography ... e 34
8.25 Secure development life CYCle ... —————— 34
8.26 Application security reqUIremMents ... 34
8.27 Secure system architecture and engineering prinCiples ........cccceovccerrrrccceresscserss e 34
8.28 RS Y=Y 0] (= oo T 11 4V R 34
8.29 Security testing in development and acceptance ...........ccccveeeiiirrccerrrese s 35
8.30 [0 101 =T oTH] ¢ o7=To Ia [=3V7=1 Lo o 3 0= o | PR 35
8.31 Separation of development, test and production environments ...........cccccccvririiiccccscereeeenn. 35
8.32 Change Management ... 35
8.33 Test INfOrmMation ... ——————————— 35
8.34 Protection of information systems during audit testing .........c.cccocvvciiiniicnccccc e, 35
8.35 HLT - Zero trust PrinCiples ...t s mmn e s 36
Annex A (informative) Information security controls for health reference .......cccccovviiiiiiiiiiiniiiininiines 37
Annex B (informative) Correspondence of this document with ISO 27799:2016 ............cccccmrececerrrcenees 39
Annex C (informative) Information security in health organizations .........c.cccccccciimiiiincccccecer e 40

Annex D (informative) Example security and privacy requirements for health information systems
and their mapping to the ISO 27799 controls and IEC/TS 81001-2-2 security capabilities ..51

[ T0 0 1o =T ] 1 )/ 7



		2026-07-06T17:38:16+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




