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Health informatics - Guidance on the identification and authentication of connectable
Personal Healthcare Devices (PHDs)

Contents Page
0T =T o iv
L Yo 11T o '
1 £ T o o1 1
2 Normative referenCes ... s 1
3 Terms and definitioNs ... s 1
4 Abbreviated terms ... 5
5 Information security objectives in healthcare and PHDs ...........coooccciimieiin e 5
6 Security vulnerabilities and threats of PHDS ... e e e 5
6.1 Security vulnerabilities of PHDS ... 5
6.2 Security threats of PHDS ...t e 6
7 Identification and authentication for connectable PHDs ... 7
71 7= T - N 7
7.2 Person or entity identification and authentication ...........ccccorroemrecccncc e, 7
7.21 L0 T ¢ 1= o Y- 7
7.2.2 User or entity registration procedure .............o i ————— 7
7.2.3 Device identification and authentication ...........ccccoiinccc 8
7.2.4 Human user identification and authentication ..o, 8
7.2.5 Authentication information management ... ——————————— 8
7.3 Application, identification and authentication .............ccccooiiiiiiiincis 9
7.31 ODBJECLIVES ..o 9
7.3.2 Unique Identification and Authentication ..........ccccoiiincc s 9
7.3.3 Application, firmware and information integrity ...........ccccciiiiiiiniis 9
7.3.4 T =T o D= T Yo | T 9
7.3.5 INPUL ValIAAtioN ... e e s 10
7.3.6 Information confidentiality .......ccccccriireriiirece e s 10
74 o L= oo 1 o 10
7.41 L0 T ¢ 1= o - 10
7.4.2 Secure 10g-0N ProCEAUIES ........cccccicerrrrriiiiissssrrrerrsssssssssmsreeeesssssssssmsssneeessasssssnsenesssssassssnnessnssnnnss 10
74.3 =10 071 o L= T3 V= Lo oo o | SR 1
74.4 WX U1 o 3.0 F= 1 o3 oo T 3 P 1
745 D T T o o] S 12
Annex A (informative) Mapping to other standards ...........ccccoiiiimiiniicc e ——— 13
[ T0 o 1o - o )/ 15



		2026-04-28T23:34:50+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




