ISO 17090-1:2008-02 (E)

Health informatics - Public key infrastructure - Part 1: Overview of digital certificate

services

Contents Page
0T =T o iv
o X0 11T T o v
1 £ o - PSS 1

2 Normative referenCes ... e 1

3 Terms and definitioNs ... 2
3.1 Healthcare context terms ... s 2
3.2 Security SErviCes tErMS ... ————————————— 3
3.3 Public key infrastructure related terms ... ———— 6
4 ADBDreviations ... ——————— 9
5 Healthcare context ... ———— 10
5.1 Certificate holders and relying parties in healthcare ........ccccccmiiiiiccccr e 10
5.2 EXamples Of @CtOrS ... 10
5.3 Applicability of digital certificates to healthcare .........cccoccmiriiiiinni 12
6 Requirements for security services in healthcare applications ...........cccooiiiiiiiiiiiiiniicciies 12
6.1 Healthcare characteristiCs ... s 12
6.2 Digital certificate technical requirements in healthcare .........ccccconiiiiinciicc e, 13
6.3 Separation of authentication from encipherment ... s 14
6.4 Health industry security management framework for digital certificates ........cccccccvrricccnneens 15
6.5 Policy requirements for digital certificate issuance and use in healthcare ........cccccceeuunnneees 15
7 Public key CryptograpRly ... s s s s s s s s s s s s s s nnnsnan s 15
71 Symmetric vs asymmetric cryptography .........ccccccccimimiiiicccssscerrns s sssssese e ss s ssssses s s s sssssssnnnns 15
7.2 Digital certificates ... —————————— 16
7.3 Digital SIgNatures ... —————————— 16
7.4 Protecting the private Key ... 16
8 Deploying digital certificates ..........ccvvmminniiini i ————— 17
8.1 Necessary COMPONENTS .......cccccciiiiiiiiiiinnsrrrsssssss s ss s ssss s s s s s s ssssssss s s s s s s sssssssssssssssssssssnsnssnsssnnsnsnsns 17
8.2 Establishing identity using qualified certificates .........ccccccommriiiiccisc e 18
8.3 Establishing speciality and roles using identity certificates ..........cccccccverririicciicennnnnns e 19
8.4 Using attribute certificates for authorization and access control .........cccccceeccciceriniicccccinees 20
9 Interoperability requUIremMents ... ——————————— 20
9.1 L0 1YY - 20
9.2 Options for deploying healthcare digital certificates across jurisdictions ............cccccvvuneenn. 21

9.3 L0 01 1T o =T T [ 22
Annex A (informative) Scenarios for the use of digital certificates in healthcare .............cccvuurrrne 23
=1 o7 [T Yo | = T o 17/ 35



		2026-06-17T23:45:04+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




