DIN CEN/TS 15121-1:2011-03 (E)

Postal Services_- Hybrid Mail_- Part_1: Secured electronic postal services (SePS) interface
specification_- Concepts, schemas and operations; English version CEN/TS_15121-1:2011

Contents Page
0T =NV o 5
o Yo LU oY o 6
1 85 o7 o 1 = 8
2 NOIrmative referenCes ...... ... 9
21 L1 =3 T o - o = 9
2.2 Internet Engineering Task Force (IETF) documents...........ccccociiiniiiiiiinnseinnese e 9
23 Organization for the Advancement of Structured Information Standards (OASIS)..................... 10
3 Terms and definitioNS ... 10
4 Symbols and abbreviations ... ——————— 13
5 LGRS L= S oo 4 e T o1 14
5.1 L= 0T o 1T o 14
5.2 Digital signature verification ... —— 15
5.3 o]l = 1 Lo T ' 15
5.4 Y=Y o B Lo T T 1 ' 15
5.5 Lifecycle Management .......... e e 16
5.6 [\ Lo ¢ B =Y 1T 1= 1 1o o 16
5.7 L= {1 T 13 T 16
5.8 Processing directives or OPtiONS........ .. e 17
5.9 Protection of confidentiality ............cccoeiiiiiiiiioii e 17
L0 0 15 1 T=353 1 4 11 4 17
L0 T R I =1 T=F= U € oY 0 TN 0 =T T | 113 T 17
6 Overview of SEPS operations.........ccoccciiiiiiniicr e ————— 17
6.1 €7 4 =T - P 17
6.2 L0 =T 1 =Y o | 1 18
6.3 D 1Y o 7 o 19
6.4 o T/ o 19
30 I € 7Y 3= - | 19
6.4.2 Delegated Confidentiality Service........cccooiiiiiiiiciiir 19
6.5 oo |- 19
6.6 oo | 20
6.7 POSTMArK...... e nnan 20
6.8 RetrievePoStalAribULesS ........ ..o s 20
6.9 RetrEVERESUIES ... s 20
6.10  RetrieVESUMMAIY .......coiiiiiiiiir st r s s e s e e s e ae e e b a e e e Eaane e e e ann e e s 20
00 T = ' o 21
6.12  StartLifECYCIe ... e 21
200 T Y 21
7 Common schema types used across SePS operations ............ccooemimiiiniiccinnin e 22
71 Lo Yo LU o oY o 22
7.2 X o] o XT3 T o2 o T=3= 1 Lo [T oo o ==t 22
7.3 Claimedldentity ... 23
7.4 ClIeNtAPPLICALION ... e 26
7.5 L0207 01 (=70 14 (o [=1 41 =T 26
7.6 L0207 01 (=10 1411 =3 = T - |- S 26
7.7 EncryptResSponse OPLtioN...... .o e 27
7.8 R 7= 1 1 29
7.9 (0 1T 110 110 oY 01 L=1 o 5/ o - 29
7.10  ParticipatingPartyType........ s e 30



7.11
7.12
713
714
715
7.16
717
7.18
7.19
7.20
7.21

8.1

8.2

8.21
8.2.2
8.23
8.24
8.3

8.3.1
8.3.2
8.3.3
8.3.4
8.4

8.41
8.4.2
8.4.3
8.4.4
8.5

8.5.1
8.5.2
8.5.3
8.5.4

8.6.1
8.6.2
8.6.3
8.6.4
8.7
8.71
8.7.2
8.7.3
8.74
8.8
8.9
8.9.1
8.9.2
8.9.3
8.9.4
8.10
8.10.1
8.10.2
8.10.3
8.10.4
8.11
8.11.1
8.11.2
8.11.3
8.11.4

POStMarkedReECEIPL .......cccccciiir i mn e me e e s e e e s amnnn e e e e e anan 31
PostMarkedReceipt (XMLDSIG considerations)..........cccccocmiiiiiniiniinnnisnse e 36
L@ =TT | I R/ o 38
53T T Eo Y LU= [ o 5/ =SS 38
SignaturePolicyldentifier ....... e e 39
TranSaCtiONKEYTYPE ...ceeeieiiieiieiirieeeeeeessrsrerrerr e nrerrnnrernrernsnsnsmsmsmsmsmsmsmsssssssssssssssssssssssssssssssssnennnnnnnnnnnns 40
TransactionStatus and TransactionStatusDetailType.........cccccccmmriiiiiccccsrrire e e 41
RV 11T [0 ] o X1 1o o PSS 41
RV 11T [0 ] o 1 ' o SRS 42
7421 = 1o o S 42
DT 1 L 13 00 Y/« - 42
Detailed specification of SEPS operations ... 44
L e Yo 1H T o oY o 44
CheCKINtEGIity....ccii et ———————————— 44
Checklintegrity Edit Rules SUMMATrY ... 44
CheckintegrityOptions ReqUEeSt FIags .....cccccviiieiiiimmiiiiiiisccccscerns s csssssse e s e s s ssmnns e s s s s s s smmmne s 45
Checkintegrity Request EIEMENtS ... ccssssers e s s s ssssns s e s e mnne e e e e s s s s mnnnes 46
Checkintegrity ResSponse ODject .........ccccciiiiiiiiccciinciriri s csssmr e e sms s e s e s s samnn e e e e s s s s s snnnnees 48
[ 1Y o7 oV 51
Decrypt Edit RUIES SUMMANY ..........ceuiiiiiiis s ccccscrrr s ssssr e e s s smn s e e e s e s s s mmnn e e e e e s e s s samn e e snnnnn 51
DecryptOptions Request FIags .......ccccciiiiiiiicciicriiiiii s cccsssne s n s ssssnere e s s s s s ssmsn s e e e e s ss s smmnn s s s s 52
Decrypt Request EIemMENtS....... ..o sms e mmn e s smn e n e e e 53
Decrypt ReSponse ODBJECt ... s e 53
0T T/ o 1 54
Encrypt Edit Rules SUMMArY ... ———— 54
EncryptOptions Request FIags ... s e 55
Encrypt Request EIemeNts..........ooi s s e s s e s e e 56
Encrypt ReSponse ODBjJECH.........cooi i ccccecrr s s s s e e s s s smnn s e e e e e s e mnme e e e e e e s s nn e e e e e e nnn 57
oo |- 58
Locate Edit RUIES SUMMAIY ......coccccceiiriiiiiisccccsssess s s s s s sssme s e s s s ssss s sssmns s e e s sesssssssnmnneeseessnsssnnsenssnnsen 58
LocateOptions ReqUESt FIags........cccccimriiiiiiccineciineris s ccssssssss s s s s s ssssss s e s s ss s s ssnmn s e s s e s s sns s smmenssnnsen 58
Locate Request EIements........... s s s s s 59
Locate ReSPONSE ODJECH........cciiiiiiiiccieiiiiriiirc s sssrr e r s sssse s s e s s s s ssmne e e se s s nmmn e e e e e e s s s nnneenesnnnnn 60
I T | =Y 60
LogEvent Edit RUIES SUMMATY ........ccoiiiiiiiiiiiir i s 60
LogEventOptions Request FIags........cccciimiiniiiiiir s e 61
LogEvent Request EIements..........oociiiiiiiiis s s 61
LogEvent Response ODbjJect..........cccuiiiiiiiiiiiii s 62
L= {1 T L 62
PostMark Edit RUIES SUMMArY ... csmer e s s sr e s s smn e e e s e s s s mmme e e e s e an 62
PostMarkOptions Request FIags .......ccccciiiiiiciiimmiiinii s cccsssses s s s s ssssss s e s ss s s ssnme s e s s sssssssssnmnssensnns 63
Postmark Request EIEMeENts........ .. s s 63
PostMark Response ODjJEcCt ..........cccciiiiiiiiiiicccccncirr s sssses s s s s s sssmn e e s e e s s s mmn e e e e e e se s nn e e e s nnnnn 65
RetrievePostalAttributes — RetrievePostalAttributes Edit Rules Summary .........cccceiciinrinneen. 66
RetrieVERESUILS ... 67
RetrieveResults Edit RUIES SUMMAIY ........oocccciiiiiriiincccccescerrr s ssssr e e s ssms s e e e e s ss s mmnn e e e eans 67
RetrieveResultsOptions Request FIags .........cccccimiiiiiicccemeiniiinsnsscsssses e s s s ss s sssne s s s s sss s sssnne e s s senns 68
RetrieveResults Request EIemMeNts..........coo i ssms e e 69
RetrieveResults Response ODbBject.........cccvimiiiimiininir s e 70
RetrEVESUMMANY ....coiiiiiiiii iR e R e am e e e e ann s 73
RetrieveSummary Edit Rules SUMMary .........ccocciiiiiimiii 73
RetrieveSummaryOptions Request Flags.........ccccconiiiiiniiiniinnn s 73
RetrieveSummary Request Elements..........cccc v 73
RetrieveSummary Response ODBjJECt ........ccoov i sssn e e mnn e e e 74
£ T o P 75
Sign Edit RUIES SUMMAAIY .......ueeiiiiiiii i s ssmssr e s s s s s sassn e s e e s s e s s s s ssmn e e e e s eesa s nnmnseeeeessnnmnnnnens 75
SignOptions ReqUESE FIags......ccccviiiiiciimmmiiiriiisssccssscrise s s s s s sssssns s e s s s s s s s sssmne e e s essss s snmnsn e e s e s snnmnnnnes 76
Sign ReqUESt EIEMENLS............eiiiiiiiccccccecirrr s sssse e s s s s msn e s e s s s s s mne s e e e e s sa s smmn e e e e e e sensnnnmnnnnns 77
Sign ReSPONSE ODBJECE .....cci i ccecrrr e snsr e s s smsn e e e s s e s s s s snmn e e e e s se s s annne e e e ea s nnmnnnnens 78



- = o I = 0o 1 79

8.12.1 StartLifecycle Edit RUIES SUMMAIY ........cccciiiiiiirrrcsereressereresssene s e sne e s smn e ss s sme e s smne e s s smmeeesssmenes 79
8.12.2 StartLifecycleOptions Request FIags ........cccccccrerrrrimemirrserrnsssee s e seesssssme e s s s e s s ssme s smee s e s smnns 79
8.12.3 StartLifecycle Request Elements.........cccoviiiiiiimminiinir s 80
8.12.4 StartLifecycle Response Object..........cccviviiiiiiiiiinii i 80
R R T Y T 81
8.13.1 Verify Edit RUleS SUMMArY ..........coiiiiiiiiir i s 81
8.13.2 VerifyOptions Request FIags..........ccoviiiiiiiiiiiinin s e 81
8.13.3 Verify Request Elements........ccccociiiiiimiinii i 83
8.13.4 Verify ReSponse ODJECH ........ccouroiiirirnirrrinrsierrsssrersss e e ss e e ss s sms e s s s ssne e s s s ssme s essssmeesesssmeessssnsensssnnens 87
Annex A (normative) SePS XML Schema V1.15.......c i riirrerrrcere e e s s s e sssms e s mn e s ssssmne e s s smne e snsnnes 89
Annex B (normative) Web Service Description Language (WSDL) V1.15........cccoirirccemrrcseeerssseeeesnnns 108
Annex C (informative) EXaMPIES .......cceeireeierincirerrrssrresssssressssssressssssesssssssesssssssesssssnsessassnsessesssseesasssnsesanss 117
CA1 =T T - 117
C.2 Standalone PostMarkedReceipt over a verified signature...........ccccececrmrrreceerrssseesssssece e 117
C3 Standalone <PostMarkedReceipt> over data when using PostMark operation............c.cccceeu.. 120
Cc4 Embedded <PostMarkedReceipt> over a verified signature..........cccccovevviriiiiicniinnicncineaes 122
C.5 RequesterSignature over TransactionKey for any operation in protected Lifecycle................ 125
C.6 RequesterSignature over OriginalContent when used in a Checkintegrity operation.............. 126
Annex D (informative) European and international standards inter-relationships and evolution......... 128
Annex E (informative) Relevant intellectual property rights (IPR) .....c.cccciiiimiiniisninii s 129
E.1 INtrOAUCHION ..t ———— 129
E.2 USPS Patents .......ccoiiimiiriiis i s s s s s e s e 130
L T0 o1 1T o o N 131



		2026-05-20T21:01:45+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




