DIN CEN/TS 16702-1:2020-04 (E)

Electronic fee collection - Secure monitoring for auto nomous toll systems - Part 1:
Compliance checking; English version CEN/TS 16702- 1:2020

Contents Page
L2000 0 0T ) 0 0] 0 ) o 4
0000 0 L1 U 0 5
1 N 60 .1 7
2 NOrmative referenCes. ... ——————————————— 7
3 Terms and definitions ... —————————————————— 9
4 WA X0) 0 74 1 (1) 1 . 12
5 PrOCESSES iR 13
5.1 L0 ) o 13
5.2 50 (0 1 L 15
5.3 Itinerary FreeZing ... 20
LS8 206 SN 0L of o7 10 (50 ) o (P 20
5.3.2  Generate IUNEIarY ... s ssssssasas 21
5.3.3 Real-time freeZing........coconmmnmnmmmnmnmis s ————————————— 22
5.3.4 Freezing per declaration ... ————————————— 23
54 Checking of Itinerary Fre@zing......cu o ssssssssssssssssssssssssssssssssssssssssssss 23
LS 35 TR 510 000X 11 Ut ) o 23
5.4.2 Observing a Vehicle ... ————————————— 24
5.4.3 Retrieving Proof of Itinerary Freezing (PIF) ... 24
5.4.4 Checking PIF against ODServation.......mmmmmmsssssssssss s ssssssssssssses 25
5.5 Checking of Toll Declaration ... 26
LTS 00 TR 3100010 10 ot () o 26
5.5.2 Retrieve [HNerary Data ... sssssssssses 26
5.5.3 ChecK Itinerary CONSIStENCY ... ssssasasas s ssssssssssses 26
5.5.4 Checking Toll Declaration against ItINETrary .......———————— 27
5.6 INCONSISEENCY FEPOTT ..t —————————— 27
5.7 Providing EFC CONtexXt Data.....commsssnmmmmssssssssssssssssssssssssssssssssssssssssssssssssssassssssssssssssssssssas 27
5.8 Key Management .....ciisimismsmssssssssssssssssssssssssssssssss s sssssssssssssssssssss s ssssssssasssssssssesasssens 28
L3270 T 510 000X L Cut () o 28
5.8.2  REQUITECINENLS ...ciieiismsisismsmsimsmissssssssssss st E AR EEEE A RARRERRE e RRRERE 28
6 TraNSACHIONS .o —————————— 29
6.1 0000 0 0 L1 U 00 ) 29
6.2 Description of Itinerary Data.....cmmmmsssssssssssssssssssssssssssss 31
6.2.1  INrOAUCEION it AR AR AR AR R AR R 31
6.2.2  IHNErary Leaf.... s ssssssssssssssssssssssssssssss s ssassasas 32
6.2.3 Itinerary Record Data EIEMENtS ......c.omncimsmmmmmmsmsmssssssssssssssssssssssssssssssssssssssss 33
6.3 Retrieving PIF in real-time (DSRC Transaction) ... 35
6.3.1 Transactional Model ... —————————— 35
6.3.2  SyntaxX and SEMANTICS ... s s s as s 36
LA T T T 0 11 o P 38
6.4 B0 LD Tl B i Ut ) 38
6.4.1 Transactional Model ... —————————————— 38
6.4.2 SyntaxX and SEMANTICS. ... s e as e s 39



LI T U 4 1= ) /0 1 01D 39

L Y - oL 1 1 o 41
6.5 Back end data checKing ... 41
LSS0 N 001t 0 T L1 U 0 41
6.5.2 Transactional model....... s —————_———— 41
6.5.3 ChecKks Of the ItiNEIrary....sssss s sses 43
6.5.4 Syntax and SEMANTICS ... ———————————————— 44
LS T o1 ) L/ 44
6.6 INCONSISLENCY REPOTt...c s s nnan 44
6.6.1 Transactional MOdel.........coummm s ———————————————_———————_— 44
6.6.2 Syntax and SEMANTICS ... ——————————— 45
LS ST T - oL 1 1 o 46
6.7 Providing EFC CONtexXt Data .....cuussmmmmmsmsmsmsmsmsmsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 46
6.7.1 Transactional MOdel........cum s ——————————_————————————— 46
6.7.2 Syntax and SEMANTICS ... e 47
LT T - oL 1 L, 47
7 R YT 1) L /7, 47
7.1 Security functions and elemMEents.........cm—————————— 47
7% T T £ 1 5 00 0 ot ) 47
8 B 1 47
7.1.3 Digital SIGNatUIesS....ccccurirismmsssssssiissmsmsmssssss s 48
7.1.4 Public Keys, Certificates and CRL........ccummmnmmmmnmmmsssssssssssssssssssssssssssssssssss 48
7.2 Key Mana@emeNt.......cuccoiimmmsmsmsmsmssissssssssssssssssssssssssssssssssssssssssmssssesssassssmssssessssssssmssssesssnsssssssssssennss 48
7.2.1 Key Exchange between Stakeholders..........conissssss 48
7.2.2 Key generation and certification ... ss—————ns 49
7.3 Trusted Recorder and SM_CC Verification SAM characteristics ... 49
7% 78 T 011 (T 11Tt 0 ) 49
7.3.2  Trusted RECOTUer ... s sasss s s s asssasns 50
7.3.3  SM_CC VerifiCation SAM .....cuiiimemismismissismssissssssssssssssssssssssssssssssssssssssssessnsssssassnsssssassssssnssssnssnssn 51
Annex A (normative) Data type specification.........cossssss 52
Annex B (normative) Protocol Implementation Conformance Statement Proforma ............. 53
Annex C (informative) Example tranSactions.......mmmsmsmmssssssssssss s 62
Annex D (informative) Relationships to other standards.........cnn————— 69
Annex E (informative) Essentials of the SM_CC cONCePt ......ccummmmmmmmmsmssmsmsmsssssssssssssssssssssssssssasssssssss 71
Annex F (informative) Use of this document for the EETS..... s 85
1 3310] 1074 0 1 1] 1 87



		2024-05-03T11:02:34+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




