
ISO 16461:2018 (E)

Intelligent transport systems — Criteria for privacy and integrity protection in
probe vehicle information systems

Contents

Foreword 

Introduction 

1 Scope 

2 Normative references 

3 Terms and definitions 

4 Symbols and abbreviated terms 

5 Reference architecture 

5.1 Reference architecture for probe vehicle systems 
5.2 Context model for privacy and data integrity protection 

6 Basic framework 

6.1 Overview 
6.2 Structure of framework 
6.3 Index framework 
6.4 Category framework 
6.5 Application of evaluation framework on probe vehicle systems 
6.5.1 Anonymity (FPR_ANO) 
6.5.2 Pseudonymity (FPR_PSE) 
6.5.3 Unlinkability (FPR_UNL) 
6.5.4 Unobservability (FPR_UNO) 
6.5.5 Integrity of exported TSF data (FPT_ITI) 

7 Criteria for privacy protection 

7.1 Overview 
7.2 Raw sensor data processing 
7.3 Probe data retention 
7.4 Probe message creation 
7.5 Probe package creation 
7.6 Probe package reception 
7.7 Probe package processing 
7.8 Processed probe data retention 
7.9 Probe information creation 

Page count: 16

- 1 -


		2026-06-21T15:08:24+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




