DIN CEN/TR 16690:2018-12 (E)

Electronic fee collection - Guidelines for EFC applications based on in-vehicle ITS
stations; English version CEN/TR 16690:2014

Contents Page
o1 =NV o 5
L0 e Yo 11 o) 6
1 1S oo o - N 8
2 NOIrmMative refEreNCES ..... ... e s mmn e e e e s e s s smmnn e e e e s sn s s nnnnns 8
3 Terms and definitioNS ... n s 9
4 Symbols and abbreviations ... ————————————— 12
5 L0207 01 (=) QA o S O N 1O 13
5.1 (D= T 4T 4 T o A O I SRS 13
L 1 TR 1411 o T [T 1 e o P 13
5.1.2 The European Commission basic definition...........ccccomiiiiicciicmiiccccrrr e 14
5.1.3 The vehicle active safety VIeWPOInt..........cccmriiiiiiiiciii e 14
5.1.4 The CEN/ETSI/ISO definition .........ccccciiiiciiiiiicseieissceeessscsr e s s ssss e sssssss e sssssns e sss s s s ssssss s e sessnseesassnsesnanen 14
5.2 C-ITS role model and business architeCture ...........cccoccceiiininicccccrr s 15
L0 R & e ] 1= 4 o T [ P 15
5.2.2 BuUSINESS arChit@CIUIe ........ciiiiiieii e e s s mmn e e e s s e s mmnn e e e e e nas 17
5.3 Technical arChiteCtUre...... ..o s mmn e e e s s e mmnn e e e e e nan 19
5.3.1  ITS Station arChit@CtUre ... s e mmn e s 19
5.3.2 ITS communication access techNOolOgies .........ccccciiiiniiiiinni 20
5.3.3 Application provisioning and life cycle management............cccccvviiiiiiinninnin 22
LT T S - Y ¥ 1 4 23
5.4 Legal aspects and background ... 23
5.4.1 European action plan and directive for ITS ... e 23
5.4.2 User privacy and data proteCtion...........ccccccimiiiiiiccssmiini s e 24
5.4.3 Liabilities regarding application performance / suitability for use.........cccccciieciiiciiniiiniccccccennnnn, 24
5.5 Overview of standardization activities ............cccoccmmiiiiiicccs e 24
LT T 1411 o T [T 1 e o 24
5.5.2 Basic set of ITS appliCatioNs......cccciiiiiiiciiiir e mmn e 25
5.5.3 CEN/TC 278/WG 16 on cooperative SYStEMS .........ccccriiiiimiinnnrrminsrs s s sssssss s ssssssss e 26
5.5.4 ISOI/TC 204/WG 18 on cooperative SYStEMS ........cccccriiniiimiiniiriisrs s s s ssssss s 26
5.5.5 ISOITC 204/WG 16 on wide area communications/protocols and interfaces.............c.cccceecerrnnnn. 27
5.5.6 ETSI Technical Committee on ITS (ETSI TC ITS)......cccciimmminnimmminnir s s 27
5.6 Overview of R&D projects and other relevant initiatives ........cccccvcieniiicccccic e, 27
5.6.1 CVIS project on cooperative vehicle infrastructure systems ...........ccccccmririiiicccsccrnn e, 27
5.6.2 SAFESPOT project on road safety related applications.........ccccciiiicciicmniiinnccccer e 28
5.6.3 eCoMove project on road transport efficiency applications...........cccooeemriiiiiiccccccnnn e 29
5.6.4 DRIVE C2X project with focus on field trials .........cccccovviiiiiiiiinc s 29
5.6.5 Car-to-car communication consortium (C2C-CC) ........ccccmrririmrrmmnnssmriinnsrr s sssssse e 29
5.6.6 EasyWay project on applications for the major EU road network...........c.cccoceciiimrrniiinicccsncennnnn, 30
5.6.7 COMeSafety and COMeSafety2 projects on road safety applications...........cccccocmmriiiiiccciccnnnnnnn. 30
5.6.8  AMSEErdam GrOUP ......ccccceriiiiiiiissmrrrriissssssmrrerssssssssssnssessssssssssmsseessesasssasnnssesssssasssannnssnsssasssssnnnnnsnsssas 30
6 L0 01 1= QA o = O 30
6.1 Definition Of EFC........cccciiiiceiirccie e rrscse s ss s s e s s s sns e s mn e e e s mn e e e e mn e e e s mn e e e s mne e e s nmnenanesmnanan 30
6.2 EFC role model and business architecture..........ccccoiocmiiiiiiccccr e 31
307 I & e ] 1= 4 o T [ P 31
6.2.2 BuUSINESS arChit@CIUIE .......coi it ame s e e s mmn e e e e s s e s mmnn e e e e e nas 32
6.3 Technical arChiteCtUre...... ..o mnn e e s s e mmnn e e e e e nas 33
TR T © 1Y =Y VP 33

6.3.2

CommUNICAtION ArCRItECIUIE .....ccuiiiiee i e re s s rssss s rens s sransss s rsnnsssrennsssssensssrssnnnnnnres 35



6.3.3
6.3.4
6.4

6.4.1
6.4.2
6.4.3
6.5

6.5.1
6.5.2
6.5.3
6.6

6.6.1
6.6.2
6.6.3
6.7

6.7.1
6.7.2
6.7.3

7.1

7.2

7.21
7.2.2
7.2.3
7.24
7.2.5
7.2.6
7.2.7
7.2.8
7.2.9
7.3

7.31
7.3.2
7.3.3

8.1

8.2

8.21
8.2.2
8.3

8.3.1
8.3.2
8.3.3
8.3.4
8.3.5

9.1
9.2
9.3
9.31
9.3.2
9.3.3
9.4
9.41
9.4.2

Autonomous OBE / Front End implementation............ccooniiincccccrre e e 36
[ O3 o U] 7N 37
Additional Major aSPeCtS........cccciiiiiiiiii e ————————————— 38
INteroperability ..o ———————————————————— 38
Value added services based on EFC OBE ..o 38
] O o 111 =3 L= W] o o - SRR 40
Legal aspects and background...............occiiiiiiiini e 41
B LI Lo 4 =TT =T Y= o7 1 o 41
European Electronic Toll Service (EETS) .......ccocciiiiimiiiniiisi s sssssesenas 41
User privacy and data protection .............o e e 42
Overview of standardization activities ... 42
CEN/TC 278/WG 1 on Electronic fee collection and access control applications........................ 42
ISO/TC 204/WG 5 on electronic fee collection and access control applications.............cccce...... 42
ETSI Technical Committee for ITS (ETSI TC ITS)....cccceiiriimmiiniiinineis s s 42
Examples of commercial Projects ... e 43
Small EFC system: Herrentunnel Liibeck (Germany)........ccccciivimmiinisinninisss s ssssss s ssssanes 43
Nationwide EFC system: Germany .......cccccciriiiiimiinisnns s s s sssss s s s sassns s 43
Interoperable EFC system: EQSyGoO ........ccccciiiiemmiinieir s s sssss s s snses 44
Outline of EFC requirements to an ITS Station ... 44
High level EFC requirements ... s s s s s sssssss s 44
Requirements for the EFC application(s).......cccociemiiiiiiieeii e 46
Detection of Charge Objects (autonomous toll domains)..........cccooemiiiiiiicicsscirer e 46
Provision of charge reports (autonomous toll domains)..........ccccecvmmriniinni e, 47
Fee calculation (autonomous toll domains) .........ccccciiiiriiiiinns i ———— 48
Generation of charge data (DSRC based toll domains) .........cccciiiiiiiiiirnninccceee e 48
Location support (autonomous toll domains).........cccceiiiiiriiiii i ———— 49
Support of enforcement application...........co i ————— 49
Operation of an enforcement application ... 49
Changing variable tariff parameters.........ccccciiiiiiinci i ———————— 50
Feedback to the road USEer ........... e mn e e e s s mmn e e e e e s s mmnns 50
Resulting requirements for the ITS Station ... 51
Technical reqUIrEMENES ... s s s sme e e e e s e mnn e e e e e s e e mmnn e e e s 51
Security reqUIreMENLES........coi i ——————————— 55
(0 o T=T =T a Lo T B LI =T [T =T 4 =T o £ 58
EFC services in the C-ITS environment ......... ..o mn e e 60
EFC services on ITS Stations........c..iiiiiiicirr e ms e s 60
Involved C-ITS sub-roles in the life cycle of EFC services ........cccocviminiinnininnnsenee e 61
Life cycle Of EFC SEIVICES ..ottt s s e s e 61
C-ITS sub-roles involved in different phases of the EFC service life cycle .........coccvvriinniiinnnnn. 62
Combined models of EFC services in C-ITS context..........cccoivvimiinisnnininnssn e 66
C-ITS and EFC role model relations ... e 66
Technical EFC architecture in C-ITS context..........cccooriiiiiiiiirire e e 68
ITS Station Service ProVider ... ncrme e s s e s e mmnn e e e e e e as 70
Extended EFC role model in C-ITS environment ... 70
BUSINESS @rChit@CtUre ... .o e mn s e s e e e e s mmnns 7
Considerations on particular implementation aspects ..........ccccoriiiiiirrirrcccccc e 72
0 Yo 11T T ) o 72
RS L= == 73
Particular and critical areas in relation to EFC in an ITS environment............ccccccviininiicnnnniinnnnn, 74
Phase of migration from dedicated EFC devices to ITS-S based EFC ..........cccccoiiiicciiicinniinencnes 74
(=TT o U o= 3 F= T = T T 4 =T L N 77
Performance MoNitoring.......cccuciiiiiiiiiirr i 80
Suitability for use and certification ... —————— 81
04 Yo 11T 7T ) o 81

Conformity to specifications..........ccccucviiiiiii e ————————— 82



9.4.3 Suitability for Use tests ... —————————————————— 83

L I 3 07 {1 =Y 1 oY o 83
9.4.5 Registration and Certification AUthOTrity ... e 84
9.4.6 Quality system approval und surveillance...........ccccociiiiiimiinn e —————— 85
9.5 Governance and respoNSIbility ..o 85
L2 TR 0 I 31 o ¥ 1 oY o 85
9.5.2 Application configuration of the ITS Station ... s 86
9.5.3 Technical implementation of the ITS Station..............iiccc s 87
9.5.4 Update and installation of applications..........cccori e 88
10 Guidelines for FUrtREr WOTK...... ... s e 89
10.1  Role of EFC to boost the deployment of C-ITS.........ccociiii 89
10.2  Actions to reduce barriers for the deployment of EFC applications — Create harmonized
certification and teSt rUIES ... e 20
0070 T {13 Yo 11T 3T o 920
10.2.2 ISSUING tEST FUIES ... e s s mmn e e e e e e e e mmnn e e e e s sa e mmnneennenan 920
10.2.3 Guidelines on certification and tests..........ccooi i ——————— 91
10.3 Recommendations for further standardization activities...........ccooocooiiiir i, 91
10.3.1 Recommendations with regard to the area of EFC ...........ccocciiiiiiiiicic s 91
10.3.2 Recommendations with regard to the area of (C-)ITS.........oriiiiic e 93
T S = 1T o - T o= 94
Annex A (informative) Security Considerations..........cccciriiiiiiniicnsi e —— 95
AA1 L0 o Yo 11 o2 o) o PN 95
A.1.1  Security areas and targets..........cccciiiiiiiiin e —————————— 95
A.1.2 System and application availability and reliability...........ccccoiiiiiiiiniicinc 95
A1.3  Data SECUNILY ..eeeiiiiii i 95
Wt O S W -1 o o] V2= Loy VA o o (= 1 oY o 96
A.2 Security scope of thisS aNNEX ..o —————————— 96
A3 General EFC security considerations...........cccccviiiiiiniiinsr s 96
A.3.1  SeCUNity ANaAlYSiS.....cooiiiiciiiiiiii i 96
A.3.2  SeCUNItY SYSEEM ...t e 98
N 0 € 7= o T - 98
A.3.2.2 Technical security architeCture............cccciiiiiiicisn 98
A.3.2.3 Organisational security architecture ..........cccciviiiiicincc e —— 98
A4 System and application availability and reliability...........ccccoiriiemiiiiic 99
A.5 Security of an ITS Station ... ————_—— 100
< N € 7= o T - | PN 100
A.5.2 Closed ITS Station application platform ... e 100
A.5.3 Open ITS Station application platform ... 101
A.6 LT E ] 1] 14T 7 101

=] 0T 1o o =T o 1 /N 102



		2026-07-11T16:14:51+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




