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Automatic vehicle and equipment identification - Electronic Registration
Identification (ERI) for vehicles - Part 5: Secure communications using symmetrical

techniques

Contents Page
0T =T o '
0L Yo 11T T o vi

1 T o - 1

2 NOIrMAtive refErEeNCEeS ... s s n e mnn e s 2
3 Terms and definitioNS ... 2
4 Symbols and abbreviations ... e nnn 8
5 System communications CONCEPL ........ccviirimmriiinir e ————————— 9
5.1 (= T - 9
5.2 L0 Y=Y - 9
5.21 Vehicle registration identification ..........ccccoiiiiiiinci e ———— 9
5.2.2 System concept and supported interfaces ... ———— 10
5.2.3 ROIES INVOIVEA ...t s s 1

5.24 The communications context for reading ..........cccccccciriiiiiccccserr e 1

5.2.5 The communications context for Writing ........cccoocccccimmiiiicccccrcrr e 12
5.2.6 EST=Y VAT =T LAV ET U1 0] o ToT o L= o 12
5.3 ST Y o] = T=Y Y To =Y SR 13
5.3.1 7 AXCT=1 01 4T £ o = 13
5.3.2 Entity authentication while reading ERI data ..........ccccocniivmiiniiincnr e 13
5.3.3 Confidentiality while reading ERI data ..........cccccovcmiiniimniinnir e 13
5.3.4 Keys for authentication and confidentiality .........cccccccimnniimminni 14
5.3.5 Access control to ERI data ... 14
5.4 Communication architecture description ... s 14
5.41 Overall communication concept for identifying vehicles ........ccccovviiiniinniincice, 14
5.4.2 Overall communication concept for remote acCess .........ccccvcrrrrrriiiccrssmrrrr s 15
54.3 The onboard COMMUNICALION .........eeiiiiiiiiiiiir e 15
5.5 0= - T 16
5.5.1 The short-range air interface ... s e e s nann 16
5.5.2 The onboard interface with the ERT ..........ooo e 17
6 Interface reqUIremMENtS ... e 17
6.1 L0 Y=Y - 17
6.2 Abstract transaction definitions ... ———— 18
6.2.1 TranSacCtioN OVEIVIEW ... s e s mmn e e e e e s n s mmnn e e e e s snnan 18
6.2.2 RS T T =T =y Lo T o T T - 18
6.2.3 ERI transactions and protocol data Units ... 19
6.2.4 Mutual authentication 1 ... ————— 20
6.2.5 Mutual authentication 2 ... ———— 20
6.2.6 Get secret key ERI data ..........cccoceiiiiiiiiccccciiri s scsscsr s s s s ssss s e s s s s mnn e e e e e s s nmnn e e s ne s s mmnns 21

6.2.7 Set secret key ERI data ... ccscrr s r s sns s sssre s s s s s msn e e e e s s nmne e e e e e mnnns 22
6.2.8 Commissioning secret key ERT ...t ssssssr e s s sss s ssses s e e e s s s smme s e e e essnnsnnnns 23
6.2.9 Decommissioning secret Key ERT .....ccccciriimminiimmsnissr s s e s 23
6.2.10 Update access CoNtrol list ... s 24
6.2.11 Get ciphertext access control list @ntry .........cccccveiiiinii e ———— 25



6.2.12 3 Lo I o 85 =7 o o T 26

6.3 The onboard interface to the ERT ... e 26
6.3.1 General ERT interface requirements ... 26
6.3.2 AN ISO 14443 INterface ... e s mnn e e s e e 27
6.4 The short-range air interface ... ——————— 27
6.4.1 General short-range air interface requirements ...........ccccoiniiiiiinn - 27
6.4.2 The use of the DRSC application layer protocol ..o e 27
6.4.3 o T o = 29
6.5 Remote access interface ... ————— 29
Annex A (normative) ASN.1 module definitions ........ccccoviiiciiiiiir e 30
Annex B (informative) Operational SCeNarios ... ————— 33
Annex C (normative) PICS Pro forma ... s s sssss s s ssanes 36
0 o 1T o T T o 1 N 38



		2026-06-27T16:23:13+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




